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1. OoOmas KoHmenmus

Ho6po moxanoBaTh B PyKOBOACTBO, MOCBSIIEHHOE TeMaTHKe “HeTcrankuHra”. I1o
X0y TPOYTEHHSI Bbl O3HAKOMUTECh C UCTOPUEN TEMAaTHKU U MeperjéTe OT TaKuX a30B,
KaK M3ydeHue A3bIka 3anpocos! Google, ckanupopanue IP-apecoB ¢ TOMOIIBIO IPOrpaMM
Nmap? 1 masscan®, k 6o/ee CIIOKHBIM TEMaM: aHATH3 HAXOIOK Ha Pa3/INIHBIX MPOTOKOMAX,
NPOHMKHOBEHHE B aHOHUMHbIE U 3a0pOIIIeHHbIE CETH, OCOOEHHOCTH UTP B aJIbTEPHATUBHOMN
PEATbHOCTH, 3aIUTY OT CJIEKKH U My 3bIpst GUILTPOB U T.J1. Y IOMUHAEMBIH B TeKCTe CO(T MO
ymomyanuio otHocutcs kK OC cemerictBa Windows, eciii He ykazaHo oOpaTtHoe. Bo3mMoxHO,
BbI YK€ 33JIaJIUCh BOIIPOCOM O TOM, YeM ke SIBJIsIeTCS HETCTAIKUHT. [ToMuMo sTuMonorun
5TOTO CJIOBA, BOCXOJAIIEH KaK K CTAJIKHHTY?, Tak M K CTaJIKEePCTBY, CYLIECTBYET M OIpe-
nenenue. [lo Hemy «HeTcTankuHr — 3TO AEATENbHOCTh, OCYIIECTBIIsIEMas B [Ipeiesiax ceTu
METOJ/IOM TIOMCKa, HallpaBJieHHasl Ha OOHApPY KeHHe MaJIOU3BECTHBIX, MAJIOJOCTYITHBIX U Ma-
JIONOCeIIaeMbIX OOBEKTOB C MX BO3MOKHBIM MOCTIEIYIOIINM QHAJIU30M, CHCTeMaTu3anuen
Y XpaHeHHeM, C 11eJIbI0 ICTETUUECKOTO U MH(POPMAIIMOHHOTO Y/I0BJIETBOPEHUSI UCKATEIS».
JIJtst pa3HBIX MHAVBHYYMOB 3TO UMeeT Pa3HbIil OTTEHOK: MOMCK MaKCUMAJIBHO OCOOEHHOM
Y 3HAYUMOI 151 IMYHOCTU MH(pOPMaluK; He(popMalbHbIe UCCIIEJOBAHMUS CETH, TI€ MOKHO
TIO3BOJIUTH ceOe OBITh UPPAIMOHAIbHBIM; ITy TEIIIECTBIE B HOBbIE HEM3BEIaHHbIE MECTa, Ky/la
He CTynaJsia Hora oObIBaTesl; MOMCK CTPAHHOTO, TAMHCTBEHHOTO.

[IpuBeny mpuMep, WUTIOCTPUPYIOIIUA X0 HeTcTajkuHra. IlpeacraBbre cebe, Kak
HEKUil MHIMBU]I UHTEPECYeTCsl CUCTEMaMU BUICOHAOITIOIEHN S, T.€. TIPOCMOTPOM TpPaHCJIs-
i ¢ [P-kamep peanbHOro mupa. Bel HaBepHsIKa HEOJHOKPATHO 3aMeyvalii TaKWe YCTPO-
CTBa B OOIIIECTBEHHBIX 3aBEJICHUSIX: HAIIPUMED, B 3aKYCOUHBIX U TOPrOBBIX LIEHTpax. [esno
B TOM, YTO BCE 3TU KaMephl AeJISTCs Ha J1Ba Tuna. [lepBblii — aHaoroBbie, NOAKJIIOUEHHbIE
CHeMaJIbHBIM KabeieM K CUCTeMe MOHUTOpPUHTa. BTopoit — 1ndgpoBsie, 00beJUHEHHBIE B
JIOKAJIbHYIO CETh MJIM UMEIOIINE BHIXO/1 KO ro0asbHOM. [locieiaue ObIBAOT JOCTYITHBI Ye-
pe3 BeO-CTpaHHUIIbI, KOTOPBIE YaCTO HE 3alUIIECHBI, OO0 3aIUIeHbl IPOCTEHNIIEH CBA3KOM
3aBOJCKMX JIOTMHA U naposis. IHTepec 11 HeTcTalkepa Mpe/ICTaBIsIeT TOJbKO KaTeropus
IM(POBBIX KaMep, MOCKOJIbKY MOJyYeHUE JOCTYIA K aHAJIOTOBbIM HE CBSI3aHO C "JesTellb-
HOCTBIO, OCYILIECTBJISIEMOIA B IIpeiesiax ceTu’ .

Takum 00pa3oM, eciu HCCleoBaTeNlb X0UeT MOHAOII0AATh 32 MOAKIIOUSHHBIMHA K
CeTU KaMepaMu, CHayaja OH JOJbKeH MX HalTh. CylecTBYIOT pa3Hble METO/bl ITIOMCKA, U
ceituac s He Oyqy YIOMUHATH KaX/blii, OTPaHUYMBIIKCH UCTIONb30BAHUEM SI3BIKA 3aTIPOCOB
Google. Beenst BepHbIii 3aIipoc, 4eJOBEK OCYIIECTBJISIET MOMCK U MOoydyaeT crnucok IP-
aApecoB TpaHCaALMKA. BHUMaTepHO MpocMaTpuBas CTPAHULLY, OH U3ydaeT €€ ColepKaHue,
MCXOAs U3 CBOMX Lieneil. Harmpumep, MHIMBHA MOTYT UHTEPECOBATh KAMEPBI, YCTAaHOBJIEH-

Uhttps://ru.wikipedia.org/wiki/SI3pik_3anpocoB

Zhttps://nmap.org/
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4ru.wikipedia.org/wiki/CTankuHr_(mpeciieoBaHue)
>https://ru.wikipedia.org/wiki/MHIyc TpHaIbHBIA_TypH3M_H_TOPOACKHE_WCCIIEI0BAHNS
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HBIC TOJIbKO HA 3aBOJaX, UM TOJIBKO B O(bI/ICElX, JM00 U B O(l)I/ICB.X, M Ha 3aBOJax. TouHo Tak
7K€ OH MOXET OTCEUBATH JINIIb KaMEPhI OHpCHCJ’IéHHOFO IIPOU3BOAUTEIIA.

C10BOM, BBIOOp OOBEKTOB /ISl AHAJIM3A 3aBUCUT OT BallIUX KeJIaHUI — KPUTepPHEB.
BaxHbIM KpUTEpHEM CUATAETCS PEAKOCTD, U 3TO 3aBOJAUT HETCTAIIKEPOB B MAJIOU3BECTHBIE,
TPYIHOIOCTYITHBIE WK 3a0pOoITieHHbIe yroku. CBeleHre TBHKEHHA JI0 "'TTIOUCKa CTPAaHHOTO"
CBSI3aHO C T€M, UYTO HETCTAJKUHI MOMYJISPU3UPOBAICS Cpeau JToOuTeseld napaHopMalib-
HOTO, M Terepb, M3-3a TAKUX HEKOMIIETEHTHBIX IyOJMKALMi KYpHAINCTOB, KaK CTaThy®
Anekcangpsl CtenaHuiieBoii, accouuupyetcsi ¢ 3TuM. [lo akTy ke HeTcTajkepsl yIo-
BJIETBOPSIOT €CTECTBEHHYIO TATY K KCCJIEJOBAHMIO HEMTO3HAHHOIO, COYETass KPUTUYHOCTD
Y BIICYATJIMTEBHOCTh, CIIOCOOHOCTh YIUBJIATHCSA U JEHCTBOBATH MparMaTudHo. Kaskpiii
o0peTaeT 4To-TO CBOE, MHOT/A MTPOCTO MHTEPECHOE, a MHOT/IA CaKpaJIbHOE, MEHSIIOIIEe MU-
POBO33pEHNE, MOCKOIbKY JaHHOE 3aHATHE BHITACKMBAET YeJOBeKa M3 3XO-Kamepsl . I
0oOHapy KeHUsI 4Yero-To HeOOBIYHOTO 3a4acTyio TpedyeTcs nepedpaTh OrpOMHOE KOJTMYECTBO
OOBIICHHOTO KOHTEHTa ¥ MyCcOpa, HaripuMep, apxuBoB ceMeiHbix FTP. Dtum u otnvuaeTcs
JOCYT' HETCTAJIKEPA OT MACCUBHOIO IMPOKPYUYMBAHUA JIEHTHI COLICETEN, Npejiaramieid Bam
JIAIIIB YK€ 3HAKOMBIE JIN0O "XaiIoBbie" TeMbl, OT(hUIbTPOBAHHbBIEC AJITOPUTMAMH WU aIMU-
HUCTpPATOPaMHU MaOIUKOB.

ITouck sBisieTcs NEPBHIM M OCHOBHBIM UCKYCCTBOM, KOTOPOMY YUUTCSI HAUMHAIOIIUI
HercTankep. OH NPUTrOOUTCS W Ha MOCJeAYIIUX dTarnax padoTsl ¢ Haxoakamu. [lepseii-
IIWH I1ar B OBJIQ/IGHUX STHM HaBBIKOM - IIPOYYBCTBOBATh TUNIepTeKcTOBOCTh CeTn. Besikas
CCBUIKA BEJIET K HOBOI MH(OPMAITUK, KOTOPAasi 3aTeM UCTIONB3YeTCs )i Y TOYHEHH S TIOUCKA
Y TIOJTyYEeHHUsI HOBBIX CCBUIOK. DTO HECKOJBKO HAIOMUHAET METOANKY Pa3BEdUMKOB, pado-
TaIOIIUX C OTKPHIThIMU UcTOuHMKaMK (Open Source Intelligence):
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Koma CO6paHHHX CCBIJIOK CTAHOBUTCA CJIMIIIKOM MHOI'O, BO3BHMKACT HYX/a B UX CUCTCMaA-

Shttps://lenta.ru/articles/2016/06/06/netstalkingstory
Thttps://ru.wikipedia.org/wiki/9xo-kamepa
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TH3alUH, T.€. B 0000IEHNH BCeX HaXO/OK, BBIICJICHUH CBSI3€i MEk/ly HUIMU U COCTABJICHUN
13 HUX 0a3bl AaHHbIX. OOBIYHO 3TUM 3aHUMAIOTCS [J1s1 YIPOLIEHUS XpaHeHNsI U1 aHAJIU-
3a - PACCMOTPEHUS U U3yUYeHHUsl KaKoro-i1oo rnpusHaka oobvekta. Hanpumep, HeTcTaskep,
UCCJIe/IOBAB MapaMeTpbl KaMEp 0OUHAK080I MOJEIH, CIIocOOeH BhIpabOTaTh HOBBII METO[
ux noucka. Tak, paboTasi ¢ coBpeMeHHbIMU KaMepamu kKomranuu AXIS, MOXHO 3aMeTUTb,
YTO Y BCeX M3 HUX BUJEONOTOK Bemiaercs no npssmomy URL dopmata /mjpg/video.mjpg.
OTta 0COOEHHOCTDh MPUMEHSIETCS JIs TOMCKa HOBBIX TpaHCAIMi yepes oneparop Google
“inurl:” — BBoA “inurl:mjpg/video.mjpg” B MOUCKOBYIO CTPOKY JAET OKOJIO 9 cTpaHul pe-
3yapTaToB N0 10 cchlIOK. ABTOMaTH3amMs PyTHUHHBIX CTOPOH MPOLIECCOB, B TOM YMCJIE
BCE TOTO ke MOKMCKA OJHOTUITHBIX 0OBEKTOB & 0CBOOOK/1aeT HOBBIE PECYPCH LISl pA3yMHO#
paboTHI ¢ HAXOKAMH.

BHe 3aBucuMOCTH OT BU1a pECYypCOB UJIU CETEM BCIO IIOUCKOBYIO aKTUBHOCTbH HETCTAJI-
Kepa MOKHO CBECTH K JIByM THUIIAaM MJIM METOJUKAM: 9TO HETPAHAO0M U AeJUCEPY. Y o0enx
€CTb CBOM HaOOpP MPUEMOB U TIPOTPAMMHBIX MHCTPYMEHTOB.

Hetpanaom (o6pa3oBaHo «net» (ceTh) U «random» (CJIy9aiiHOCTh)) — 3TO CKUTAHHUE,
MIOMCK YEro-To HEM3BECTHOIO B OJIHOM U3 cpep HeTCTaKuHra. HekoTopble cpaBHUBAIOT €ro
C TIOMCKOM MI'OJIKU B CTOTe CeHa. TO CPaBHEHHUE HEKOPPEKTHO, T.K. CEHO M UTOJIKa Hcuep-
naeMbl, OHM He pacIMpsIIOTCA, Kak Aesaet 3To HTepHeT. ExecekyHaHO co3al0TCsi HOBbIE
BeOCaiThl, CoOOIIeHNs Ha (hOpyMax M T.Il. — OXBATUTH BECh 00BEM III0OATBHOI CETH HEBO3-
MoxHO. [ToaToMy npakTHuHee aHaJIOrus ¢ ppiOankoil B Mope i okeaHe. [Ipuyanusas Ha
OTpEeIeNIEHHYI0 TOUKY, PblOaKk 3a0pachlBaeT yAOUKY M OXKHMIAET YJIOB, NOAOOHO TOMY, KaK
3TO TIPOUCXOUT B CIYTHUKOBOH phibanke’. He 3Has 3apaHee, 4TO MMEHHO OH MONYYHT B
UTOre, UIIYIIUi YacTo COOMpAET Mo MyTH BCE, YTO MOKAXETCs eMy UHTepecHbIM. [ToaTomy
TaKyIo IeATeTbHOCTh UHOT/IA HAa3bIBAIOT "'CETEBHIM OOMKHUHIOM .

OcHOBHBIE CTIOCOOBI HETPAHIOMA:

® CKaHI/IPOBaHI/IC CCTH.

* Vcnosnb3oBaHue paHIOMai3epoB - CEPBUCOB, BBIJAIOIINX CIIy4YaiiHYIO CCBUIKY Ha pe-
CYPCHI OIPeIeIEHHOTO KJlacca: CalThl, JIOKYMEHTHI, Buaeo3anucu YouTube u T.11.

* [IpocMOTp MOCJIEAHUX 3arpyKEHHBIX WM CO3JIaHHBIX OOBEKTOB OTPEASIEHHOTO KJlac-
ca (T.H “peceHThl”’, recents). HexoTopbie (haiiIo00MeHHHKH, KAPTUHKOOOMEHHUKH U
Jake XOCTepBl CAMTOB 3aBOJST [IJIs1 STOrO OT/AEJbHbIE CTPAHUIIBL. (IPUMEPHI U3 COre)
OO6byHO UX MHTepdeiic UHTYUTUBHO MOHSTEH: MOJIb30BaTeb HAXXKMMAaeT Ha KHOII-
Ky WM OOHOBJISIET CTPAHUILY, U TeHepUpyeTcsl HOBBIi caiiT wim (aiin. [Ipouenypa
MOBTOPSIETCS, TIOKA HETCTAJIKEP HE HAMIET YTO-HUOYIb MHTEPECHOE.

8https://telegra.ph/Grabber-fajlov-dlya-netstalkinga-11-14
“https://ru.wikipedia.org/wiki/Crry THUKOBas_phibanka
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* lcnonp30BaHWEe B MOMCKOBHUKAX T.H. JOPKOB (KOMOWHAIMIA (PUIIBTPOB MOUCKA), CO-
CTaBJIEHHBIX TAKUM 00Pa30M, YTOOBI BbIJABAJIMCH BCE M3BECTHBIE TTOMCKOBUKY CCHUIKU
Ha 0OBEKTHI OTIPeIeIEHHOTO KJ1acca. [IpuMepoM MOKeT CITy KUTh T.H. “auaekcreiir” 10,
KOT/1a MOJIb30BaTE M OOHAPYKUJIM MHOKECTBO OTKPBITHIX JOKyMeHTOB Google B BbI-
naue fHpekca. JIpyroil npumep - cocTaBjIe€HUE 3aIIpOCa, BKIIOYAIOIErO CTaHIapTHOE
ums s pororpacduit um Buaeo: IMG_0123.jpg, DSC_0123.jpg u apyrue, HeKOTO-

PBIE€ U3 KOTOPBIX BCTPEUYAIOTCA qamel 1 .

Kak Bugum, naxe npu HeTpaHAOMe OOBIYHO HE MCTONB3YETCS YUCTas CIyYaiHOCTb.
Hckarens BuIOMpaeT (WM CO30aET) MHCTPYMEHT, UCXOMASl U3 CBOETr0 0COOOro MHTepeca K
KaKoMY-JIMOO BUly KOHTEHTA: BUIEO C MAJIBIM KOJIMYECTBOM IPOCMOTPOB, CHATHIE HA KaMe-
Py JIOOWTEbCKHUE 3aITUCH, IOKYMEHTBI, CalThl HajiceT Tor u T.11. OJJHaKO BHE 3aBUCHMOCTH
OT JIMYHBIX BKYCOB M BHIOPAHHOTO MeTo/a padoThl, (haKTOp HEMpPeCKa3yeMOCTH OCTAETCHI.

[TpuBeny npumep ¢ nouckom [P-kamep nocpeacTBom ckaHupoBaHus ceTu. Huuero He
3Hasi O KaMepe 3apaHee, MHIMBU] He MOXET HaBEepHsSKa CKa3aTh, YUTO UMEHHO OH Ha Hei
YBUJIUT: KOMHATY B *KUJIOM JIOME WM CKJIaJICKOe TIoMelieHue. Ecim Obl 3TOT YesioBek 3aHH-
MaJicsl IapCcUHroM BuaeoxocTuHra YouTube, To eMy OblI IPUXOIMIIOCH OTKPHIBATh COTHH U
TBICSIYM BUJIEOPOJIMKOB € MOX0KMMU HazBaHUsAMU Tunia MOV _002 wim VID_1523. He msansa
Ha CKPUHIIIOTHI WM TIPEBBIO C TAKKX 3aMUCEN, HeJb3sl ONPEIe/IUTh, UTO Ha HUX 3arleyaTyIeHo.

Heaucépu (o6pazopano “deliberate’” (oco3HaHHbI) U “search’ (OKCK)) — 3TO OCMBIC-
JICHHBII TIOWCK TPEeJCKa3yeMoro oObeKTa, NMPU3HAKM KOTOPOTO W3BECTHHI, B OJHOMN WM
HEeCKOJIbKUX cepax HercTaynkuHra. [IpuBeny ouepennoii nmpumep. HenaBao B MHTEpHETE
6bUT0 omybmikoBaHo!? Gonee 13 MUIH paccekpedyeHHBIX JoKyMeHToB IIPY B pamkax 6u6-
maotexu ¢ caiita CIA!'3. Box Tora “UFO” B IIOMCKOBYIO CTPOKY BBIIAET nopsaka 1500
COBIaIeHUIA. Y(osory 10CTaTOYHO CHeNaTh OIUH 3aIpoc, YTOOBI JOCTUYb CBOEH L1eJr, HO
CHavasia eMy HeoOXOMMO Y3HaTh: TJie, KaK M KOTJAa MOKHO CIeNaTh TOT 3arnpoc. Takum
00pa3oM, JIeMCEPY YUUT HETCTAJIKEpa, CTABSIIEro Mepej coOO0M 1esib, IMOHATHIM MECTa,
BpEeMEHH U JICHCTBUS.

OcHoBHbBIE cTIOCOOBI JeJucépua

* HMcnonb3oBaHue MOMCKOBUKOB, Kak obmien3BecTHhIX (Google, DuckDuckGo), Tak u
CTIEIMATM3UPOBAHHBIX: TI0 TUITy pecypca, MO OBEPJEHHON CeTH, MpUHAJJIEeKAIINX
OUOJIMOTEKAM U JIp. OpPraHU3aIMAM, METAITIOUCKOBUKOB.

* [louck n30paHHBIX (HaiijIoB B KOHKPETHHIX (DAlIOBBIX XOCTHHIAX C TIOMOIIBIO TITOB
WJIA NTOMCKOBBIX 3aIIPOCOB.

1Ohttps://www.youtube.com/watch?v=OffE_zGRsSE
http://muz4in.net/news/ehlektronnye_imena_fotografij/2013-07-25-33382
Zhttps://habr.com/ru/post/400699/
Bhttps://www.cia.gov/library/readingroom/


https://www.youtube.com/watch?v=OffE_zGRs8E
http://muz4in.net/news/ehlektronnye_imena_fotografij/2013-07-25-33382
https://habr.com/ru/post/400699/
https://www.cia.gov/library/readingroom/

* MOHMTOPUHT pecypcOB (HOBOCTHBIX, COLICETEH U TIP.) Ha PeIMET YIIOMUHAHUSI OTIpe-
JIEeNIEHHON TEMBI.

Jemcépy 1 HeTpaHIOM MOTYT M OyIyT nepecekatbes. O0a 3a1efCTBYIOT CXOXHUE Ha-
BbIKHM. Kpome Toro, 11e1€BOi NOMCK CTAHOBUTCS €CTECTBEHHBIM IIPOI0JKEHUEM CITy YaiHOTO.
ITO MOXET NPOMCXOIUTh B PAMKax JIeTaJbHOTO aHAIN3a PAHA0MHO HaiiJeHHOTO OOBEKTa, a
TaKXke B pe3y/ibTaTe 00oraleHns HeTCTaIKkepa HoBo# MH(popmarueil. HoBbie 3HaHWS MOTYT
HONacTh K HEMY B PyKH HEOKMJAHHO, OJHAKO JOMOJHSITE UX OH Oy/IeT yKe OCO3HAHHO.

2. XpoHosorus pa3BUTHSI

HcTopuio HETCTaJIKMHra MOXHO pa3/e/UTh Ha TPU YCJIOBHBIX 3Tama IO TPU roja.
[Tpoexktst UCKOITA3MU u Synthetical Science ctosiim y uCTOKOB, T.e. HauOoJee MOBIMSIIN
Ha pa3BUTHE HeTcTalkuHra B nepuoz ¢ 2009 mo 2012 rr., a coodmectBo Project Trailhead
¥ CMeXHbIe C HIM B OCHOBHOM pa3BHBAJIM YK€ HayaToe W akTWBHO padoramm ¢ 2012 mo
2015 rr. JJaypHeANA poCT JBUKEHNS IIOPOAN MHOKECTBO MAJIBIX Y KPYITHBIX IIPOEKTOB.

2.1 HCKROIIA3HU

Pacumdpposka: UurepaktuBHas CeteBas Kondepenius no I[loucky AHOMaTbHBIX
u 3aragounsix MUHTepHeToB. Cyas no Bcemy, MmyOnnvHas UICTOPHS STOW OpraHU3aliy Ha-
yuHaeTcs Ha Jocke /b/ mmumxoopasl 2ch.so B aBrycte 2010 roga. B Temax ¢ Ha3BaHuEM
“ceTeBble CTAJKephl” (M3 KOTOPHIX B aPXMBAX COXPAHMIICH TOJIBKO HeNonHbIA Tpes Ne3 !4
6e3 KapTHHOK ), JII0JH 00CY K I “HeOObIYHbIE, IIPHMeYaTeIbHbIe, CTPAHHbIC U ITyTaoIiye”
CalThl, He MHJEKCHUpyeMble B MOMCKOBUKAX, OOMEHMBAIUCh HAXOAKAMU M TPaBUIM Oaii-
k1!, B To BpeMsa B OCHOBHOM HCIIOJIb30BAJICS NMAp, HO HEKOTOPHIE TIPOOOBAIN MUCATh U
ceou IP-ckanepsl. B centsiope 2010 r. uccnenosaremu do_not_scan, nouitfvf, pekayoba,
doctor.A oprannszosanu dopym!'® n kanan o6menus na IRC (irc.freenode.org, #netstalkers),
060co6HBIIICH OT UMUIKOOp/. [TapasnensHo Hekuit aHoHnM Ha HiAsm!”? mammcan mnpo-
CTOIi CKaHep Juana3oHoB JoMeHOB U [P-agpecoB, mpuocTaHOBUB ero pa3padoTKy Ha BepCUU
4.7.
5 wionsg 2011 r. Bnagenen noutsl sosacherl @ gmail.com 3apeructTpupoBai 10MeH
netstalking.ru.

7 wons 2011 r. Ha HEM OTKpbUICSA (OPYM, a Ha CJIEAYIONIUI JeHb OH B IIYTKY ObLI
nedericnytr UCKOITA3MN. 9 yncna caliT BOCCTAHOBWIIM U BBEJIM 3aKPBITYIO PETUCTPALIUIO
IO MIPUIJIAILIEHUAM, HO IEHCTBOBAJI OH HEAOJTO U Bckope oTkioumics. Ocensio 2013 roapa

https://mega.nz/#!QcZSCa4L.!07 Ae-mnP3JebXgqqets24eAVYRKEOSMFYRUjQRSBIRE
Bhttps://mrakopedia.org/wiki/Be6-Tpanc g
16http://web.archive.org/web/20110603075140/http://netstalking.0Obb.ru/viewforum.php?id=2
Thttp://ru.wikipedia.org/wiki/HiAsm
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ero nepexymi Jles PTyTun, nepxasimii Ha HéM 10 2015 roga umumpkcopay 8. Ceituac no-
MeH BhIKyIUIeH PeckopoM 1o ¢opyM ¥ HeOOJIBINON My3eid, a 10 TOTO JIONro MPOjJIeBasICs

PTYTI/IHLIM, HECMOTpPA Ha OTCYTCTBUEC aKTI/IBHOCTI/llg.

B 2011 r. ISKOPASI Bemyctum ytumuty ipsa’’ — koHconbHeIi IP-cKaHep, co Bpe-
MEHEM TepepoCIIMii B aHAJOTMYHbIN MPOAYKT, HO yXe C rpaduueckuM uHTepdeiicoM u
pacumpenssM pyakmonasom: NESCA2!. 30 oktsabpsa 2012 r. Beimen BGRT — nop-
tatuBHBIA IRC yaT-kJmeHT (¢ Bo3aMoxHOCTBI0O DDoS-araku) mis coeIMHEeHNs ¢ 3alTacHbIM
IRC-kananom (dreamterra.ru, #netstalking). IlpumepHo B Tex ke unciax Ha (popyme NOsABU-
nach Tiepeaapecanus Ha cryptochan?> — ocHOBaHHOE TIOTb30BaTeNIeM anony COOBIIECTBO
KPUNTOAHAPXUCTOB ¢ coocTBeHHOM IRC-ceThlo, puIie et Ha 3aMeHy HyanaTy23.

Kpunrouan ymep B Hauase 2014 rona us-3a pazHoracuii anMuauctpanyu, a MCKO-
ITA3U noguanu 1/1M1/1)1>1<60p)1y24 Ha 3apeructpupoBanHoM emg B mae 2013 roma BeOcaiite
D3W.org?®, rae panee nexamn NESCA u API qna gocryna k NESCA DB — xpaHumnry
HaxofoK. 25 mMapra 2014 cocrosca® peims ScanLab?’ — co3ganHO# anony MOUCKOBOIA
crcteMsl 1o 6a3e 1aHHbIX [P-agpecoB, 0OHOBIEMOI MOIB30BATENSIMH C TIOMOIIBI0 NMAp.
14 anpens 2014 r. va D3W craproBana nyOiuynas paznadya NESCA: xkenaiomuii Mor
OCTaBUTb ZPE-KJ0Y C HUKOM M MOJTYy4UTh KJIIOY JIs1 aKTUBALIMK MPOrpaMMBbl. 9 Masi TaM ke
omy6mkoBamu peka_scan®® — ckpunt Ha Python, 1o coBapio nepeGUpaIoIMii KaTalory
u (pailsibl BeO-CEpBUCOB.

Becnoit 2016 r. D3W 3akpbuics, T.K. €ro XocTUHT obaHkpoTwics. [locne rudemu
BCEX [IPOEKTOB OCTATKU MCCJIeioBaTeie Jonroe BpeMs cooupasuck Ha IRC-kanane #0chan
cepBepa anus.hacked.jp:6667, HpiHEIIHEE MECTOIOJIOKEHUE HEU3BECTHO. [1J151 MOAKII0YeHU ST
k IRC pexomennyiotca kmenTsl KVIrc?® u X-Chat®,

2.2 Synthetical Science

HeTcrankuHr, HaUMHABIIMIACSA KaK XAaOTUYHOE U CTUXUIHOE JBUXKEHUE IO MOMCKY
CTPaHHOCTEH B ceTsX, o0poc Mudosorueil u ciyxamu 6iaropaps Joknaguuky — uccie-

18http://web.archive.org/web/20131020125425/http://netstalking.ru/b/wakaba.html
http://github.com/rtutin/netstalking.ru
2Ohttps://github.com/wegwarte/netstalking_archive/blob/master/ipsa.rar

2 http://github.com/ChronosX88/nesca
Z2http://web.archive.org/web/20130223215541/http://crypt0.in/
Zhttp://lurkmore.to/%C3%98chat

Z4http://archive.li/1 Sovp

Zhttps://who.is/whois/d3w.org

6https://arhivach.org/thread/17538/#50546
?Thttps://github.com/digital-ghost/scanlab
Zhttps://github.com/wegwarte/netstalking_archive/blob/master/peka_scan.rar
http://www.kvirc.ru/

3Ohttp://xchat.org/
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JIOBATENI0 MEMEeTHKK® |, aBTopy npoekTa Synthetical Science. EMy npuHaiexaT NoHATHS

Tuxoro Joma, Topona Maeii 1 PaH — BBIMBILIUIEHHBIE KOHLIETILIMUA U3 CETTUHIA ARG3? Ho-
kyaguuka. Ero 1esnpio Ob10 3apaskeHre OKPYKAOIMKUX UAESMU C TIOMOIIbI0 MUCTU(DUKAIINN
1 HaOmmoieHne 3a ux MyTtanueit. IMeHHO Tak ciyumioch ¢ uaeeii Tuxoro JJoma, mpocToro
MakraguHa, CMBICT KOTOPOMY MPUAABAIA CAMHU HETCTAJIKEPHI, & TAKKE MOCETUTEIA UMU/T-
Oopn U caiita kpurumnacTel 4stor. [Topoit gake AOXOAMIIO 10 a6cyp11a33: OTOXIECTBIICHUS
¢ Hupganoiil nnum xu3Hbio nocie cmeptd. Cpen 10 CUX MOpP aKTyaslbHbIX KOHUenmii [lo-
KJIaJunKa MOXHO BBIIEIUTH IDIOINFECTED3* — JeIeHTPAIM30BaHHYIO CCTEMY oOMeHa
COOOILIEHUSIMH.

Bcé navanoch ¢ kapTbl I/IHTepHeTa35 — WUTIOCTPALIMY BaXKHBIX JJI51 POEKTA KYJIbTYpP-
HBIX [ICHHOCTEM M uJiel, KoTopas ObllIa BJOXHOBJICHA OJHOM CTapOoil Iy TOYHOM cxeMoﬁ36, a
Ta, MO-BUIMMOMY, POMCXOJUT U3 JIATUHOSI3BIYHON JIereHbl 00 YPOBHSIX nunBedas’ Io-
KJIAJUUK OMyOJIMKOBal KapTy Kak Kpoiudblo Hopy Ha [IBaue B mione 2011 roma, mpu
9TOM TIEPBbII TPell U3 BCEX OCTABIIMXCS, IJie YIIOMUHAETCS U300pakeHue, IIaTI/IpyCTCH38
02.07.2011. B panpHeimeM KapTUHKY MHOTO pa3 peJakTHpOBaIXd U napoauposaym. Ha-
micannoe Joxmagunkom 01.08.2013 FAQ?® nosicHsieT Te MyHKTBI KAPThI, CMBICJ KOTOPBIX
HesiceH HOBUYKY. CIMCOK BCEX HETCTAJKUHI-TPEAOB, HA NPOTSKEHUU KOTOPBIX pa3BUBa-
JlaCh Urpa, JOCTYIEH B CHELIMAJILHOM KaTajore.

23.12.2011 na blogbin.net Gbi co3an HeHe yaanéHHbIi 610r*Y SynSci, mocBAmEn-
HbII1 Bonpocam MH(pOpHOrpadru, MEMETUKM U MBICJIEHHBIX SKCIEPUMEHTOB. O HUX MOX-
HO IpoYecTh B He3aBeplleHHON kHure [[:)xoHa OHo “Infornography: The Tao of Memetic
(Meta)Engineering”“. 12.06.2013 6pU10 cOOOIIEHO 00 OKOHYAHUU UCCJIENOBAHUI, U BCE
TIPOIILIBIE 3aMUCH, KPOME TUTYJILHOM, ObUIH yaaeHsbl 42 JIoK/IaTdiKOM.

C momeHTa 3akpeiTus Ojora ARG Obuta oTIymeHa B CBOOOJHOE TtaBaHue, u Jo-
KJIaQUUK (IIOJ HMKOM UNsSS) MUHMUMM3UPOBaJ CBOE BMemaresabcTBO. 15.07.2013 B HbIHE
3abpoieHHyo XMPP-koHpepenuio HeTcTankepos play @conf.netlab.cz, u3y4asmmux cie-
1wl iporienmeit ARG, 3aiien unss, paHee MOCTUBIIMA Ha Xaocaue®. JHOoKJIaIuMK OTBETUII

3https://ru.wikipedia.org/wiki/MemeTnka
3https://ru.wikipedia.org/wiki/Hrpa_p_aibTepHaTHBHO#_peatbHOCTH
3https://4stor.ru/strashno-interesno/6 1 144-tihiy-dom-i-49406.html
3*https://urbanculture.in/IDIOINFECTED
3http://imgur.com/a/vgYoO
36http://imgur.com/a/HgL3e
3Thttp://d5fdxua4kdbbjo6zvdbchdxiybadk7vb43nzxsokbzbwtwzeehuppbqd.onion/116457616-Manual-Para-
La-Deep-Web-2.pdf
3Bhttp://web.archive.org/web/20130525021155/http://2ch.hk/sn/arch/res/46521.html
http://arhivach.org/thread/4409/
4Ohttp://web.archive.org/web/20130604052053/http://blogbin.net/blog/1463
4 https://drive.google.com/file/d/0B2itSL7haRYHNWIkV01rbjhBV2c/view
“http://web.archive.org/web/20130629145542/http://blogbin.net/blog/1463
“https://chaos.cyberpunk.us/fm/x/res/77.html
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Ha HECKOJIbKO BOIIPOCOB, IOATBEPAUIT 3aBECPIICHUC ITPOCKTA U HOO6H_IaIICH44 C HCKMM unw o

koHuenuu [opoga Mnelt, npuOTKPLIB eMIE OHY 11eJb: yCuileHue «olyieHus [opona» 3a
CYET BHUMAHUSI UTPOKOB.

2.3 Project Trailhead

MHoroe 13 TOro, 4YTo U3BECTHO O CYIIECTBOBAHUM 3TOM MCCJIEJOBATEIbCKON TPYIIITBI
B 2010-2012 rr., gouwto ot ®omel (Kypynras; I'puropus) — €€ yyacTHUKA. YUTUTE, YTO
uH(pOpMalLIMs [0 JaHHOMY MEpUOly BpeMEeHU He MpoBepeHa.

[To cnoBam PoMmbl, KOCTSK cocTaBsn Tpoe: Ky3pma, sIkoObl OCHOBaTesb, a TaKXke
LadyBug u SearcherTheOne — psinoBbie yuacTHuku. Kypynrait npubuics k ux XMPP-
KOMHaTe 1o HaBoAke OT Ky3bMbl, KOTOPOro OH MOBEPXHOCTHO 3HAJI B PEAbHOU KU3HU:
B 3II0XY paclBeTa )aHpa CMepTesbHbIX (pailioB B MypMaHCKe OpraHM30BbIBANIACh CXO[-
Ka MOANUCYUKOB TeMaTuueckoro nadivka Bo BK. imenHo Ha Heit ['puropwii, Kak oH cam
yTBEpA A, no3Hakomwics ¢ Kysemoi, npuexasmmm us ceoero Ilerpozasoacka.

Kondepenmus, rae npoxoamio ooIieHre, Ha3biBasiach <117, X0Ts copepkaa TOIbKO
yeThIpe vesioBeka. [lepuonnuecku Ky3pma nmokyrman MecTa Ha TJIaTHBIX BUIEOKOH(EepEHITH-
sax TrueConf* u MIPUBOJIMI CBOMX 3HAKOMBIX: KOJIMYECTBO HApOJa HEHAJOJIrO YBEIMUMBa-
JIOCh, a TIOTOM CHOBA CIajaJio.

K cepenune npoekta I'puropuii ykpenwics Bo MHeHuH, 4to Ky3bma — cymaciuen-
M, a K KOHILY [0JIb30BaTeJIM IOCCOPUIINCH JIpyT ¢ Apyrom. Cépuep rosopu, uro LadyBug
(B xu3HU sAk0Obl Hatanes Kamranosa), nponasiias u3 KoHepeHu, Obliia cOuTa aBTOMO-
6useM, 1 OH OOBHHsLI B €€ cMepTu Ky3bmy.

SearcherTheOne MOKMHYJI COCTAB MOCJIE MHIMACHTA ¢ YeMoganrkom*® B 2012 rogy,
a ®oma ¢ Kysbemoii ocHoBam coodiectBo Tpeiixena B conmanbHoii cetd BK, k koTopo-
My Ho3/iHee pucoe ek Man Meanos*” 1 Makcum Kiepos*® — camble akTiBHEIE
YYaCTHHKHU ClieAyIoluX AByX JieT. Bckope 6eccnenno ucye3 Kyspma.

Teneps k paktam. Bniepsoie Trailhead 61 ynomsinyT 14.10.2012 B KOMMEHTapHsIX K

nocty moib3oBatens X3 X3 B coobimectse 333-333-333. I'puropuii otBetir? emy, 4To

INIOKa y3HAaTb 00 OpraHu3alv HEJIb34, HO I'pAAYT HOBOCTH. Camoe BakHOE YIIOMUHAHNE

“https://pastebin.com/tkSaUWZe
https://trueconf.ru/
46https://imgur.com/a/FOZkX
#Thttps://vk.com/crihan
“Bhttps://vk.com/blintzeln_kapitan
“https://vk.com/x3_x3
Ohttps://imgur.com/a/SQzMy
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npounsorwio 02.11.2012 — B To BpeMs B Ty *e rpyry Harmcan Cymaciemmmii OpsHkm !,

3ampaImBas KOHTAKTH HETCTAKEPOB, U OMATh oTBeTH > Kypynraii. Ha 3ToT pas oH mosc-
HUII METOJONIOTHIO MPOEKTA, CKA3aJl, UTO HUKAKOL KOHbepenyuu Hem, ¥ Jal CChUIKY> Ha
3aKpbITyIo rpymiy Bo BK.

Ha cerognsimHuii 1eHs BECh KOHTEHT coodIecTBa ynaneéH [puropremM, HO ocTaiach
apxuBHas konus , B3sATasa 19.11.2016. Cyns no Hei, rpymnmna Oblia co3aana emé B 2009 r.,
HO TIpocTamBana 3 rofa, noka doma He 3amocTII ajpec HeT-apTa trackybirthday.com*. B
2013 r. oHa BpeMEHHO OTKPBLIACH, O YEM CBUIETEILCTBYET CTpaHuna> B VInTepHeT-ApXuBe.
HexkoTtopsle 3anvcu Toro BpeMeHu OTCyTCTBYIOT B Koruu 2016 r. — BUIMMO, CTEHa MHOT/1A
ountianacek. [IpumedarensHo, uto 01.10.2014 Ha [IBaye HEM3BECTHBIN MBITAJICSA MUCTU]DU-

LII/IpOBaTI)56 HUCTOPHIO OpraHnu3aluu.

57 (6] Bep60BK€ B BO3POXIACHUC

07.12.2014 B cooO1iecTBe MOABUIOCH OOBABJIEHUE
Trailhead: Ha HpHe HeakTHBHBIT (popyM trailheadgroup.ru, co3aanusii Paem MatconomS,
CkpiouennsiM Yesnoekom™® u Rescor Warden®. Kanaunary TpeGoBanoch 3amoqHUTh aH-
KeTY,TIPOITH Mcuxonorudeckoe Tectupoparane CMUJI®! u mpouecTs pykoBoacTso 1o HeT-
CTanKHHry62. Cyns no HOCTy63 Bo BK u Tpeny64 Ha 2ch.hk, kaHAMIaTH UCKAIUCH cpeaun
TeX, KTO He 3HaJl o TeMaTuke. B aBrycte 2015 r. cooOmecTBo pacnanoch, a 19 Hos0ps

BeOCaiT OBLT OKOHYATEIHO OTKII0ueH® Peckopom.

Oo6miee mpencrabiaenne o0 atMocdepe BHYTpU MPOEKTa B JHU €ro paciBeTa JaéT
KOMMEHTAapHii OJHOTO U3 €ro JIaBHUX y4acTHUKOB, Dematerium Neogen:

O0bluHO ObLNO MAK: 8 UeNOM OKONOmeMamuuecKue 00CYHCOeHUsE MaAmepuanos, co-
Ovbimuti, coemecmuule evlrazku 6 “mupwvt”’[Worlds.com] u m.0. 9mo oas 6orvuuncmaa.
Bce 0osoavtibl u noayuarom mo, umo xomsm (Kax u scmemuueckoe YyoosnemeaopeHue, max
U pacuiupenue Kpyzo3opa u m.o.).

Shttps://vk.com/agemo_lla

https://imgur.com/a/Lt2mN

Shttps://vk.com/deepwebproject

*http://trackybirthday.com

Shttp://web.archive.org/web/20130404073749/http://vk.com/deepwebproject

Shttps://arhivach.ng/thread/39303/#241147

SThttps://imgur.com/a/pB94Q

3Bhttps://vk.com/raymatson

Phttps://vk.com/scarletsixpence

Ohttps://vk.com/rwarden

6Thttps://www.psychol-ok.ru/statistics/mmpi/

©2https://t.me/netstalking_documents/3

3https://imgur.com/a/ISAYK

%https://a2ch.ru/2015/08/03/s-utra-uvidel-takoe-soobschenie-pacany-ia-tipo-neo-izbrannyj-komu-nibud-
98987157.html

Shttps://vk.com/wall225688945_1308
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https://vk.com/wall225688945_1308

H 6b110 HecKoNbKO YyuacmHuKo8, NOCMOSIHHO YMO-Mo KONAGUWIUX, ULYUUX, nepe-
B00SIUUX, AOANMUPYIOUUX U M.O., KOMOPble NepUoOU1ecKu 0endau 80pocbl — NPUUEM
npesvlo-60POCHI C HAMEKOM HA 3AUHMEPECOBLIBAHUE U OANbHETIULee YIHCe COBMECMHOE NPO-
0ondiceHue 0esIMmeAbHOCMU UMEHHO no mamepuany uz eopoca. OObIUHO NOOKAIOUAEMC S
nooasasioujee OONUUHCMBO (ecu He 8ce) U3 Nepabix — Od, MHO2UEe MO2YM MYNo PUOOH-
AUMb UAU OMNUCHIBAMb AULUL YMO-MO 8 Oyxe “s Yyousaén”, “unmepecro” u m.o.

H ene 3asucumocmu om ucxooa 6cezo anozo (Mo ecmov yoauu 8 PUHANLHOI pACKONKe
uau eé nposany ) Kak npaguno nooagasouee OONbUUHCMEO NPUCYMCMBYIOUUX NoAYHaem
He3a0bleaeMblii IKcnupenc u onvtm. Onsamo dce ce Yyo081emaeopeHbl.

2.4 PasBurne cooodmects B0 BKonrakre

H.I.D.D.E.N®® — ochoannas Aprémom KoHoBasioBbiM kKoMaHa u rpynna BK, rae
B OCHOBHOM NOCTSATCS Haxoku 1o [P-kamepam, Het-apty u ARG. Ha nepBom 3tare coeit
nesareapHocTr (19.07.2016 - 22.09.2016) OCHOBHBIM HarpaBjieHueM ObLT HETPAHIOM, B TOM
YucJie 10 onion-cepBucam, ¢ yopoM Ha CETeBOE UCKYCCTBO, a TaKke MPOCcMOTp (paiiyiood-
MeHHUKOB. C 23.09.2016 no 2.01.2017 rpynma Obula B OTHOCUTEIBHOM CTa3UCe, YaCTUYHO
pa3BesTHHOM NpUObITUEM B He€ ydJacTHUKOB JlamymikuHa u [lemaTepusi ¢ ONBITOM B HET-
cTalkuHre. B pesynbrare qucKyccuil rpymma peiuia cocpeJOTOUUThCS Ha CKaHUPOBAaHUN
Kamep.

B nepuon, HazBanubiii Aptémom "BTopbiM H.I.D.D.E.N" koMaHaa ycnemHo ocBouia
cKaH, OpyTdopc 1 HaOMoJeHNe 3a KaMepaMH, KOTOpbie Terepb COCTABJISIM aOCOMIOTHOE
GOMBIIMHCTBO KOHTEHTA, MyGIMKyeMoro B rpyme. Tak:ke BHIILIO JBa Biaeo®’ Mo ocHoBaM
TeMaTUKU. B 3TOT nepron cooO1ecTBO HAUMHAET CTAHOBUTHLCSI U3BECTHBIM B HETCTAJIKEP-
ckux Kpyrax. Ho moj koHer neprona TeKyIuii ypoBeHb paOOTHI M 3aIIMKJIEHHOCTh Ha Ka-
Mepax IepecTaii yaoBIeTBOPATh uckatesneil. Havasics Bropoii crazuc rpynmsl (17.06.2017
- 4.08.2017), mocne KOTOpOro OHa 3HAYMTENLHO Pa3HOOOpa3uiia AesITebHOCTh: BKIIOYH-
Jla uccienoBaHue paauo, oceoeHue metoponoruit OSINT, noBeiieHue oOIel ceTeBoil u
pa3padoTYecKOoil rPaMOTHOCTH CBOMX WIEHOB M coo01ecTBa B LiesioM. B atot nepuox Ko-
HOBAJIOB 3aIMCall ONpeIe/IeHue HETCTAJIKMHTA, a JlemaTtepuii 1 ApXUBKCT MOATBEPIUIIU €r0
KoppekTHOCTh. Ha BHyTpeHHeM coBemanny 22.09.2017 Hacenenre padbodeit KoH(pEpeHITUN
BBIOpAJIO " IEMOKpATHUYECKHIA" CIIOCO0 aK THBHOCTHU: KaXIbIif BKJIA/IBIBAETCSI COOTBETCTBEHHO
CBOMM >KEJIaHUAM U MHTepecaM. Tak komaHja npocyuectsoBaia 1o 23.09.2018, yepenys
BHYTpPEHHUE U BHelIHue KOHPIUKTH (26.03.2018 oauH M3 agMMHUCTPATOPOB IMOMbITAJICS
yHUUYTOXUTh BK-rpyIiny) co ClIOKOAHBIMY NTEpUOJAMMU.

%https://vk.com/stalkers_it
https://www.youtube.com/channel/UC6FcefoE9IM9fPe8Zfd-PdA
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2.5 PazButue coodmectB B Telegram

OTnpaBHOI TOYKON MOKHO cunTaTh co3aanne UHcrntyra UHTepHeTr CTAaTHCTHKML.
[Tonaganue B KOH(EPEHIMIO ObUIO BO3MOXKHO Yepe3 MPUITIACUTENIbHYIO CChUIKY, paclpo-
cTpaHsBIIyIoCs Ha MMuIKO0paax®®. B TeueHne HEKOTOPOro BPEMEHH YaT ObUI OTKPHITOTO
THIa, TI0 afpecy @netstalking®, 3aTem cHOBa 3aKkpbLIach, CreHepUPOBAB MHBANT-INHK.

Cozpman MUC 6b11 6.06.2016 HexnMm yolo. Llens: 3aBecTtr cooOIIECTBO, KOTOPOE MO3-
BOJIUJIO OBl 3aMHTEPECOBAHHBIM B HETCTAJIKMHIE JIIOISIM OOINAThCS He HA Pas3JIMUHbIX aHO-
HUMHBIX 60paax (BK toraa He paccMaTpuBalics), a ynoOHee U ollepaTUBHEe B MECCEHTKEPE.
W3rousmch IuIlb HeaJeKBaThl U OTKPOBEHHO He3auHTepecoBaHHble moau. C camoro Hava-
JIa ¥ Ha TIPOTSIKEHUU BCETO CYIeCTBOBAHMS KOH(EePEHIIMU B HEil aKTUBHO MIPUCY TCTBOBAJIA
yuactHukn UCKOITA3U n ApxuBuCT - oauH U3 KmodeBbix moaei Trailhead, nsBectHbiit
KaK UCTOPUK HETCTAJIKMHIA U KaTaJOrM3aTOpP OFPOMHOIO YMCIa HaXOJIOK.

JlMcKyccuM BEUCh Ha camble pa3Hble TEMBI, OT TEXHUUYECKUX 10 Priiocodckux, cu-
XOJIOTMYECKUX U MapaHOPMaJbHBIX, OJHAKO TATOTEHHE K TEXHUYECKUM OOCYKIESHHUSIM CO-
XpaHsuioch. BOpaceBanmich pecypchl U3 KiMpBeda, cchUlkK Ha codT U cepBuchl. [Ipeara-
JIACh U 0OCYKAATMCH UjIen: COOCTBEHHON HETCTATIKEPCKOU MIaTopMbl 1Jist KoJutadboparun
U COBMECTHOH AESITeJIbHOCTH; CIOCOOOB OMNpeJesieHUsI U CUCTeMATU3allui HeTCTAIKUH-
ra. [Tocnennee 3arem crano nensio koHpepeHimu UNEG (United Netstalking Evolution
Group): 3aKpbITOro 4yara Mo HpUriameHusM, co3aanioro 11 utons 2016, rae codpanuch
HekoTopsle iepconsl u3 Trailhead u nepcniekTuBHBIE HOBUYKHU U3 UNC.

BcrnomuHaoTCs BE MUHTEPECHBIX MHULIMATUBBIL. Tak Kak pa3BUTHE KOMaHHOM paOOThI
ObLIIO OJHOI U3 MOBECTOK KOH(BI, MMapa Be4epoB Oblia MOCBSAIEHA TUIM3AaU1 OOUTaTeNel
NHC c noMoiplo NCUXOJOTMYECKUX TECTOB, B TOM YMCJIE HA poJib B KOMaHe. [Ipyras unu-
IIMaTHBA, HATIPABJIEHHAS HA TIOBBIIIEHNE OGIIEro aKTHBA, MOPOANIA Yepeny Tpeaos O /! B
paszese /6/ qBava: MPUHUMAIINCH 3a5BKU HA TIOUCK PEJIKMX MAaTepHajioB OT MIMEHHU HeCyIIe-
ctBytomeir «Opranuzanmu Kpor» (¢ ykazanuem e-mail miis oOpatHo#t cBsizu). Haubonee
a/IeKBaTHbIE 3a5BKYU MBITAIUCH BHIIIOJHUTH CUJIaMHU KOH(BI.

Pacniag MHcTUTyTa OBUT CBSI3aH C MOTEpel aJMUHOM JOCTYIAa K CBOEMY aKKayH-
Ty. BriocneictBum ero nepecodpasii B KOH(EPEHIMIO C TAKMM K€ Ha3BaHWEM, HO TOTeps
JIOTOB M YaCTH HEKOIZIa aKTUBHBIX YYACTHUKOB, CYIIECTBOBAHUE HA TOT MOMEHT YK€ aK-
tuBHOI Touku COopa, BHyTpeHHHE pa3HOINIACHs NPUBEJIM K HOBOMY pacrnaay. LleHHbiM
npoektoM MMC-2 6b110 n3ydyenue nHCTpyMeHToB DARPA, Tak u He JI0BeIeHHOE /10 KOH-
na. Takxke MIaHUPOBAINCh CTATUCTUYECKUE MCCIIEJOBAHUS KOHTEHTa U ycTpoicTB CeTu.
MHorue TeMbl HTHUIIMMPOBATUCH WA TIPOpadaThIBAJIMCh YYaCTHUKOM ¢ HUKOM Pantene Pro-

8https://2ch.hk/b/res/13562863 1. html#135632394
https://t.me/netstalking
TOhttps://2ch.hk/b/arch/2016-08-26/res/134855863.html
"Thttps://2ch.hk/b/arch/2016-08-28/res/134979886.html
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Pinned message
Mepegan: httpsi//hackpad.com/ep/pad/static/EoF3ngu7pXiv

Deleted Account

Deleted Account

PaCLUNpPHO: HYXHa B LBN0M NnaTdopma 48 E2aMMOLeicTENA B
NPOLECCe HETCTANKUHIa

Donteck Nuvelith

C dJOpMaTCIM AOKYMEHTOE 1M KHAM 0BEIYHO BO3HNKAET MHOMECTE...

UNEG. YmcTmnmue

Pinned message
Mepeean: httpsi/fhackpad.com/ep/pad/static/EoF3ngu7pXiv

Deleted Account

Deleted Account
1 CUMTarD, UTO HYXHO OTTANKVBATECA CHaYana oT TOra, YTo MOX..

A, BOT MARA, A3: HAAO CHOPMYNMPOBATE NCUKONOMNHECKYHO/
KIMHWUECKYHO XapDaKTEPUCTUKY HETCTANKEPa, 3 2aTem
OTTaNKMBATLCA OT TOMO, KTO MIMEeT CKNOHHOCTY K ofpasy
HeTcTankepa.

To eCTe 3TO YXE HA YPOBHE BECeoBLLel MHTepdelcHOA 34anTaumnn
HaCceneHa?

370 TAHET Ha FOCNPOrPaMay.

Donteck Nuvelith
KoHKpeTuznpyiTe.

Deleted Account

Deleted Account
Hecka, noa

Deleted Account
ATYT n GUBNMOTEKS (TO eCTh KIZEP MOXET KIVKHYTE Ha
VHTepecyoWwne ero 06 BekTrl B CTDYKTYPE W MONyYWUTE AeTansHoe
WX OMWCaHWE, MPUMEpEl, EC), U PYKOBOACTEO (TO ecTh oByueHne-
KYPC), U MPOCMOTP Pa3yNLTaToR CKaHUPOBaHWS, 1 COBANHEHNE C
pesynsTaTamMi CKaHMPOBaHMA.

Donteck Nuvelith
Mel MOKa3BIEaEM KOMY-TO Te 3HaHWUA, KOTOPEIE Y HAC YXe ecTh, ..

B npouecce Nokasa NpouckognT NoUCK, NocToAHHoe 0BHOBNEHKE
Gazsl AaHHEIX W MOCTOAHHOE (CamMo)ofyusHue D3epoE.

UNEG. YvcTvnwie

A He NOHUMIK, KTO LUeneean Y AUTODUA.

£ CUMTEH. YTO HYXXHO OTTENKMESTLCA (Ha4ana oT TOTO, YTO MOXET
MCKaTb B HETCTANKMHTE YeN0BeK U3 NPeACTAENRILLET0 LIEHHOCTE,
$OpPMYNMPOEATE/KNACCUPULIMPOBATE HAX0AKM, 3 A3NbLLE YXKe
OTTENKVMEATLCR OT TOTD, K3KaR UMEHHO 3YAUTOPUA ByaeT
33MHTEPECOEaHA B HUX, NV NPEACTABAATE HETCTANKWHIOM KaKy-
TO Y3KYH ASATENLHOCTS N0 CETAM.

Donteck Nuvelith
Ml MOKa3LIE3eM KOMY-TO T@ 2HaHUA, KOTOPLIS Y HaC yaKe eCTk, Uan
Mbl MLLIEM 3TU 2H3HUMAT UTo npuopuTeTHee?

Fig. 1. Heckonbko ¢pparmentos oroB UNEG c o6cykaeHUs MU HallpaBIeHUI pa3BUTHUS

V, KOTOpBI# BIOCJEICTBUU CO3/aJl MOJHOCTHIO OTKPHITYI0 TEMAaTUYECKYI0 KOH(EepeHIHIO:
Touky Coopa. [locie ncuezHoBenus IlantiHa B Houb 2-3 mas 2017 koHpepeHUs me-
penuia K nocyiegHemMy akTuBHoMYy aamuHy Wegwarte. 15.10.17 oHa nepeexasia Ha HOBBIT
azipec, 4TOObI aIMUHUCTPATOP BJIajIe] TOMHBIMU TipaBamu. CTapasi ke coXpaHuia Bce Jio-
I'M U ocTajach “Toukoil Bxoaa”. [TomuMo yaTa, afMUHUCTpALIUS IEPKUT KATAJIOT CChI-

0K72, JIOCKY OObSBJICHUI @netstalking_bulletin73 Y XpaHWIMUIIE KJIIOYEBBIX 3HAHUM I10
Teme @netstalking_documents’4.

TC, noctymnHas u 1o ceii JeHb 1o ajapecy @netstalking, coznana 17.01.2017 B ka-
YecTBe IeHTPATLHON TUIOIAIKN 00CYKICHUS HETCTAIKUHTA, TEXHUIECKHU JOCTYITHOM IS
NPOUTEHHU s ¥ OOIICHU ST JTIOOOMY, KTO 3aMHTepecoBajics Obl TeMoii. Hanmane oTKpBITOI KOH-
(pepeHIIM 1TO3BOJIMIIO OAMHOYKAM MPOCUTH MOMOIIU U OOBEAUHSTHCS B OHOKPATHBIE WU

"https://github.com/netstalking-core/netstalking-catalogue
Thttps://t.me/netstalking_bulletin
T4https://t.me/netstalking_documents
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JOJITOCPOYHBIC IIPOCKTHhI, UCKATh CIMHOMBIIIJICHHUKOB U paBpa6aTbIBaTb O6H.I€H€TCTaHKep—
CKHUE MHCTPYMCEHTHI. N3 3HauMMBIX COO6H_ICCTB, POAUBIINXCH TAKUM o6pa30M, CTOUT YIIO-
MAHYTh!:

3.

CeteBoe CocencTBo (@netstalking_networks75 ) - MOCBsIIEHa 00CYKICHUIO CETEBBIX
TEXHOJIOT M4, KCCJIeIOBAaHMIO U KOJIOHU3AITUM MAJIOM3BECTHBIX CETE, O KOTOPHIX peyb
noinér nanee. Cozmana Abslimit’ om.

Asleep Cams (@asleep_cg’%) - ckaHupoBaHUe 1 TPOCMOTP KaMep, CO3IaHNe HHCTPY-
MeHTOB 1 pykoBojicTB. Co3nana Pazuanem 02.06.2018. Bokpyr koHbepeHIr ObICTPO
MOSIBUJIMCH JIMYHBbIE KAHAJBI C MOJO0OPKAMHU SCTETHUECKH IEHHBIX CKPHHIIIOTOB WJIH
3anuceil, HepeJKo MOYEPIHYTHIX U3 PadOTAIOIIEro NP Hell ckaHOOoTa.

Netstalking Expedition Team - koMaH/1a Mo paccieIOBAaHUIO U BO3MOKHOMY pa300-
JIAYEHUIO AaHOMAJIMH, TEOpUi 3aroBOpa M JIOKHBIX CBeJieHid. KOHLIeNnT Tako# rpymisl
BITOCJIE/ICTBUM MHOTOKPATHO MEePEpOKIAICS U TIePEUMEHOBBIBAJICS, HA MOMEHT Ha-
MUCaHUS K 9TUM 3aJja4aM UMeeT OTHOIIeHHe yaT noj HazBanueM hOd.

BlackNode Research - rpymma mo uccieJoBaHUsIM CETH C UCIOIb30BAHUEM CTaTH-
CTHUYECKMX METOI0B U MallIMHHOTO 00yueHust. O0bsaBuia o cede 14.11.2017 BmecTe ¢
OTKPBITUEM OHJIAIH-CEPBHUCA, T71e MUJUTMOH CKPUHIIIOTOB C KaMep ObLT KJIACTEPU30BaH
10 BHCHUIHUM IIpHU3HAaKaM, a MOJb30BaTEC/Ib MOT' BBI6I/Ip2lTI) KaJIpbl U3 Pa3HbIX qacTen
HOJTy YMBILIEHCS KapThl.

Netstalking Godnota (@netstalking_godnota’’) - apxup HauGosIee NpPUMEYaTETbHBIX
Haxonok u auckyccuid. Cozpan AlHom Maiikiiom Buncentom, Pasuanem u Xpanure-
J1eM Masika.

NIAC (Netstalking Initiative Architectural Committee) - rpyrma pa3paOb0TYMKOB yHU-
BEepCAJIbHBIX perieHuit A1 HeTctankuira. Cozgana 26.10.2019 fnom Maiiksiom Bun-
ceHToM. [IpeAnochUIKM: ¢ OTHO CTOPOHBI, AKTUBHOE PA3BUTHE CAMBIX PA3HBIX MIITY-
mmx 00TOB, YHU(UKAIMS KOTOPBIX MO3BOJIMIIA OBl JIerde CO3AaBaTh HOBBIX; C APYTroi
- OTIBIT 3aMOPO3KH COOOIIECTBOM HanOosee MacITaOHBIX IPOEKTOB.

IIOUCK B CETAX

OomensBecTHbI Internet - HaCAEHUK 3aKPBITON CETH ARPANET78, CO3JaHHOU B

CIIOA mis mepenayd 3aceKpedYeHHBIX BOCHHBIX JIAHHBIX M CIIOCOOHOM padoTaTh jaxe B
yCJIOBUSIX MOTepb curHaia. [lepBoe coequHeHue coaepxano Bcero asa ysia, a B 1970 rony

TShttps://t.me/netstalking_networks
TShttps://t.me/asleep_cg
"Thttps://t.me/netstalking_godnota
"8https://en.wikipedia.org/wiki/ ARPANET
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CAM: 178453 (1/25)
ADDR: 71.163.96.149
CREDS: lo9in: admin Password:
Password

LOC: United States /
Hyattsuille

GEOD: Lat: 38.9545 Lons:
-76.9443

TZ: America/New_York
0BJ:

Not recosnized

resPonds to a screer
Similarity between sci
m of clusters of
the map stances between Points ary
Iinear) uble click anuwhere on th

the details of the nearby Points
learn e

Prev neighbour Center map Next neighbour

Fig. 2. Intepdeiic cepBuca ¢ HaBUraluei o Kjiactepu3oBaHHbIM KamepaM oT BlackNode

pacmpurIoCh Ha ACCATOK I'OCYyAapCTBEHHbIX YHUBEPCUTETOB. HpOGKTOB HO,[[O6HI>IX CUCTEM
B TO BpeMs BO3HHKAJIO MHOTO, ¥ Bce OHU pa3dpadatbiBainck B HUM Ha ocHOBe cyIiecTByI0-
et tHpPaCcTPyKTYpHl. [J1s MOAKTI0OUEHU S UCTIONH30BATUCH JIMHUY Tejie(hOHHOM CBSI3H, UTO
TIO3BOJIMJIO MHTEPHETY OBICTPO Pa3pacTHCh, a C TIOSIBJICHUEM TPAHCATIAHTUYECKOTO Kabest
MPOHUKHYTH U B EBpomy.

M3 ypcia npounx cereii Toro Bpemenn usectHsl CSNet’”?, Bitnet®? u emg xusoit
Usenet®!, ny a Poccmio He o6omén croponoii FidoNet®?, p3pactupimii nesbie nokonenns
I0JIb30BaTEJIEN.

C pa3BuTueM NpoTOKOJIOB Mepeaaun MHPOPMAIK U IIPOIBUKEHUEM CTAHJAPTOB CIie-
nM(pUKaLMiA BCE CETU MOCTENEHHO CIMBAIUCH B €JMHOE 1IEJI0e, TI0Ka, HAaKOHELl, HEe CTalu
TeM, YTO MPUHATO Ha3biBaTh IHTEpHETOM. [IpOTOKOBI NIEpeaun CUrHajioB MPOIUCAHBI Ha
YPOBHSIX OT KaHAJILHOTO, TJIe UAET MOMyYeHrne OMHAPHOTO KOJIa U3 K TPUIECKUX UMITYJTb-
COB, JI0 TIOJIb30BATEIbCKOT0, KOTOPHIM IOJIb3YETCSI CaMOe 3HAKOMOE U JAOCTYIHOE JJIsl HacC
[1O: Gpay3epsl, MeCCeHIKephl, KIMEHTHl Urp U Ap. Pa3BuTHe ceTu He OCTaHABIMBAETCS,
BeJIb €€ MOJIb30BaTEeIM MOTYT CO3/1aBaTh COOCTBEHHBIE IPOTOKOJIBI TOBEPX CYIIECTBYIOMINX.

N3ydeHne TEXHUYECKUX PEJKOCTEN M albTepHATUB SBJSAETCA MPEIMETOM MHTEpeca
HETCTAJIKEPOB HapaBHE C MOJIyYEHUEM IpoYel MH(pOpMaLMU; METOABI HETPAHIOMA U Jie-

https://en.wikipedia.org/wiki/CSNET
80https://en.wikipedia.org/wiki/BITNET
81 https://en.wikipedia.org/wiki/Usenet
82 https://ru.wikipedia.org/wiki/Pugoner
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JHMCEpYa TaKkKe UTPalT TYT CBOIO pojib. [IpuMepoM MoxkeT ObITh MCTOPHS, pacCcKa3aHHAs
yuactHukoM MCKOITA3U: Obl1 HaiiieH cepBep, BblIABABIINI MTOTOK HETTOHATHBIX J1aHHBIX
yepes HeTUnuHbliA mopt. CepBep ObLT HaliJeH HETPAaHJOMOM (CKaHMPOBAHUE), a JEIUCED-
YeM Y1aJI0OCh ONPEeeUTh, YTO MIPOUCXOJUT TPAHCIISALMS ayIUONOTOKA.

3.1 Bcemupnas mayrusa (WWW)

3avacryio nonstue MHTtepHera ynorpedisiercss kak cuHoHuM WWW (World Wide
Web), x0T B JEACTBUTENBHOCTH 3TH TEPMUHBI pa3jMyaoTcs. BcemupHasa nayTtuHa Bme-
CTe C MepBbIM B Mupe Opay3epoM Obuia u3odpeteHa Tumom Beprepcom-JIu 3HaUUTEILHO
no3xe Kak rpoekT BHyTpeHHell cetu CERN. E€ ocHOBa j1eXUT B KOHUENLIAY TANIEPTEKCTA
— Pa3sHOBUAHOCTU TEKCTa, OOOTAIIEHHOTO CChUIKaMU. Bckope oHa Obula pacuiMpeHa 1o
“runepMeya’, BKJIIOYMB pa3JIMUHble OOBEKTHI, TAKME KaK KapTUHKH, 3BYK, BHIe0. KOH-
IEeNIusl BOIUIONIeHa B si3bike pazMeTkn HTML, omuchiBaommm oToOpaxkeHne TUrepTeK-
CTOBBIX cTpanull, a Takxke npotokone HTTP (Hypertext Transfer Protocol), nepeaatomem
9T cTpaHULIbl. VI3HauaabHO KOHLIETMS 3aKJII0Yaiach B IOCTPOSHUHU CUCTEMBI, I/1€ KAk Ablid
YYaCTHHK peJaKkTUPOBaT Obl collepkKuMoe, 0 UéM monbiTanuch HamoMHuTh B 2003 rogy B
npoekte Read-Write Web%3. Hamr onsIT ncnons3oBanus cetn opMupyeTcs opay3epom,
a OH, 32 UCKJIIOYEHUEM MTOXOPOHEHHOTO ViolaWWW34 mo3Bonsier Jmmim OJIHOCTOPOHHEE
norpedsieHre. TobKo ¢ pa3BuTHEM BeO-cepBUCOB 10 T.H. Web 2.0, rae nmocetutesb MOXET
caM HaIloJIHATh HEKOTOPbIE CTPAHULIBI, 3TO OI'PAaHUYEHHUE YIAJI0Ch MIPEOJOJETh. YCTAHOBKA
JIOTIONHEHUI, Bpoe rpahuueckoil HCTOPUKS, 1aéT BO3MOKHOCTD elE GObIe U3MEHUTD
OILYILIEHUS OT CaMOro nporecca cépuHra.

KonkypentoB y WWW 0buto He Tak MHOro. Project Xanadu 86 nauan pa3padarsbl-
BaThcsl Oonee S50 et Ha3zaJ M MPOTUBOMOCTABISIICS “TIPOCTHIM OyMasKHBIM CTpaHUYKaM’™’
runieprekcra. Jlenancs ynop Ha pa3HOTHUITHBIE, BU3yaJbHO OTOOpakKaeMble CBSI3U MEKAY
(pparmeHTamMu MHGpOpPMALMM U X NEPBOMCTOYHUMKAMU U co3jarensamu. Ha tekymmii mo-
MEHT HE 3aKPbIT, HO peaJr30BaJl JIUIIb HauaJIbHble BO3MOKHOCTU B CBOEM SI3BIKE PA3METKU
EDL?’. Hyperwave (cTapoe nasBanue Hyper-G) npearonarai eHTPaIU30BaHHOE XPaHEHHE
€IMHOI 0a3bl pa3HOTHUIHBIX CCHUIOK, 00JIAaJAIONINX TaKke MeTaJaHHbIMUA. DTO MO3BOJISIIO
JIETKO OTBHICKMBATh CBSI3aHHbIE JIPYT C JAPYIrOM MaTepualsibl, ONpeAeisTh MpaBa JOCTyIa K
HuM. Hyper-G pa6otan ¢ nporokonom HG-CSP Bmecto HTTP u unrtepnperupoBan cood-
ctBeHHBIN 136K padmeTku HTF Bmecro HTML. Pa3zpaGoTunku mporHo3upoBajm eMy CKO-
poe npeocxozncTBo Hag WW W88, 1o BMecTo 9Toro Ha cerogns MoryT npeaiokuts® mumm

KOPIOPATUBHYIO CUCTEMY YIIPABJIEHUSI BHY TPEHHEN CEThI0 — MHTPAHETOM.

83https://readwrite.com/2003/04/ 19/the_readwrite_w

84nttps://en.wikipedia.org/wiki/ViolaW WW
83https://chrome.google.com/webstore/detail/brancher-visual-history-m/dfanhpdcmhemhkjafmannijhneiplgec
86https://ru.wikipedia.org/wiki/ITpoekT_Xanadu

87http://xanadu.com/xuDemoPage.html

88http://jaschke.net/hyperwave.html

8https://www.hyperwave.com/en/
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HHTpaneT — yacTHasi ceTh, OOBIYHO MPHUHA/IJIEKAIIAS HEKOTOPOMY YUPE kK ISHHIO UK
OpraHu3aluy 1 JOCTYIHAsI TOJILKO JUIsl COTPY/IHUKOB. AHajiornyHa IHTepHeTY 1o apXUTeK-
Type, HO MOXeT Jake He UMETh BIXOJa B II00ANbHYI0 ceTh. ECIM e BBIXOJ MMeeTCsl, ero
CTapaloTCs 3aMUTUTh KaK OT BHEITHUX MPOHUKHOBEHUH, TaK M OT CJIUBA JAHHBIX U3HYTPH.
BaxHO TOMHHUTB, UTO JIIOOOW YETOBEK MOXKET CO31aTh COOCTBEHHBI MPOTOKOJ, MOITOMY
B MIPAaBUTEJIbCTBEHHBIX M BHYTPHKOPIIOPATUBHBIX CETSX MOTYT MPUMEHSTHCS HapaOOTKH,
HE3HAKOMbIE [IIUPOKOI OOIIECTBEHHOCTH.

OTKpBITOCTH MH(pOpPMAIIHY eIlIE He JenaeT e€ qocTynHol modomy. TpedyroTcs omnpe-
JeIEHHBIE YMEHUs, YTOOBI TOTyYaTh KeJaeMoe OT IOMCKOBBIX CUCTEM, OMOIMOTEK U apXH-
BOB, (hOPYMOB, coriceTeil. [lake Haiiis1 3a1lenKy, psAA0BO# ITOJIb30BaTeJh He BCET/Ia CII0OCOOeH
€10 BOCIIOJIb30BaThCS, TaK KaK He 00J1ajaeT JOKHBIMHA HAaBbIKAMH HABHUTAlIUH, TOHVMAaHHS
MEXaHM3MOB PabOTHI CETH M OBICTPOTO CXBAThIBAHMA MPOUMTaHHOr0 ). EAMHMIIBI Ge301H-
6OYHO PelAIOT MOUCKOBBIE Ye ICHIKN . B pe3ynbTaTe pa3BUTHSA CETH, yMEHNE OPHEHTHPO-
BaThCs B TUTIEPTEKCTOBOM MPOCTPAHCTBE CTAJI0 HOBBIM BHIOM IPAMOTHOCTH — T.H. Internet
literacy. [IpocTeiimmii BUI nepeaBrkeHus - "OeccrucTeMHOe ipocMaTpuBanue VHTepHeTa
TyTEM TIepexo/ia OT OJHOM CTPAHHIBI K JAPYroii" — Ha3bBaeTCA HHTePHeT-cépuHrom 2
Takoe noBejieHNe B CETH 00YCJIOBJIEHO UMEHHO TUIIEPTEKCTOBOM napaaurmoii. CeTb n3Me-
HUJIA Jake caMy MaHepy UTeHWs M BKYCHl B HEM. B 4acTHOCTH, IOAM CTAJIM YMTaTh > Ky/a
OoJIbIlIe HOBOCTE ¥ MEHbIIIe TUTepaTyphl. MiccienoBaHMs MOKa3bIBAIOT, YTO CKOHIIEHTPUPO-
BAaHHOCTb YTEHUS MaJaeT, KOTa MaTepuall epeMexaeTcsl MPUBJIEKATETbHBIMU CChUIKAMU
U SpKUMHU aHuManusMu. Kak cnencTsre, moBe/ieHHe HETCTAIKEPA B CETU OTJIMYAETCS OT
NOBEICHUST OOBIBATEIISI U CTAHOBUTCS 110 CPABHEHHIO C HUM MCKYCCTBOM.

3aKOH «IIeCTH PYKONOXATH» 3/1eCh MpeBpalaeTcs B 3akoH 19-tu ccputok. OH ra-
CHT, UTO ¢ JoOo# BeO-cTpanuiibl CeT MOKHO TIONACTh Ha JII0OYI0 IPyryio B cpejiHeM 3a 19
HaXaTHii MBIIKK?. DTOT Npesies He OyJeT CHILHO YBETMUMBATLCSA C POCTOM ceTu: o 21
WM 22 CCBUIOK K KOHILY BeKa.

3.2 IlouckoBHUKH

CkaukooOpa3HOoe pa3BUTHE M CO3JaHUE MEPBbIX MPUMUTHBHBIX MOUCKOBBIX CUCTEM
npou3omIo B Havaste 90-X, HAYABIIMCEH C YCMEIHBIX poekToB Archie®> u W3Catalog®.
PyuyHOe nonosHeHne KaTajloroB BeO-CTpaHMI] — TOTJIAIIHIUX OCHOBHBIX UCTOYHHKOB CepBe-
POB — OBICTPO TEPSIIO aKTyasbHOCTh. C TMOBBIIIEHHEM MOIMYISIpHOCTH MIHTepHEeTa HOBbIE

POhttp://www.webology.org/2012/v9n1/a94.html

Thttp://vas3k.ru/challenge/2/

92P011y, J.A. (1992). Surfing the Internet: An introduction. Wilson Library Bulletin, 66(1Telnet u SSHO),
38-42.

Phttp://www.webology.org/2012/v9n1/a94.html

9 Albert R, Jeong H, Barabdsi A-L. 1999 Diameter of the world-wide web. Nature 401,
130-131.(doi:10.1038/43601)

Shttps://en.wikipedia.org/wiki/Archie_search_engine

%https://en.wikipedia.org/wiki/W3Catalog
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CEpPBUCHI MOSABJISUIUCH CJAMIIKOM YacTO, YTOOBI MOCHEBATh 3a HUMU, U JIOAW PELIWIN aB-
TOMaTHU3MPOBATh MPOLECCH MOUCKA W MHIAEKcaluu. Bc€ 3TO mpuBeso K MHOrooOpasuio
MIOUCKOBBIX CUCTEM U UX KOHKYPEHILIMU Ha U(PPOBOM PbIHKE.

CeronHsIIIHAE TOMCKOBUKH UCTIONIB3YIOT Pa3HOOOpa3Hble HOBOBBEIEHUSI, HO BCE 3TO
JMIIb HAJACTPOMKM HaJ OCHOBHOU CTPYKTYpOM, MaJO W3MEHMBILEHCS 32 BCIO UCTOPHIO.
OCHOBY ITOMCKOBOI CUCTEMBI COCTABIJISIOT:

1. Beb-kpaynep, Ha3bIBaeMblil MHAUE “‘NOMCKOBBIM POOOTOM™ MM “naykom”. DTo OOT,
NEPEXOAAIINIA OT OAHOM CETEBOM CCBUIKM K ApYroi. Konmu noceniéHHbIx UM CTpaHuULL
COXPaHSIOTCS B CHELMAIbHON Oa3e, Ha3bIBAeMOil MHIEKCOM MoucKkoBuKa. CooTBeT-
CTBEHHO, MPOLIECC MOCEIeHNs - MHAeKcalus. Takas TaKTHKa OOBSICHSIET CyILIeCTBO-
BaHMe “‘TiIyOOKOi ceTn”. MHOKECTBO PeCypcoB CYLIECTBYIOT, HE MMesl HU OJHOMU
BHEIIIHE! CChUIKM Ha ceOsl.

2. Wnpekc, 6a3a U3BECTHBIX cepBUCY cTpaHMil. CrelnuanbHblil aaropuTM OOXOAUT eé
B MOMCKaX HanboJiee peJieBaHTHOM K MOIy4YeHHOMY 3arpocy uHgopmarmu. Y 0codo
KPYITHBIX TOMCKOBUKOB B 6a3€¢ MOXET XPaHUTHCSI OOJIbIIIE PECypCOB, YeM OHU BHIJAIOT.
WX anroput™ MOXET COKPBITh Pe3yJIbTaT, IOCYUTAB €0 HEJIOCTATOYHO PEJIEBAHTHBIM.

3. Cucrema panxupoBanus Bbljauu. OmpenesseT, Kakue HapaMeTpbl CTPaHULBI JEIAI0T
e€ HanOoJ1ee MOIXOSIIeH (T.€. peJIeBAHTHOM ) K TOMCKOBOMY 3aIIPOCY MOJIb30BaTENEH.
Camble pesieBaHTHBIE CTPAHULBI MOSABJSAIOTCSA HAaBEPXY BbIAAYM, TO €CThb I03€P BUIUT
Ha [1epBOii CTpaHuIIe TO, YTO IOMCKOBAs CUCTEMA ‘‘CUMTaeT’’ HauOoJsee KaueCTBEHHbIM
MaTepHaJIOM K ero TpeOOBaHHUIO.

Huxe MPUBCACHDBI JINIIIb HCKOTOPLIC U3 (I)aKTOpOB, BJIMAKOINX HAa MHACKCAINIO CTPAaHMII.

o Jlns pa3zpaboTunka OECCMBICJICHHO 3acOPATh MOUWCKOBYIO BbIJAYy TEM, YTO HE TO-
TpeOyeTcsi KOHEUHOMY TIOJIb30BaTeNio, Belb IMIaBHOE — 103a0uauT. Ero 1esneBoit
ayIUTOPUU HET JieJia JI0 JUHAMHYECKOI TeHepaliiy OJHOPA30BhIX CChUIOK MOATBEP-
KJEHUsI perucTpanuu, (hopM 3aKa3a B MarasMHax WM OECKOHEYHOCTU CTPaHUI]
vesna.nologin.ru.

* OOBIYHO JIOCTYITHOCTh CCBUIOK M3 0a3bl JAHHBIX MOUCKOBUKA PETYISIPHO MPOBEPs-
€TCsl, 4TOOBI MOCEeTUTENb He HATKHYJICS Ha Hepabouue caiiTel. IMEHHO Mmo3TOMYy He
COXpAaHSIOTCS TeKyIIue Tpeas /b/, Beab AobIIe AHS OHU OOBIYHO He KUBYT. OJHAKO
ApPXMBHBIE KOMUK YMEPIIUX CTPAHUI] MPEKPACHO UHIEKCUPYIOTCS.

* BeO-kpaysepbl ClIOCOOHBI HAXOAUTh TOJBKO TO, YTO JIMOO CKapMJIMBAETCSI UM BpYY-
HYI0, TMOO YIIOMUHAETCS Ha CaliTax TPEThUX JIMIL], KOTOPbIE yKe MPOUHAEKCUPOBAHBI
nouckoBukoM. Ha npakTtuke 310 o3Havaet, uto IP-agpeca ¢ orkpsiteivu TCP nopra-
M Oe3 IPUBS3aHHBIX K HUM JIOMEHOB He OyAyT aBTOMAaTHUYECKH ITPOMH/IEKCHPOBAHHI,
KaK U Ipyrue JJaHHble, HUKOI/a He cBeTuBLIMecs B IHTepHeTe.
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e CucagMMH MOXET OIPaHMYUTh MHJAEKCALUIO BCErO CaiTa WIM YacTH €ro CTPaHMIL
BO BCEX MOMCKOBBIX CHCTeMax depe3 cpaitnl robots.txt?’, htaccess’® mma mera-ter
HTML-a noindex®?. 910 uMeeT HEraTUBHbIE [IOCJIEACTBUSA: TAKUE CAUTHI HEJIb3s J00a-
Buth Ha Internet Archive!%’ u moxoxue cepuchl. [opa3no npakTruHee OJIOKUPOBATH
KOHKPETHbII MOMCKOBUK yTHmTamu tura Google Removal Tool %!, no tax nenator ne
BCE aAMMHUCTpATOphl. IrHOprpoBaHue robots.txt cuutaeTcsa AypHsIM TOHOM. OfHO
BpEMS CO3JaBAJIMCh KAaTaJIOTU TaKUX 3JI0AEUCKUX KpayJIepoB, a NOMMaHHBIA 3a 3TUM
3aHATHEM KuTaiickuii nouckoByk Baidu'%? mocne kpynHoro ckanmana mpuus oomme
npaswia urpsl. Google Takxke yorpaeT pe3ynbTaThl U3-3a O(PULMATBHBIX 3asBJICHU,
OToBeNIasi UCKaTessl KYPCUBHOM IUIAIKON (CM. PUCYHOK). Y TOUHUTH MOAPOOHOCTH
no3BoJisieT ceppuc https://www.lumendatabase.org/.

Hexomopsie pesymsmame! MoucKka Mozny Deime yoaneHsl, MOCKMILEKY OHU
Hapyiiaom Eeponedckull 2akoH o satiume daHHex. MNModpobHee ...

Fig. 3. IlomeTka npo yOpaHHbIE M3 BHIAYM PE3YJIbTATHI

Heo6XxoauMocTh BBIBOAMTh KOMMEPUECKHE PECypChl «B TOI», TO €CTh B IEpBbIE
CTpPOYKM pe3yibraToB Toro xe I'yria, npusena k passutuio SEO. Bmecte ¢ tem, CEO-
MHCTPYMEHTBI MOKHO MCIIOIb30BAaTh AJ151 He(pOpMaJIbHbIX UCCJIEI0BAaHUI COAEPKUMOTO KJIMpBe-
6a. [Iprémbl MOMCKOBOW ONTUMM3ALIMK TTO3BOJIMIIN 3arIOJIOHUTD IIeJIble CTPAHMIIBI BBIIAUN
T. H. IOUCKOBBIM CIITaMOM, MEIIAIIUM HeTcTajkepy. [IToMuMo Hero, MOXXHO HaTOJIKHYTh-
Csl Ha JOPBEU — CTPAHHO BHIVIAASIIME PECYPCHI, HAOJHEHHbIE CTeHEPUPOBAHHBIMU WU
BOPOBAaHHBIMHU TE€KCTaMH, padoTaouMHu Ha 1ensx Mapkosa. [Togpobnee paccmoTpum B
paszjiesie aHalIM3a HaXO/l0K.

[Tpuém n36aBIeHUs OT TIOMCKOBOTO criama ornmcad PpaBueii: HyKHO TIepeiiTh cpasy
Ha CepeiHY BbIJA4u U JBUraThCsl OOPAaTHO O MOSBJIEHUS OCMBICJIECHHBIX Pe3y/bTaToB;
MHaye nepeitu emge riuyoxe.

I'pamMoTHas paboTa C TMOMCKOBHKAMH MOApa3yMeBaeT 3HaHMe s3bika 3ampocos 0,
HmenHo BepHasi (hOpMYJIMPOBKA TMOMCKOBOTO 3arpoca OTJIMYaeT OObIBaTeNsl OT HETCTal-
kepa. Hanpumep, ecim npoctoii yenoBek BBOOUT: “ckauams Photoshop 6ecnaammo u 6e3
cmMc”, TO UcclieloBaTe b UCIIONB3YeT ONepaTopbl LMTUPOBAHUS M TIOMCKA MO calTy: “site:
rg-mechanics.org “photoshop cs6””, a B cnoxHbix ciydasx ! obparmaercs k crnenyanm3u-
poBauubM ceTam!?>, CBoil CHHTAKCHC 3aIPOCOB UMEIOT BCE MOMCKOBUKH, BKJIOYAs CAMble

9Thttps://en.wikipedia.org/wiki/Robots_exclusion_standard
%Bhttp://web.archive.org/web/20170627193056/hosting.nic.ru/support/htaccess.shtml
Phttps://ru.wikipedia.org/wiki/Noindex

100http://web.archive.org/

10T https://google.com/webmasters/tools/removals
102https://moz.com/community/q/baidu-spider-appearing-on-robots-txt
103https://ru.wikipedia.org/wiki/SI3pIK_3anpocoB
104https://geektimes.ru/post/245180/#comment_8253502
105https://habrahabr.ru/post/318400/
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msectHble: Google!%, dnnexc!?” u DuckDuckGo!%8. Jlnsa cocraBnenus sddekTnBHOrO
3arpoca BHUMATEIbHO paccMaTpuBaiTe url-pl CBOEro 1e/1IeBOro caiTa uiv caiToB, MpoOyii-
TE pa3Hble KOMaH/Ibl, U30UIPSIATECH MPU BbIICICHUM IPU3HAKOB BAIlIEr0 HCKOMOTO OOBEKTa.
OpHO U3 MPEeuMyIIEeCTB XOPOIIO COCTaBJICHHON MOMCKOBOM (ppa3bl — OHA OTCEUBAET MHO-
KECTBO OJTHO3HAYHO JIMIIIHUX [IJIs1 BaC PE3yJbTaTOB.

IIpumep MocTeneHHOro YTOYHEHH 3arpoca. Bel XoTuTe HATH COPT MOPOKEHOTO, O
KOTOPOM B IAMSATH OCTAJICS TOJIbKO KPACHBIA IIBET AHIVIOA3BIYHONW STUKETKU U IPUMEPHBII
roa. Beeném kpacrnoe mopooicernoe -— JAaET CAUILKOM MHOTO BapUAHTOB, TOTOMY HCKJIIO-
yaeM MapKH, KOTOpble He MOIJIU cO3[aTh OOEPTKY Ha aHDmickoM. [lomydaeM xpacroe
Mmopodcenoe -babaesckoe -"kpachuwiii okmsaops". YTOOB 0TCEYb COBpeMEHHbIE 00pa3Ilbl,
yKaxeM "MopoxkeHoe KpacHoro 1BeTa" 1997 roj -6abaeBckoe -"KpacHbIid OKTSAOPS" ..M TaK
Janee.

[oToBbIe (ppa3bl Ha sSI3bIKE MOMCKOBMKA, 3aTOYEHHBIE MMOJ KaKyI-THOO 3aj1ady je-
Jucépua WIM HeTpaHJoMa, Ha3blBalOTCs Jopkamu. [IpuMep mepBOro: moMcK KHUTM WU
KOHKPEeTHOro opuIMaibHOrO ToKkymeHTa. [Ipumep Broporo: Bce Excel-tabmuiipl ¢ caiiToB
Ha JIOMEHe .goV; Bce MOJIb30BaTeI BCeX PyCCKHUX (DOPYMOB Ha BHIOPAHHOM JIBHIKKE C KOH-
KPETHBIMU UHTEPECAMHU B TPOPUIIE .

JIOpKM MO3BOJSIIOT 3alPOCUTh MACCUB CHEeUU(PUUECKUX PEe3YAbTATOB C Pa3TUIHBIX
pecypcoB. Takum 00pa3oM BHOJHE JIETaTbHO MOKHO TIOJTYYUTh AOCTYI K TaHHBIM, XpaHs-
IIMMCSI HA CEpPBEpe U He MpeJHA3HAUYEHHBIM JIJIsi CTOPOHHUX I1a3. MOXHO OJHUM Maxom
cOoOUpPATh OTHOTUITHBIE CTPAHUIIBI IS TIOCJIEAYIONIEr0 PyYHOro WM MAaIIMHHOTO Tiepedopa.
JoO6bIBaloT 6a3bl M JOKYMEHTHI, a TAKKe CO3/JaHHbIE Ha BeO-cepBuce pecypchl. Tak, ¢ OTKpbI-
ThIX 70COK Trello MOXHO HOle‘{I/ITb109 NiepCOHAJIbHbIE TaHHbIE Y TAPOJIH, OM3HEC-CTpATEruu
NpeINpUsITUI U TIOAOOHYI0 YyBCTBUTEILHYIO HH(POPMAIHIO, KOTOPYIO MOJIb30BATE M HE 03a-
OOTUIJIUCH CKPBITh. AHAJIOTUYHO HETCTAJKepaMu ObUT COXpaHEH TIepevYeHb U3 MHOTHMX THICSY
MaiHAKApT wisemapping.com.

Kak yxe ynomunanaoch B 1-0ii raBe, Oyarogapsi cJy:KeOHBIM OIEpaTopamMm MOXHO
UCKAaTh He TOJbKO HesaluiEHHbIe [P-kamepsl, HO U Ipyrue YCTpOCTBa: pOyTephl, aJMUH-
nanemn CMS, SCADA-cuctems! 1 npouee. Tem He MeHee, 06buHO Takue nopku !0 yeryma-
10T CKAaHMPOBAHMIO INATIA30HOB U MOMCKOBUKAM 0COO0OT0 Ha3HAUEHMUSI: Shodan!!!, Censys1 12
u ZoomEyel 13 Kakumu Gbl MOJTe3HBIMA HE OBUTH OOBIMHBIE TIONCKOBHUKH, HATH C UX T10-
MOIIbI0 MOKHO Aajieko He BcE. OHu He BUaAT nopsiaka 80-90% cTpaHull B Ciienoi 30He,
oOpasytowieit Deep Web — "I'my6okyio Cetp” . 3pumas ke yacTb Ha3bIBAETCS KJIMPBEOOM —
"Acnoii Cetpio” mubo “TloBepxHocTHOI CeThlo”. IHOTIA UCClieA0BATENN CYKAIOT 3HAUEHHE

106https://bynd.com/news-ideas/google-advanced-search-comprehensive-list-google-search-operators
107https://yandex.ru/support/search/query-language/qlanguage.html
108https://help.duckduckgo.com/results/syntax/

19https://roem.ru/24-08-2017/257566/trello-11o/
0nttps://www.exploit-db.com/google-hacking-database

https://www.shodan.io/

2https://censys.io/

Bhttps://www.zoomeye.org/
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TEPMHUHA O OBEPJIEHHBIX CETEH, OJHAKO 3TO HEKOPPEKTHO, T.K. B OTIEJbHBIX CJIy4asaX MOX-
HO MPOMHIEKCHPOBATh BeOCATH aHOHUMHEIX ceTeir. Hanpumep, 6naronaps tor2web! 14 u
eMy MoJoOHbIM BebO-refiTaM 17151 Tor, MOMCKOBUKM HAay4YWJIMCh IPOBEPATh U MapcuTh html-
COJEpPXKMMOE CAalTOB .onion npocTpaHcTBa. bosee Toro, naxe B Tope ecTh CBOM MOMCKOBHIE
CHUCTEMBI, OXBATHIBAIOLME, BIPOYEM, MEHEE TIOJIOBUHBI BCEX CYIIECTBYIOIIMX CKPBITHIX pe-
cypcos. Eni€ yaie HazBaHueM 711 COBOKYITHOCTH OBEPJIEMHBIX CETEH Ciy kUT TepMuH Dark
Net: OHO IIMPOKO UCTIOJIB3YETCH AAKE B cMulls,

[Tpumep: TOPK, MO3BOJISIOIINI UCKATH OOBIYHBIM IIOMCKOBUKOM CPEJIA ONion-pecypcos,
MPOVHEKCUPOBAHHBIX Yepe3 refThHI.
(site:onion.link | site:onion.cab | site:tor2web.ch | site:tor2web.org
| site:onion.sh | site:tor2web.fi | site:onion.direct | site:onion.gq | site:onion.top |
site:onion.rip | site:onion.guide | site:onion.to | site:onion.gold) éaw 3anpoc

[Tpumep: KIaccuyecKkuil JOpK 15 IOMCKA PECYPCOB C «CEKPETHBIMU MaTepHalaMmu»
intitle: "index of " intext: “secret”

[Tpumep: NOMCK KOH(PHUICHIMATBHBIX JOKYMEHTOB Ha PYCCKOM:
"3k3 Ne" filetype:pdf

MHora KacTOMHBIN MMOUCKOBUK MHTETPUPOBAH B BeOCAWT W/WIIM HE OCHOBAH Ha I0-
MCKOBOH BblAaue APYrux cepBucoB. [loutu Bce OTKphIThIE (haiiIO0OMEHHUKH, PABHO KakK U
Bugeoxocturru: YouTube!1©, Dailymotion“7, RuTube!'8, u Vimeo''?, umeror cou op-
MBI 151 Tioucka. [TomMmumo ob1iero yno0cTBa, oHM yrpomiaoT coop ¢aitio o teram. Ha-
npumep, cHATbIe Ha oTtoannapat Mapku Nikon ¢ororpaduu nim BUJEOpPOIUKH UMEIOT B
HazBanuM npepukc DSCN u nopsakossiii Homep: DSCNO0257, DSCN1821 u 1.1. Ectb n
apyrue npedukcer: MVI, MOV, IMG, VID, REC, MAH. Ilopoii aj1s1 COpPTUPOBKYU pe3yJib-
TaTOB OBIBAET IMONIE3HO JOGABUTH NMOCTUKCHBI (hopMmat aiina n3 crimcka Open-File! %0,
[TorrpakTMKOBAaTbCSA MOXHO B T.4. Ha JlokymeHTax BKOHT&KTCIZI, rae, BIOPOYEM, 4acTo
pacnipoctpansiorcss I112%2 1 n306pakeHns 3aKIa0K — MECT, T/ie CIIPATAHbI TAKETUKH C
HApPKOTUKAMH.

HexkoTopble uayT eni¢ gapliie 1 CO3AA0T PAHI0MHU3ATOPbI (hailioB CO CTaHAAPTHHI-

4https://www.tor2web.org/
UShttps://9net.ru/191-darknet-kak-voyti.html
H6https://www.youtube.com/
"https://dailymotion.com

"8 https://rutube.ru/search/

9https://vimeo.com/

120https://open-file.ru/

21 https://vk.com/docs
122https://ru.wikipedia.org/wiki/[eTckas_mopHorpadus
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mu HasBauusamu. Tak nossuics PetitTube! 23, Beinaommii YouTube-3aucu ¢ MajibIM YrCIoM

npocmoTpos. Io cocrosnmio Ha 06.01.2016 B cBoeii 6a3e oH comepxut 5951 cchuiky'>4.
AHanorinyso padoraet Astronaut!?> | umeromuii oTKpbITHIA penosutopuit Ha GitHub!20.

Takum 00pa3oM, JJIs1 HETCTAIKEPOB MPEJICTABISIOT UHTEPEC HE TOJIBKO HEUHJEKCH-
POBaHHBIE, HO M HETOCEIaeMble WJIM TPYJHOIOCTYIIHBIE U3-32 U30bITKa MyCOPHOI MH(pOP-
MalMM U TEXHUUECKUX OTPaHUYEHUI pecypcChl.

JIuteparypa

[1] John Matherly (B nepeBoae LavenderTram), Complete guide to Shodan, 2016 r.

3.3 ®dan1000MEeHHUKH

Ha cone o6makos'?’ MHOrMe 3aGHIBAIOT 0 (aiiIO0OMEHHNKAX, KOTOpHIE O Ceii 1eHb

UCTONB3YIOTCS 151 ObICTpOro oOMeHa (paiiiamu, a uccie10BaTeNIsIMU — eIIe U AJIs UX Mac-
COBOI'0 CKauMBaHMUA.

B pamkax HetcTankuHra (aitio0OOMEHHUKH MOXHO Pa3/IeIUTh HA TPH KATETOPUH:

1. Te, 4TO TeHEPUPYIOT MOPSAKOBBIE CCBUIKM MM UMEIOT MyOsMuHble Katanoru. Pa-
60Ta C HUIMH BPYYHYIO 3aKJI0YAETCS B YaCTOM OOHOBJICHUH CTPAHUIIBI U CBOEBPEMEHHOM
CKauMBaHMUU 3aMHTEpecoBaBIlero (aiina. [Ipouecc MOXKHO aBTOMAaTU3UPOBATh C IIOMOIBIO
napcepa s u3BjiedeHus ccbiok u3 XML nimm HTML-nokymenToB uiu 6pyTdopca 114 re-
pebopa nopsiakoBbix unce B URL. Ecim Bam Hackyvat (hait/ioOOMEHHUKH 9TOW KHUTH, BBI
MOXETe HAlTH Ipyrue. PekoMeHayeTcs npoBepATh MX Ha HAJIMYME KOPHEBBIX sitemap.xml
u sitemap_recent.xml 3anpocamu Tuna inurl:sitemap.xml.

« RGhost!?®. Onun U3 kpynHefmmx poccHilckux ¢aiinooGMeHHNKOB, BO BpeMsl HaIli-
CaHMs PyKOBOJCTBA CMEHMBIIIHIA KOHIICTIIIAIO M YAIMBINUI cTapblie ¢haiiiabl. OOHOB-
JIIEMBII KaTaJIor 3a NOCJIEIHUI 1eHb ObLI ILOCTyHeH129 B XML. Takxe Obu1a 1oJjiHASA
I/ICTOPI/IHBO HeynaaeHHbIX MyOnuHbIX (aiinoB. Cpok xpaHeHus BHIOOpoUeH: oT 1 1o
90 nueit. B padote ¢ PI'’xocToM XapakTepeH CKOPOCTHOM MAPCHHT. 3aKJII0UaeTCs OH B
cnenyiomeM. [Tocse 3arpy3ku Ha cepBep (ailsi cpa3y He MEHSIET CChIIKY CO CTaHAApPT-
Hoii 9-3HauyHO# (7bDfKcfTJ) Ha cnoxnyio npuBatHylo (private/7C75Q9FXs/*mdS5
hash*), 3ato moGapnsieTcs B kaTanor. HeTcrankep MOXeT ycrneTh MOCTaBUTh (paiin

Ha CKa4Ky O TOro, KaK €ro 3allpuBaTUT BJIAACJICL, © UBMCHUTCA CCbUIKA. XaKCpr

123 nttp://petittube.com/

24nttps://paste.ee/p/INcll

125http://astronaut.io/

126http://github.com/wonga00/astronaut

27 https://ru.wikipedia.org/wiki/O61auH0e_XpaHUTHIIIE_IaHHBIX
128https://rghost.net/

12https://rghost.net/sitemap.xml

30https://rgho.st/releases
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UCTIONIB3YIOT STOT METO/I, YTOOBI JIOCTaTh CKaHBI ACIIOPTOB, YaCTHOE MOPHO U Oa3bl
AKKayHTOB — BCE, UTO TUIOXO JISKUT. TeXHUIEeCKH 3TO He B3JIOM, T.K. daiis oorieno-
CTyIEH Ha MOMEHT CKaYMBaHUSI.

* ®aitnooomennnk 3. BMecTo katanora ecT nocTpannyHas Tabmma 32 ¢ Gonee yem
300000 ccpuikamu. TouHbIl CpOK XpaHeHUs (paijloOB HEU3BECTEH, T.K. UX YAAJISIET
aJIMMHUCTPALIHSA 110 CBOEMY YCMOTPEHHIO, HO B NpaBMJIax 3> yKa3aH auana3oH ot 20
1o 150 nueit. [Ipsimas cchulka HAXOAUTCS B 3HAUEHUH METOAA
document.getElementBylId(“link”).innerHTML JS-¢ynkuuu linker(). I3 3amuTsl BO3-

MOJKEH TOJIbKO ITapOJIb.

o zFile!3*. Ta6nuua nHa BCIO cTpanmiy conepkut > jvmb dhaiiibl 3a nociaemaue 3,5
p y p

aHs1, XoTs Beero ux 6onee 20000. Cpok xpanenusi: 14 cyrok. [IpuBaTuszaimu HeT, HO
3anaposivBanue ectb. [lepen ckaunBanueM aiina BkovaeTcs Taiimep Ha 10 cekyH[,
3acKpuITOBaHHbIN JS-pyHkmeinr countdown(). Ero MoxHO 0OOHTH, T.K. B MeTOJIe
document.getElementByld( “link” ).innerHTML niepBOro BJIOXEHHOTO if JIEXKUT TIpsi-
Mas cchlika. KpuTuuHee pyroe: ckaurBaHuMe BO3MOXKHO HeE yallle pa3a B MUHYTY,
MOTOMY COBETYIO MCIOJIb30BaTh aHOHMMali3epsl. Ha cepBep Takke Hesb3sl 3arpy-
KaTh OIMHAKOBBIE (haJIbl.

« 4shared!3%. Kommepueckuii Mesxk1yHapOIHbIi (haillooOMEHHNK ¢ MOOHIbHBIMH IPU-
noxeHusimu Ha Android, IOS u Windows Phone, npemuym noanuckoit 1 061a4HbIM
xpanennem. Karanor'®” paccoptupoBan no aiiloBHIM pacIiMpeHHsM U COAEPKUT
6osee 80000000 paiinoB. Cpok XpaHeHHs] HE OTpPAaHUYEH, HO aKKAyHT [I€aKTUBUPY-

eTcs, ecli He JIOTHHUThC nosbire 180 mHeit. BezomacHocTs ormcanal?® ornenbHo.

2. Te, 94TO He UMEIOT YSI3BUMOCTEl, 00eCTIeUnBaOT KOH(MHUIESHIIMATBHOCTD MOJIB30-
BaTeJIsl M MPECEKAIOT MOMbITKY MapcuHra win 6pyTdopca. Yaie Bcero 3To BhpakaeTcs B
OTCYTCTBUM KATaJIOTOB M TeHEpaIluu CJIOKHBIX OYKBEHHO-IIM(POBBIX CCHUIOK. TeM He Me-
Hee, KaKylo-TO 4acTh UX (paitioB, ynoMuHaBImxcs B IHTepHETe, MOKHO HANTH C TIOMOIIBIO
omepaTopos site:, inurl: u muTHpoBaHus. CrMcok Takux (aiinoodMennukos: Sendspace!3”
(uckars 1o /file/); Troloload daitnoo6menruk.pd DepositFiles'*? u 1.1. Ocobo unTepecen

MyFilel41 , IMeIoIIuMii cBoii Xanumnot ' *? u orciexusaommit!'*® ckaunpanus rOCyJapCTBEH-

3T http://fayloobmennik.cloud/
13Zhttp://fayloobmennik.cloud/files/list.html
133http://fayloobmennik.cloud/pravila.html
B34https://zfile.in.ua/
135https://zfile.in.uaffiles
36https://www.4shared.com/
B37https://4shared.com/web/q
138https://www.4shared.com/security.jsp
13%https://www.sendspace.com/
40https://dfiles.ru/ru/

4 https://myfile.is/
12nttp://ru.wikipedia.org/wiki/Honeypot
1 https://myfile.is/creeper
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HbIMU CTpyKTypamu u CMU.

3. Hakowner, cymiecTBy10T (paitioBble XocTUHT . [IprHIMI UX pabOThl TAKOM ke, Kak U
y JII0ObIX (paiti;IoOOMEHHHUKOB, HO €CTh KJII0UEBOE OTJIMYME: TIOAJEPKKA OJHOT0, MAKCUMYM
IByX THIOB (paiinoB. C 1esbi0 SKOHOMUM MeCTa Jajiee IepeurciieHbl OCHOBHbIE 1Ty OJIMIHbIE
XOCTHHTH.

Imgur'#*. Kpynneitimas miomaaka s o6MeHa KapTHHKAMHI ¥ aHUMAIMAME, KOTO-
pble MOXHO 3anpuBaTtuTh. HoBble 1MyOIM4HbIe U300pakeHUs MyOIMKYIOTCS B ClIEUAIbHON
nente!'® . TlonynsapHOCTH caiiTa MpUBeia K MOABIEHUIO PaHOMAaii3epoB, Hapumep: random
imgur!#®, Imgur Roulette 1 RandomGur'#”. EcTb BO3MOXHOCTD y3HaTh HCTOUYHHK (haiina,
CJIM OH 3arpy:KeH 110 cchuIKe. Jpyrue XocTHHI M n300paxennit: Pamukan!*® u . O6a nmeror
HEOTPaHWYEHHBI CPOK XPaHEHUs, CTPOTYI0 MOJEPALMIO U Ba KaTajora, OJHAKO MEepBbIi
CEpBUC MEHee OpPraHu30BaH, YeM BTOPOH, 13-3a OTCYTCTBHUS MOJIb30BATEIbCKUX KaTETOPHA.

Lightshot'*’. O6mennuk, XpaHamuii ckpuHIIOTH, B3ATHE ogHouMeHHBM IT10. Ero
napcuT HetcTankepckuii 60T RandomShots.

Pastebin!>?. Tleppoe B Mupe XxpaHumMIIE TEKCTOBBIX (haiiIOB HEOrPAHUYEHHOTO Pa3-
mepa. Cpok xpaHeHus BbiOOpoueH. [TogoOHbIe caliThl MOMYJISIPHBI Cpein MOJb30BaTes el
MECCEeH/)KEpOB M3-32 HEYTO0OHOCTH YTeHHUs1 OOJbIIMX TEKCTOB MpsIMO B yarax. [loxoxkue
(byHKIMH BHIIONHAIOT pastebin.ru , Slexy!>!, Upaste!? u Pastiebin'>3 , nekoropsie u3 koto-
PBIX TeHEpHUPYIOT YI10OHbIe OpsiAKOoBbIe cChUTKU. [Tapcunr [TacTeOuHa BO3MOXeH, HO U3-3a
TOro, uto B apxuse'>* xpamaTcsa 50 MocaeqHUX CCHUIOK, MOTpedyeTcs MO0 MOCTOSHHOE

OOHOBJICHHE €TI0 CTPAHMIIBL, JIMOO TIOKYITKA MIATHOTO JOCTYIA K AP,

SlideShare'>® - cepuc xpanenus u pacnpocTpanenus (aiioB mpeseHTaNuil. 10
nouepHuil npoekT LinkedIn - coucetu 111 pekpyTUHIa U popecCUOHaIbHbIX KOHTAKTOB.
3agymaH Kak colMaibHasl MEANAIIONIA/IKa, aHAJIOTMYHAs I0TYOy: PeJOCTaBIsAeT BOZMOX-
HOCTH MO0 KOMMEHTHPOBAHMIO, OTMETKAM JIAKOB ¥ N30PaHHOTO, BHIXOY B TOIBI pecypca,
aHaJM3Y CTAaTUCTUKU NoceraeMocTi. OCHOBHBIM HAIIPaBJIEHUEM KOHTEHTA PeANosaraeTcs
o0yyaloImuii MaTepHra, Npe3eHTaluy KoH(pepeHIMii 1 KoMIaHui. 31ech XpaHATcs y4yeo-
HBIE KYPCbl, HAy4HBIE U HAay4HO-IIOMNYJISIPHBIE MAaTEepUaJIbl, AUCCEPTALMU. DTO ONpPEAEIEHO

%4https://imgur.com
143https://imgur.com/new/time

146 http://www.maxitter.com/imgur/
147http://jasonb.io/randomgur/
148https://radikal.ru/
1https://prat.sc/
50https://pastebin.com/
BSThttps://slexy.org/slexy/recent
15Zhttps://upaste.me/archive
I53https://pastiebin.com/view_pasties
S4https://pastebin.com/archive
I55https://pastebin.com/api
56http://slideshare.net/

23


https://imgur.com
https://imgur.com/new/time
https://imgur.com/new/time
http://www.maxitter.com/imgur/
http://www.maxitter.com/imgur/
http://jasonb.io/randomgur/
https://radikal.ru/
http://tinypic.com/
https://prnt.sc/
https://pastebin.com/
https://slexy.org/slexy/recent
https://upaste.me/archive
https://pastiebin.com/view_pasties
https://pastebin.com/archive
https://pastebin.com/api
https://slideshare.net/

KOHTEKCTOM CEPBHUCA, HO IO (haKTy OrpaHUYEHUI Ha coepKaHKe 3a/IMBaeMbIX (DailyIoB HET.
K npumepy, MoXHO Haiiti kormn nedatasix CMU 7. Tlopnepxnsaemsie popmatsi8: pdf,
odp, txt, popmartel MS PowerPoint u MS Word. CepBuc aeUT KOHTEHT Ha IPE3EHTALUU, JO-
KYMEHTHI U UH(QorpaduKy, UICX0s U3 CBOICTB 3amToro (aitna. Xors cnpaska SlideShare
3TOro He MOSCHSET, MO3BOJIAETCS 3aJIMBaTh M Bujeo. [l ynoOcTBa Kpayiaepa co3maéres
TPAHCKPUNT: TEKCThl HAa MPE3EHTALUSX [0 BOZMOKHOCTH PACIO3HAIOTCS U BKJIIOYAIOTCS B
cTpaHully. [Touck Mo cepBUCy BO3MOXEH HECKOJbKMMH MYTSMU: MO KJIOUEBBIM CJIOBAM,
no angasury (TpedyeT JOoruHa), cEppUHroM Mo Tonam (He MO3BOJISIET OIYCKAThCs HUKE
OIpeEIEHHOTO YPOBHS) U CEP(PUHIOM 10 NPUNISHYBIIUMCS NPOQUIIAM, MOABICKAHHBIM B
KOMMEHTAPUAX MM U3 TIPEIbLIyIIIX MOMCKOBEIX Pe3y/IbTaToB (pumep'>’ ¢ MHTepecHbIM
JUIS1 HAC, XOTS M yCTapeBIIMM KOHTeHTOM). CyniecTByeT aHanornussii MyShared , opuenTu-
POBaHHBIN Ha PyCCKOSA3BIYHBIN CErMEHT M MOAAEPKUBAIOLIMIA TOJILKO (hopmaThl PowerPoint.
TToMHHTE, UTO Cpe/I BHENTHE HePUMeUaTeTbHBIX KAPTHHOK MOTYT OKasatbcs rarjpeg’u 0
pasHBIX paclluMpeHwuil: .jpg, .png, .gif, .mp3, .wav, .aac, .amr, .torrent u .html.

3.4 Ilapcunr

ABTomatuyeckuii cOop MH(MOpPMAIMK ¢ TOTO WM MHOTO BeO-pecypca MyTEM CUH-
TBIBAHMS CO CTPAHMI] Ha3bIBAETCS IMAPCHHIOM, TpaOOMHIOM, a MHOI/IA BeO-CKPAITIIMHIOM.
CrienmanpHasi mporpamMma coOupaet BcE MO0 TOILKO HEKOTOpbIe (hparMeHTHI MO 3a/1aHHO-
My TpaBuity. Pe3ynbTar MOKXHO aHATM3UPOBATh CTATUCTUYECKUMU METOJAMHU, C TIOMOIIBIO
natural language processing (sanpumep, yepe3 NLTK - Natural Language Toolkit'!) nm
e repeOupaTh Tak ke, KaK 3TO JAeJIAeTCs C BBIXJIONOM CKaHepa IMOPTOB. ITUM CIOCOOOM
OBUIN TIOJTyYeHBI CKPUHITIOTHI THICSTY MalJIKAPT C OTKPBITHIX CEPBUCOB, HA TOM K& TIPUHIIH-
nie 6a3upyI0TCs MHOTOUUCIIEHHbIE OOTHI [IJ1s1 Tiepedopa caliTOB Ha OECIIATHBIX XOCTHHIaX:
narod.ru, sitesity.ru, chat.ru u npyrux. O6mas cxema nogoOHoro 60Ta cieayomias:

1. Bsl 3a1aéte AOpK, MO KOTOPOMY OyIET COBEpIIAThCs MOUCK B google WM Apyrom
MOUCKOBHKE.

2. Tapcep, cHaO)EHHBII OMOIMOTEKOI )11 BeO-CKpanmnuHra, Harnogooue beautifulsoup,
MPOXOJMT TIO BbIJa4e MOMCKOBOW MAIIMHBI U 3aIJISI/IBIBAET HA KAKAYIO CCCHUIKY.

3. C nomortpio Tak Ha3biBaeMoro headless browser 6epETcsi CKPUHILOT, 3aMUCHIBAIOTCS
BCce HeoOxoaumble naHHbIe 0 pecypce: URL, 3aronoBok, moOble qpyrue AOIOJHEe-
HUsA. Bes ata uHpopMaius nocrymaet Ha BeiBoJ 60Ta. OH MokeT ObITh 0hopMIiIeH
KaK COXpaHeHHe Ha KECTKUI JUCK WJIM OTIPABJIeH B Kakoe-JIMOo 00J1ako, Harpumep,

57https://www.slideshare.net/PRESSA2014/spask-vesti-spassk0425-44582501
58https://www.linkedin.com/help/slideshare/answer/53682
%https://www.slideshare.net/werro33/presentations
160http://lurkmore.to/Rarjpeg

161 https://www.nltk.org/
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DannocobmMeHHHUER Telegram

. KaHane no
OBwKin kaHan
THUMY KOHTEHTA

F Y
MonydeHne
Eos Crcawjaauwe Anncag | MonyueHwe id dopeapg MocTHHr )
dhannoe taitnos B KaHan cooBlenns  COODULEHWS [ AONONHUTENEHOM
no id HHEOpMaUKUK
¥
Downloader * Uploader » Forwarder

Fig. 4. YcnoBHoe pa3OueHne yacteil ckpumTa 60Ta

Telegram, uepe3 APL.

ApxutekTypa 601a'%?, 3akaumBaomero caiinsl ¢ 06MeHHnKa RGhost 1 GuIbTpyIo-

oIero ux 1o TumaMm AJjid 3aJJMBKHU, CXEMAaTHUYCECKU BBIITIAJUT TaK:

3.5 CkanupoBaHue ceTn

K as 10e NOAK/IIOYEeHHOE K MHTEPHETY YCTPOicTBO (y3en/xoct) obnanaet IP-agpecom! %3

— YHHMKaJbHBIM UIEHTU(UKATOPOM ISl BBIXO/Ia B INIOOATBHYIO WM JIOKaJbHYIO ceTh. Cy-
IIECTBYIOT JBe BEpCHHM MekceTeBoro mpotokona: IPv41%* u IPv6!'9, no B pykosomcTse
paccmarpuBaeTcs TOJBKO 4-asi, T.K. MaCCOBBIN TIepeXxoj1 Ha 6-yi0 TpeOyeT T0POroCTOSIINX
nporeayp 3aMeHsl U Moaudukanuu odopyaoBanusa. B Poccum 310 moka eiBa ocyniecTBy-
MO: JIMIIIb HEKOTOpPBIE TpoBaiiiepsl noaaepxusaoT IPv6, XoTsa ecth Macca raiinos'%® mo
HacTpoiike Oe3 ux cornacusi. bojee TOro, ckaHMpoBaHUE €ro IUANa30HOB ceiuac Oec-
CMBICJIEHHO, T.K. MEJIbYANIIUI U3 HUX COOEPAKUT OKOJIO 655367 BO3ZMOXKHBIX aJpeCcOB, UTO
BueTBepo Gonbie!®’ uncna padoraomux Ha IPV6 caiitos.

162https://telegra.ph/Grabber-fajlov-dlya-netstalkinga-11-14
163 nttps://ru.wikipedia.org/wiki/IP-ampec

164 https://ru.wikipedia.org/wiki/TPv4
165https://ru.wikipedia.org/wiki/IPv4
166https://www.ixbt.com/soft/ipv6.shtml

167https://security.stackexchange.com/questions/5 1523/how-do-i-use-nmap-to-scan-a-range-of-ipv6-
addresses
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IP-aapec crannapra [Pv4 coctout u3 4 yucen (OKTGTOBI68/6aﬁTOB169) ot 0 go 255,
pa3/ieN€HHBIX TOYKOM, M YMTAeTCs ClieBa HAalpaBo MO HHUCXonsmei nepapxuu. Odimee Ko-
JIMYECTBO TaKUX PEAJIbHBIX aJpecoB — 4 MWIIMApAa, HE YUUThIBAsA JUAa30OHbl, KOTOPHIE
pesepeupyiotca! Y s yacTHbIX ceteit. Ha oHOM cepBepe MOTyT ObITh 3aHATH MoGbie TCP
nopter' ! (ot 1 10 65535), paspelanmniye NPUIOKEHIAM IPUHIMATh U MepeaaBaTh HHAOP-
MaIMIo N0 MHTEPHETY. 3a4acTyl0 OTKPBITHl BCETO HECKOJIBKO M3 HHUX, a MPOYME 3aKPbIThI
(aKTHBHBI, HO OTBEPralT BXOAALIME COECIUHEHNS) WIN OT(PUIbTPOBaHbI (HE OTBEYAIOT Ha
3arpochl U3-3a OpaHamayspa). Mcxons u3 3Toro, CKaHUpOBaHUE CETH — aBTOMATUYECKas
NPOBEpPKa JOCTYIMHOCTH 3aJaHHBIX MOPTOB, 3aIyLIEHHBIX CIyK0 M HOMEPOB UX BEpCHil Ha
XOCTax aJpecHOro MpOCTPaHCTBA, 3aNIMCBIBAEMOTO JBYMsI CIIOCOOAMHU:

[TepBeIil MeTO[ 3aKJTIOUAETCS B IOCJIE0BATEIbHOM YKA3aHUM HaYaJIbHBIX M KOHEYHBIX
IP-anpecoB uepes aeduc. Hanpumep, auanaszon 79.26.168.3-79.2.169.33 Bkiovaet B ceds
Bce azapeca ¢ 79.26.168.3 o 79.26.168.255 (253 mrykn) u ¢ 79.26.169.0 no 79.26.169.33
(34 wtykn).

Bropoii crmoco6 MeHee OuYeBHJIEH W TMOApa3yMeBaeT 3HaHHE CIDR!72 HOTAaINN,
MO3BOJISAIOIIEH 3anKCcaTh LETyIo nozcets! 3 B Buze [P-asipeca u OUTOBOIT MacKu, KOTOpast
MOKa3bIBaeT, CKOJILKO MEPBBIX OUTOB JIOKHBI OCTAThCSI HEM3MEHHBIMH, W IPUHUMAET 3HA-
yenue oT 0 no 32. Takum obpazom, 79.26.168.3/0 o3nauaetr Bce BO3MOkHbIe ajpeca (0
O6UTOB (PpMKCHPOBaHbI, MEHSIOTCS Bce OalTH aapeca), 79.26.168.3/24 o3HavaeT nuamna3oH
79.26.168.0-79.26.168.255 (24 6uta pUKCUPOBAHBI, MEHSIOTCS TIOCTIeIHIE 8 OUT = OaiiT =
yuciio ot 0 1o 255), a 123.56.78.9/32 o3HauaeT TonbKO 0quH agpec — 123.56.78.9 (Bce 32
O6uTa (pUKCUPOBAHBI).

[Monesyiirecs CIDR, eciv BbI XOTUTE MPOCKAHUPOBATH HAOOP MOJICETEN I0PUINIECKO-
IO MJTH YaCTHOTO JIIIA, TOPOJA M TOCYAAPCTBa, 00pa30BaHHbIi OHMaH-KambKyaaTopamu! '+
¥ KoHBepTepamu' > . [Iuana3oHsl o CTPaHaM B TIPOCTOM M CIIOKHOM (hOpMaTax reHepupyIoT
CIPB!7® u CIPRG!”’, Ho ux pe3y/ibTarThl ycTapeBaioT ¥ OBIBAIOT yXKe U3yYeHbl, B OTIHUNE
OT CBEXMX MEpevHell MPOKCHU CO SPys.r'u M Jpyrux KaTajJoros ¢ (puipTpanueil. OHM 1o3-
BOJISIIOT y3HaTh Whois-uH(popMaIuio 1o ajpecaM U CKOMMPOBATh 3HAUEHUs MoJiel inetnum
v route. YToOBl HE HAKUBATh MPOOJIEM C 3aKOHOM, O3 TIIATeIbHON aHOHUMHU3AIUH JTyY-
e He paboTarh MO CBOEH cTpaHe W chucKaMm «do not scan», Kyaa BXOAST, HallpuMmep,

168https://ru.wikipedia.org/wiki/OkTer_(nHpopmaTiKa)

189 https://ru.wikipedia.org/wiki/Baiir
1T0nttps://safezone.cc/threads/zarezervirovannye-ip-adresa-chto-ehto-takoe-i-s-chem-edjat.23225/
171 https://ru.wikipedia.org/wiki/Crmcok_noptoB_TCP_u_UDP
172https://ru.wikipedia.org/wiki/BeckmaccoBas_aapecanus

B3 https://ru.wikipedia.org/wiki/ITonceTs

174nttp://www.subnet-calculator.com/cidr.php

3 https://ipaddressguide.com/cidr

76nttps://www.countryipblocks.net/acl.php

http://services.ce3c.be/ciprg/

26


https://ru.wikipedia.org/wiki/\T2A\CYRO \T2A\cyrk \T2A\cyrt \T2A\cyre \T2A\cyrt _(\T2A\cyri \T2A\cyrn \T2A\cyrf \T2A\cyro \T2A\cyrr \T2A\cyrm \T2A\cyra \T2A\cyrt \T2A\cyri \T2A\cyrk \T2A\cyra )
https://ru.wikipedia.org/wiki/\T2A\CYRB \T2A\cyra \T2A\cyrishrt \T2A\cyrt 
https://safezone.cc/threads/zarezervirovannye-ip-adresa-chto-ehto-takoe-i-s-chem-edjat.23225/
https://ru.wikipedia.org/wiki/\T2A\CYRS \T2A\cyrp \T2A\cyri \T2A\cyrs \T2A\cyro \T2A\cyrk _\T2A\cyrp \T2A\cyro \T2A\cyrr \T2A\cyrt \T2A\cyro \T2A\cyrv _TCP_\T2A\cyri _UDP
https://ru.wikipedia.org/wiki/\T2A\CYRB \T2A\cyre \T2A\cyrs \T2A\cyrk \T2A\cyrl \T2A\cyra \T2A\cyrs \T2A\cyrs \T2A\cyro \T2A\cyrv \T2A\cyra \T2A\cyrya _\T2A\cyra \T2A\cyrd \T2A\cyrr \T2A\cyre \T2A\cyrs \T2A\cyra \T2A\cyrc \T2A\cyri \T2A\cyrya 
https://ru.wikipedia.org/wiki/\T2A\CYRP \T2A\cyro \T2A\cyrd \T2A\cyrs \T2A\cyre \T2A\cyrt \T2A\cyrsftsn 
http://www.subnet-calculator.com/cidr.php
https://ipaddressguide.com/cidr
https://www.countryipblocks.net/acl.php
http://services.ce3c.be/ciprg/

BOEHHbIE, HayuHble U 3acekpeueHHble yupexjeHus CIIA, rae, kak cuuTaercs, XpaHUTCs
camoe “BKycHoe”. biaromaps bgp.he.net Bl MOXeTe MOIMOJHUTH UX MPEXKIE HE U3BECT-
HBIMU IIpOBaiiiepamMu, 0OCITy KMBAIOLIMMHU TPABUTEIbCTBEHHbIE OOBEKThI, YHUBEPCUTETHI U
KOPIIOpaLUHU.

1. Haxonum B ['yriie npoBaiiiepoB 3Toii CTpaHbl/ropoa.
2. Kommpyewm nx Ha3BaHUS.

3. WUnéwm na https://apps.db.ripe.net/search/

4. Bcrapisiem Ha3BaHUS B OKHO MTOMCKA.

5. Haxumaem Mouck.

B obmem cnyuae kaxaomy IP-anpecy MoxkeT OBITh COIMOCTABJIEHO HECKOJBKO JOMEHHBIX
uMEH. Ito 3amadya DNS-cepBepoB: MepeBOANUTH YUCIOBYIO apecalivio B B “dUTaOeIbHbIA
(opmar” u o6patHoO.

TpyaHOCTB C IOMCKOM Ha KOHKPETHOW JIOKALIUY CBA3aHa C TEM, YTO MOJACETU PACKHU-
JaHbl TIpOBaiiilepaMu Tak, Kak UM 3adiaaropaccyaurcs. [Ipu 3ToM B 0lHOM U TOM ke MecTe,
KaK MpaBWIO, X paboTaeT HecKonbKo. [l mogdopa Auama3oHa MO CTpaHe, TOPOAY WU
Jaxe yJauLe UMEeTCsl HECKOJIbKO peKoMeHaauui. Eciim B MHTEpecyonieM MeCTe pacIoso-
’KEHBI 3HAUUTEJIbHbIE (K ITPUMEPY, IOPUANYECKUE) OPTaHU3aLMU CO CBOUMH CEPBEPAMHU, TO
HAaBEpHSKA Y HUX €CTh CBOsI OpUIIMaIbHAs MOACeTh. Torna HyKHO HaiTH T000M UX CaiiT,
ompeaenuTh ero IP i IOCMOTpeTh IMaTIa30H. 3aTeM HaiiTH IpyTHe JUATIa30Hb | /S BblJaHHEIe

3TOW OpraHU3alN.

Ecim MecTo HaxouTCs B IIaroBoi JOCTYMHOCTH, MOXKHO IOOPOIUTh BOKPYT HETo U
Haiiti oTKkpeIThie WiFi-TOukM Wi He3anaposieHHble poyTepsl. [lonkmounTbes, onpeneauTsb
cBoii IP ananornyHo npouioMy mary ¥ HoCMOTPETh JUara30HBl.

Ecim ke BO3BMOXHOCTH J10OpaThCs 10 MecTa HEeT, MOKHO BOCHOJIb30BAaThCs MH(DOP-
Manuen npyrux uccienonateneit. Kaxnoi WiFi-cetn cOOTBETCTBYET YHUKAJIbHBII HOMEP -
BSSID. D10 no3BosseT coOMpaTh 1 KaTalOrM3UpOBaTh TOUKU J0CTYNa BMECTE C X MECTO-
noiokeHreM 1 agpecamu. Co3aaloTcs myomdnble 6a3bl |0 1 nemsie WiFi-kapTh.
MHCTpYKIMSA 10 UCTIONB30BaHMIO 0a3bl, CO3JJaHHON KOMMBIOHUTH cKaHepa RouterScan:

1. 3aiiTi Ha cTpaHuLly KapThl. ABTOpU30BaThe 1oj antichat/ antichat (rocteBoii jior/macc).

2. BbI6paTb Ha KapTe KeJIAaeMOE€ MECTOIIOJIOKECHUC.

18 nttps://apps.db.ripe.net/db-web-ui/#/query
" https://www.mylnikov.org/archives/1170
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3. 3aiitu B uHTepderic norcka [P no MecTonosokeHuo: TPEThS CJIEBA KHOIKA B IPABOM
BEPXHEM yri1y, ¢ udpamu 192. B popmy noce kimka OyayT nepeiaHbl KOOPAXHATHI
¢ KapTel. Paguyc noucka MOxXHO noMeHATb. MoxHO 3aiitu Tyga cpasy no URL u
BBOJIUTh KOOP/AUHATHI BPYUYHYIO.

4. Tlo xuonke Haiiti MMoJIy4aeM Oualta3oHbl 110 3aJaHHBIM KOOpAXMHATAM. Haxap Crincok
MOJIYyYUM UX B TEKCTOBOM BHU/IE, TIPUTOAHOM I B6p008. B CKAHEP CETH.

ABTOMaTH3alMsI MACCOBOT'O CKaHa C apeHyeMOro cepBepa HeskeJlaTesbHa y OOJIbIINH-
CTBa XOCTHHTOB, 3a HcKodeHneM He3aprcnmoro CockBox 80 i ceprucos tuna linode.com.
Otu OyayT COTPYAHMYATH C BAMHU 10 TEPBHIX KaJ00 OIIKIMCTaM: CKakeM, spamhaus.org.
[TomHHuTE, 4YTO CKAHUPOBAHUE IOPUANIECKH HE 3alPEILEHO, €CJIN Bbl HE 3aHMMAETECh IICHTE-
CTUHrOM 6e3 paspeleHus. Jlaxke B 0OBIMHOM peXuMe Baia paboyasi MallMHa OTIPABIISIET
cotHu GET/POST-3anpocoB Ha 3arpy3Ky MEeJUaKOHTEHTA. YTONI0BHbIA Kopekc PP npeny-
CMaTpUBaeT HECAaHKIIMOHUPOBAHHOE KOMMMPOBAHUE, MOAU(PUKALIMIO U YHUUTOXKEHUE UH(OP-
Maruu, HO He e€ mpocMoTp. [ py6o roBopsi, HETCTaIKep OCMaTPUBAET U U3y4YaeT YCTPOHCTBO
3aMKa, pa3dupasch B TUIAX OTMBIYEK, a B3JIOMIIMK BCKPBIBAET U IKCILTyaTHPYET €ro B KO-
PBICTHBIX LIEJISAX.

Ha rurxaGe u (popyMax CKpUNTKHAAM HAXOAATCA'S! COTHM MOGMTENTLCKUX U MPO-
(eccrnonansHbX IP-ckanepos Bpoze poccuiicknx Advanced IP Scanner!8? u Advanced Port
Scanner!®3 Ha pasubie OC, omHako ¢arMaHckuM cTangapToM gae-akto npuaaT Nmap,
KOHCOJIbHBIA MHCTPYMEHT ¢ onnoHa bHbIM GUI, kpaTkum FAQ'#* u nonnoi CHpaBKOﬁlgs .
Jlyuie 3amyckatsb ero ¢ npaBamu cyneprosib3oBarenis (a Ha Android uz-nop pyTa), HeoO6xo-
JUMBIMH 151 IPOBEICHUS OOBIIMHCTBA HU3KOYPOBHEBBIX omnepaiuii. Cpeau HeA0CTaTKOB
YIIOMUHAIOT HU3KYI0 CKOPOCTb M OTCYTCTBHE COPTUPOBKH, U3-3a YETO TPeOyeTCsI CTOPOHHSS
o6paboTka XML. Ha cepBepe nmi joKaike eé mpoBoaat ¢peitmsopkamu Timna [IVRE!86,
6narozapst pUIBTPAMKM COCTABIIAIOIINE YACTOTHYIO CTATUCTUKY WOI-yCTpoiicTB Ha MHpO-
BOI1 KapTe 10 CTpaHaM, JIEHTOYHOH 1uarpamme U rpade ceaseil. Ecim BaM He HyKHBI CBOU
CBEXXHUE Pe3yJIbTaThl, MOXKETE UMIIOPTUPOBATh JaTUPOBAaHHBIE 0a3bl sCans.io, JOCTYIHbIE HA
Censys ¢ orpannueHusiMu (0e3 rpauKOB U MACCUBHOM CJIEKKH 32 COCTOSIHAEM XOCTa).

T'opasno mycTpee, HO He MH(OpMaTHBHEE, OyJeT masscan, CrIoCOOHbIN MPOCKAHMPO-
BaTh BCI0 CeTb 32 6 MUHYT Ha IIMPOKOM KaHalle, poryckawomem 10 10 MJIH. nakeToB B ce-
kyHay. Ho npoBaiinep He 000iIET TaKyio aKTUBHOCTh BHUMaHUeM. Eciim Bbl He 00J1a1aTesb
Linux’a, To npuaéTca kommamposats CLI-nporpammy B Buje npoekta Visual Studio!8’

180nttps://cockbox.org/

18T https://github.com/search?utf8=%E2%9C%93&q=ip+scan&type=
182https://www.advanced-ip-scanner.com/ru/

183 http://advanced-port-scanner.com/ru/
184https://github.com/pantyusha/ultimate-netstalking-guide/blob/master/nmap-guide.md
183https://nmap.org/man/ru/index.html

186https://ivre.rocks

187 https://visualstudio.microsoft.com/
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wM BpyuHylo uepe3 MiniGW 88, K Heit Takxe umeercs rotoBbiit Beo-untepdeiic!®® musa

TaOJIMYHOI arperaruy ¢ TIOMCKOM I10 3aroJIoBKaMm, cepBUcam, opTaM u oktetam. Kareropu-
saiuio HTML-ctpanui npeasiaraet Nesca, HeKorjja KOONepaTUBHbIA CKaHep ¢ akTUBALUei
0 KJII0YaM, OMOPOYEHHBIN NapOCHBIM TU3aiiHOM U CJyXaMu O TPOsIHaX U MEPeChUIKe CTa-
TUCTUKU Ha (YK€ HeIOCTYIHbIe) cepepbl. Ha ceromus !0 OTMpaBKa JAaHHBIX OTKJIIOYEHA,
UcTIpaBJieHa yacTh 6aroB. Hecka Buzyaimsupyet Haxojku rpadukamu, Opytat BA 1o cio-
BapsM u3 nanku pwd_lists u umeet pexum DNS-ckaHa, nepedbuparoiiero CMMBOJIB aipeca B
angaBUTHOM nopsijike ¢ npudasienuem [IBY (.ru) wim nogaomena (.narod.ru) mo MHCTPYK-
umu do_not_read.txt.

Janee npuBeaEH CIIMCOK HaMOOIee YacThIX IIEJIEBBIX MOPTOB U COOTBETCTBYIOIIUX MPOTO-
KOJIOB:

* 21: FTP — npotokosn nepenauu ¢paiaoB Mex KJIMEHTOM U CEPBEPOM, HE OTEPSABLINI
aktyampbHOCTH ¢ 1971 roma. CerogHst MHorue BebcaiiThl ocHameHsl FTP-cepeepom,
OTKYJa HOJT Py KaIOTCsI BaKHBIE JIJTsI pAOOTHI PECYPCHI, U IyCTh OH 3a4aCTYI0 3aIHIIEH,
HO BCTpevaeTcsi M CBOOOHBII JOCTYII O JIOTMHY anonymous. Ecim Bel Haitiéte pado-
ynii aHoHUMHBIA FTP, 1 OH BOpyr yMpET, TO JIyyllle COXPAHUTE CCBUIKY U IIPOBEPHTE
€€ M03Ke BPYYHYIO UJIM C IIOMOILLBIO CAMOIIUCHOTrO ckpunra. Hekoropsle crucaaMUHBI
HEYacTo IMOJIL3YIOTCA CEPBEPOM, NIO3TOMY OHM OTKJIIOYAIOT €r0 Ha BpeMs MPOCTOSA
JUIs1 5KOHOMUM eKTposHeprun. Yacto nonagaworcs “nycteie” FTP ¢ qupekropueit
/incoming/, B KOTOPYIO MOXHO 3aJIMBATh (pailyibl, HO CKAUMBATh UX HEJIb34, T.K. [1OCJIE
3arpy3KH Ha CEpBEP OHU BUJIHBI JIMILIb BJIAJENbLY. DTO PE3YJbTaT HACTPOWKH ITPABUJI
Ha YTEHHUE U MPOCMOTP (paiijIoB 1 HEOOXOAUMO ISl 3ALUTHI OT 3JI0YMBIIIIIEHHUKOB.

CoBpeMmeHHble Opay3epbl yMEIT OTKpbIBaTh CChUIKM B ftp://188.242.2.232, Ho noa-
JIepKMBAIOT JIUIIb CKaunBaHue. [109ToMy nosiesHsl pacimpenHsie KaneHTsr: FileZilla'®!
1 WinSCP!%?, nossonsomue 3arpyxath (ailibl Ha cepBep WM CO37aBaTh MX Ha-
MpsAMYI0, CKauMBaTh Marku U u3MeHsaTh pexuM nepenadnd (ASCII unm ABOMYHBIA).
EcI CKaHMPOBaHHA HEJOCTATOUHO, TO MOXETE OMpoOOBaTh MoMcKoBuKM Krasfs!'?3,
Mamont'®* u crapunnbii npoext Kymuek.kom: FileSearching. B Tenerpame Takxe
6bLT KaHa %, Ky/ia peryasapHO TpaHCIUpoBaIKch Haxonku MC, HeHE ero CMeHMT

FTP-601'% lna Maiikia Buncenra.

* 80, 8080: HTTP — nmpotokon nepeaauu B Bujie COOOIIEHUI MPOU3BOIbHBIX JAHHBIX,
B TOM YHCJIE TMIIEpTEKCTOBBIX JOKyMeHTOB (HTML), moTtokoBoro Buaeo u 3ByKa.

188 http://mingw.org

1 https://www.offensive-security.com/offsec/masscan-web-interface/
190nttps://github.com/SOUlle33/nesca

Ol https://filezilla.ru/

192https://winscp.net/eng/download.php

193https://www.krasfs.ru/

94 https://www.mmnt.ru/int/

195https://t.me/ai Weipeighah7vufoHaOie Toipoo Ye

1% https://t.me/netstalking_ftp

29


http://mingw.org
https://www.offensive-security.com/offsec/masscan-web-interface/
https://github.com/S0Ulle33/nesca
https://filezilla.ru/
https://winscp.net/eng/download.php
https://www.krasfs.ru/
https://www.mmnt.ru/int/
http://www.filesearching.com
https://t.me/aiWeipeighah7vufoHa0ieToipooYe
https://t.me/netstalking_ftp

BaxxHbIMU 31€eMeHTaMU SIBJISIOTCS CTapTOBad CTPOKaA M 3aroJIOBOK. I/I3yqaﬂ X, MOXHO
ONPENCIIUTD TUII IIEPENABACMBIX TdHHbIX, YTO B COUCTAHUU C I[perfI HH(bOpMaLII/ICﬁ (0]
CEPBEPE MOKET NaThb IIPEACTABJICHUC 00 ux COIACPKUMOM, €CJIM OHO HETIOHATHO HUJIU
HC MPOCMATPUBACTCA HAIIPAMYIO.

[Mopt 80 sBisieTcss mopToM mo ymomyanuio npu otkpbitun URL nmbo ip-azpeca B
mobom Opay3sepe.

e 443: HTTPS — umdposanHoe paciumpenue npotokona HTTP.

» 23: Telnet — INoakimouaTthes K telnet-cepBepaM MOXXHO KaK BBOJIOM OJJHOMMEHHOM KO-
maHzbl B Tepmuaanax Windows'” u Linux 8, tak u ¢ momormpio kpoccriardopmen-
HOW ITPOTPaMMBbI PuTTY'®° um Be6-reiita’® s Opay3zepe. Takxke OeHCTBYIOT KaTajo-
ru: BBS Guide conepxut nepeuens my6mrunpix BBS (Bulletin Board Systems)?°!, a
Offbeat Internet?? — mpocTo yacTh M3BECTHBIX cepBepoB. ViccieJ0BaHNA KOMIIAHNN
Rapid7?% nokasami, uro okono 15000000 XOCTOB BUCAT C OTKPHITHIM 23 TIOPTOM.
[MomynsipeH cpeu BiIaaebiieB OOTHETOB.

* 3389, 5900-5906: RDP/VNC. Cucrema ymajaéHHOro JOCTyIna K pabodyemy CTOJY
KOMIIbIOTepa, ucrnosb3yomias npotokos RFB. Yacro ycranaBnuBaercst aJist ynpas-
JieHus1 OObEKTaMH Ha MPeINpsITUSX, YaCTSIMUA UH(PPACTPYKTYPHI, IO3ITOMY Tpedyer
OepeKHOr0 U OTBETCTBEHHOro oOpallleHus ¢ Baiiell cTopoHsl. [Ipoie roBops: HU-
yero He Tporaiire. s noakmouenns ™ ucronssyiorca VNC kmentst: Tight VNC,
VNCViewer. [TocKOIbKY XOCTBI C YIaJIEHHBIM JIOCTYTIOM YACTO CTAHOBSITCSI MUIIIEHBIO
XaKepoB, IKCIEPTHI OE30MACHOCTH YaCTEHbKO OCTABIISIOT XaHUIIOTHI, UMUTHPYIOIIIHE
ySI3BUMbIE XOCTBI, TAK UTO HACTOSITEJIbHO peKOMeH 1yeM ucnosb3oBaTh VPN.

KnueHTckoit mporpaMme Ha TOT WM MHOM NpOoTOKO1 yKasbiBaeT URI-cxema: cnieriuaibHbIid
uneHTH(gUKaTOp B Havase agpeca. [lomumo obiensBecTHbIX http:// 1 mailto: BeI BcTpeTute
ftp://, gopher://, news:, geo: u MHOroe Apyroe - mepedeHb cM. B O(pUIIUATIBHOM peecTpe
TANA 20, Pa3nooOpasue xe HeoduimanbHeix URI moTeHImaabHO HEOrpaHUUEHO W 3aBU-
CHUT OT Pa3pabOTUYMKOB KJIMEHTCKUX MPOrpPaMM.

IleneHarnpaBiieHHOE CKaHUPOBAHUE KaMep U IMOJyUYEHUE JOCTyIa K HUM OCYILECTBIIAETCS
AHAJIOTUYHO, HO C YUYETOM Je(ONTHBIX MOPTOB YCTPOUCTB (cM. moapoOHO 4.4, Takxke Jlu-
Tepatypa, [1]) u ocobenHocteli ux mpoumBok. CoT I 3TOH 3aAaun TOKE 3a4acTyio

197https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
xp/bb491013(v=technet.10)?redirectedfrom=MSDN

198https://www.computerhope.com/unix/utelnet.htm

19https://putty.org.ru/

200http://telnet-online.net/

20lhttps://ru.wikipedia.org/wiki/BBS

202http://www.jumpijet.info/Offbeat-Internet/Public/TelNet/url.htm

203https://information.rapid7.com/rs/495-KNT-277/images/rapid7-research-report-national-exposure-index-
060716.pdf

204https://habr.com/ru/post/76343

205http://www.iana.org/assignments/uri-schemes/uri-schemes.xhtml
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aJIalTUPOBaH K KOHKpeTHBIM BeHaopam. Hanpumep, Asleep Scanner - I10, pa3pabotaHHoe
rpymmoii Camshift?*® s 6pyrdopca u karanormsarmu kamep Dahua, a B nepcrekTiBe
U Jpyrux. YMeeT HaxoguTh U OpyTdopcuth Kamepsl dahua, Aenaate CKPUHILOT, HOCTUTh
pesyabrar c reonoakuueit u Shodan API B Telegram.

3.5.1 Telegram-ckanepnl UHTEpHETA

B okTts6pe 2016ro HeTcTaskep Pantene 3aHsuics pa3pabOTKOM cKaHepa ip, KOTOPBIA
Ob1 ipuies Ha cmeny ckanepy NESCA. Lluratsr:
HeCcKa He @31emend nouemy mo, Xoms. myod npuoendnu ce smu PUuuKu: U pacnpeoeneH-
HO20 CKAHaA, U 0adice 6CIMPOEeHH020 00UleHUS. KaK oymaeutb nouemy? (s He 3HaK0)
C HeCKoll Jice Oblaa CMOpU YUMo HAOeNCanu WKONbHUKU U 60poa d3w Ha Komopoli cudeau
paspadvl OKYKAUNACD.
UYtoObl HEe HATrpyKaTh HOBBIM MPOEKT HA HAYaJbHBIX ITANax ¢ NOAHSITHEM (aiIoBOro xpa-
HWININA, ObLIO pellieHo UCTIONb30BaTh cepBepa Telegram 1uist XpaHeHUsI JAHHBIX O XOCTaX.
Toraa coXpaHsIMCh CKPUHILIOTHI BeO-CTpaHMUI], geo-ip ¥ MOCTWIMCHh B KaHai https://t.me/
netstalking_screenshots. CkaHMpOBaHHE XOCTOB OCYIIIECTBIISIIOCH yepe3 python-OubaoTek,
pabotamorue ¢ Tor u Selenium. CkayaTh UCXOTHBII KOJI 9TOTO CKaHEpa MOKHO TIO CChUIKE:
https://github.com/pantyusha/netstalking-telegram-bot
[Ipenmnomnaranoch, 4TO B MOCJEICTBUU C TIOMOIIBIO CKPUHIIIOTOB ¥ html co3nagyT UHCTPY-
MEHT, KOTOPHI OyzeT (puIbTpOBaTh BhIAUY METOIaMU MAIIMHHOTO OOy4eHus1, pelast 3a-
Jady KJjacTepu3aluy ¢ IBPUCTUKAMHU.
Ha ocHoBe 3TOro npoekra npeAnpuHUMaIUCh MOMBITKY CO3AaHMs aHAJIOTUYHOTO CKaHepa
JUUIsl TIOMEHHBIX UMEH .0nion, OJIHAa U3 TaKUX MOMNBITOK — https://t.me/onionnetstalk.
[Tocne yxona Pantene actadeTty ynyuiieHus: ckanepa nepexsatui Vechur, co3gaB mpoekT
Medved, B mpuHIIUIIE BbIaYa HUYEM HE OTJIMYAIACH OT MPEAbIAYIIEero MpoeKTa, MOMeHsII-
Csl MHCTPYMEHTapHii, T0OABIIMCh BO3MOKHOCTU PacTpe/ie]IeHHOrO CKaHa /sl Biajesbla
60Ta, noOaByieHNEe Pe3yIbTaTOB CKaHUpOBaHUs B MongoDB, yOpaHo ckaHupoBaHue depe3
Tor. YBuneTh pe3yibrat paboThl CKaHepa MOKHO B KaHase
https://t.me/xai7poozengee2 Aen3poMookohthaZ, ucxonHelii Koj [ ynydileHus: http:
//github.com/ChronosX88/medved.

3.5.2 JleneHTpaJu30BaHHbIE CKAHEPHI

Tak Kak MOTPeOHOCTb B MPOCTOM U HAJIEKHOM XPAHUJIMIIE HAXOMOK JIsI BCEro HeT-
CTAJIKEPCKOTO COOOIIecTBa COXpaHslach Bcerga, komanaa Blacknode Research pemmta
co3nats npoekT Otklik, KoTOpHI OB MCNONB30BAJI TEXHOJIOTUM OJIOKYelHa, HEHPOHHBIX
ceTeil u pacmpeesieHHOro XpaHeHusl AJaHHbIX. OCHOBHBIE OTJIMYUS OT BCEX IMPEeIblIyIITIX
CKaHEpOB MOXHO HalTH B UX opuumaibHOM KaHaie: https://t.me/blacknode_research.
Ucxonnblil kog ogHo# u3 Bepcuit: https://github.com/v696973/otklik-dev-legacy.
O6cyauTh DabHEHIyI0 Cyap0y MPoeKTa MOXKHO B yaTe: https://t.me/otklik_dev

206https://t.me/camshift
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3.5.3 MeTtoabl MAIIMHHOTO 00yYeHUSI

Komanpoit Blacknode Research 6pu1 peasin3oBaH MpoeKT Mo KJIaCTepr3aluyd MUJLIH-
OHa CKPUHIIIOTOB CO CTPUMOB BeO-Kamep: https://t.me/netstalking_webcameras. [11s 6onee
MOAPOOHOTO PacCMOTPEHUsI MPOEKTa MOKHO MOCMOTpeTh https://t.me/blacknode_research
U nonpocuTh y HerctankepoB Jupiter Notebook notebook.zip. Kpome knacrepuzanuu B
HETCTAJIKMHIE €CTh MHOKECTBO MPOOJIEM, KOTOPbIE MOTYT OBITh pEIlleHbl C MTOMOIIBI0 Ma-
IIMHHOTO 0GyueHns. [l orcKa MOJOGHBIX TIPOEKTOB MOXKHO oOpaTuThes K Istitog??,

3.6 AHOHUMHbIE OBepJeiiHbIe CeTH

[Ipexne, yem nepeiTu K MOHATUIO «KOBEPJICHHBIE CETU», PACKPOEM MOHSTHUSL «TyHHE-
aupoBaHue», « VPN» 1 «pokcu» 1J1s1 ynopsJOY€HHOCTH U pa3Ae/IeHUs] TEPMUHOB.
TyHHesMpoBaHNe — B IIMPOKOM CMBICJIE 9TO YCTAaHOBKA JIOTUUECKON CBS3U MEXKY ABYMS
CETEBBIMM YCTPOMCTBAMHM (B T.Y. OKOHEYHBIE MAIlMHBI, MapIIPYTU3aTOPhI U MPOY.) IIyTEM
VHKAICYJIALNMN («BKJAAbIBAaHUA») AEWTarpaMMbl JaHHBIX OJHOIO YPOBHS CETEBOW MOJe-
mu (OSI, TCP/IP) B pefiTarpamMmy JaHHBIX JIOOOTO JPYroro ypoBHsS CETEBOW MOJENH, He
00s13aTeJIbHO B CTPOrOM HepapXU4yecKoM clieIoBaHuM Mojenu. [Ipotokosn, B AedTtarpam-
MBI KOTOPOTO BKJIA/IbIBAIOTCSI TYHHEJIbHBIE IeTarpaMMbl, Ha3bIBA€TCS TPAHCIIOPTHBIM, T.€
00eCTIeYnBaIONINi HETIOCPEICTBEHHYIO CBS3b MEKAY TOUKAMH IJIsI IEPEHOCA TYHHEbHbIX
aeiirarpamm. [IpoMekyTOUHBII IPOTOKOJ MEX Y TPAHCIIOPTOM M TOHHEJIEM, IIOAIEPKHUBA-
IOLLMI JIOTUYECKYIO CBSA3b, MOXKET Ha3bIBAThCS NPOTOKOJIOM MHKancynsauuu. [Ipumep — B
IP-nakeTsl ¢ «OepIMU» afjpecamu ceTu IHTepHeT (TpaHCHopT) BKIAABIBAIOTCS AeHTarpam-
Mbl TipoTokosia GRE (IpoTokosl MHKAICY/IsAMK), Y&Ke BHYTPU KOTOPOTO BKJIQ/IbIBAIOTCS
cHoBa IP-riakeTsl (TyHHEIBHBIN MAKET) C aJpecaMy M3 4acTHOro auanasoHa. bosee mpo-
CTOW MpuMep — TyHHeJbHBIA TTpoTokon IP/IP, rie npsivo B TpaHcnopTHbid [P nakeT, 6e3
KaKHMX-JIMOO NPOMEKYTOUYHBIX 3ar0JI0BKOB, BKJIaJbIBaeTCs TyHHEbHbIA [P-aker. Tyt Bax-
HO 3aMETHUTb, YTO TYHHEJMPOBAHUE B IIMPOKOM CMBICJIE HE MpeArnoaraeT mugpoBaHus
JaHHBIX, A TOJIBKO 00ECIIeUnBAET JJOTMIECKYIO CETEBYIO CBSI3b [TOBEPX TPAHCTIOPTHBIX CETE.
[Tpuuem, yaiie Bcero, HUUTO HE MEUIAeT YK€ YCTAHOBJEHHYIO JIOTMUECKYIO TYHHEJbHYIO
CBS3b UCIIOJIb30BATh KaK TPAHCIIOPTHYIO U1l IPYyTrOro TOHHENS, T.€. «HACJauBaTh» TOHHEb
IIOBEPX €I11€ OJHOrO TOHHEIA.

VPN - Virtual Private Network, BupTya/ipHas npuBaTHasi C€Tb. JTO HEKOTOPAss BUPTY-
aJIbHasl CE€Th, BUPTYaJbHOCTh KOTOPOH OOECreunBaeTCsl TYHHEIMPOBAHUEM, 3aKPbITas IO
OTHOIIICHUIO K TPAaHCIIOPTHOM CETH, MOBEPX KOTOPOi oHa ctpoutcs. Kak pa3 repmun VPN
yke TIpefrosaraeT mudpoBaHUe AAHHBIX AJs OOeclieueHnsl MPUBATHOCTH, 3aKPHITOCTH,
T.€. HEBO3MOXHOCTH ITPOYTEHMS BJIOKEHHBIX JaHHBIX C TOYKYU 3PEHUS TPAHCIIOPTHON CETH.
Yame Bcero nog VPN noHMMAaOT CEThb MHOTMX NTPOMEXKYTOUHBIX U OKOHEYHBIX TOYEK, IO-
CTPOEHHYIO 110 OAHOHN TEXHOJIOIUM (TYHHEJIMPOBAHM), KOTOpas UCIOJIb3YETCsl TOJIBKO IS
oOecrieyeHus CBsI3M Ha HEKOTOPOM OJHOM YPOBHE CETeBOM MOJeNu (Yaie BCero — JJist
IP-cBsa3HOCTH, pexe L2-cBA3HOCTH, CM. BUPTYasbHbli KoMMyTaTop). T.e. mo VPN xonar

207https://t.me/lstitoq
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TYHHEJIbHBIE TTAKEThI, KOTOPbIE YKe MEPEHOCST JaHHbIE TOTO ke 1 00Jiee BHICOKMX YPOBHEI.
DTO YaCTO UCTIONIB3YIOT OpraHU3aluu (1151 COeIMHEHU S ceTU 0(PUCOB/(PUINATIOB/KaMITyCOB)
u yacTHble Jimia. CTouT oTamuarth site-to-site VPN — T.e. coequHeHue moaceTei, u client-
to-site VPN, T.e. mogk/ioueHre OKOHEYHOTO TOJIb30BaTeNsA K ceT. PelieHust MOTyT ObITh
Kak OTKpeIThie u obmenoctynHsie (PptP, OpenVPN, IPSec u npouue), Tak U 3aKpbIThie
u/wnm cepTudUIMPOBaHHBIE ISl CHelMaIbHOro HazHaueHus. Hacyer mocnennero, B PO
JUIS1 3aIUTHI IEPCOHAJIbHBIX JaHHBIX IPaX/1aH JOJDKHBI UCIIONB30BAThCS pa3pabOTKH, cep-
tupunmposanibie PCh (CK3U ¢ anroputmamu I'OCT 28147-89 / TOCT P 34.12-2015).
Jlpyroe moHsTHUE, TpeOyiolee MOSICHEHUS — 3TO «HMPOKCH» (TPOKCU-cepBep, Proxy-
server). [Ipokcu (proxy - B JaHHOM cJiydae HauOojiee YMECTHBIH MEPEeBOJI - «IOCPETHUK )
— 3TO HEKOTOPOE YCTPOICTBO/CEPBEP, KOTOPBI B MOJIEIN «KJIMEHT-CEpBEP» YCTaHABIIM-
BaeTCs MocepeIMHE U CTAHOBUTCS MOCPEAHUKOM coeuHeHMs1. PazbepeM yacTHbIN ciyyaii.
KnueHt obpaiiaercs K 1eJIeBOMY pecypcy | MPHU 3TOM XOUYET BOCIOIb30BATHCS MPOKCH-
cepBepoM. COOTBETCTBEHHO, OH 00paIllaeTcsl C MPOKCU-CEPBEPY C BIOKEHHBIM 3a[IPOCOM Ha
ueneBoil pecypc. Ilpokcu-cepBep 3aMblKaeT COEIMHEHUE «KJIMEHT-IIPOKCU», U OTKPbIBAET
COEJIMHEHUE OT CBOETO UMEHM «IIPOKCU-CEpBEP» (B JAHHOM CJIy4ae caM IPOKCHU SBJISAETCS
kimeHToMm). LleneBoMy cepBepy OH ajpecyeT 3ampoc KJueHTa oT cBoero nmenu. Cepsep
OT/AeT 3anpaliMBaeMy0 HH(HOPMALMIO TPOKCH (B paMKaX COEIMHEHUs] IIPOKCU-CEPBEP» ),
a TOT B CBOIO oYepellb NepeagpecyeT 3Ty UH(POPMALIMIO KJIMEHTY (B paMKax COEJIUHEHUs
«KJIMEHT-TIPOKCH»). Takum 00pa3oM, coO CTOPOHBI cepBepa OyayT BHIHBI TOJIBKO 3alpOCHI
OT MPOKCH, NIPY 3TOM HM3HAYAIBHOIO «HACTOSIIEro» KJIMEHTa cepBep (B MIEaTbHOM CIIy-
yae) uaeHTuUIpoBath He MoxeT. CO CTOPOHBI KaHasla CBSI3U, KOTOPHI oOecrieuynBaeT
COE/IMHEHUE «KJIMEHT-TIPOKCH», TAKKE HE BUAHO (B MIEAJTBHOM Cllyyae), K KakoMy cep-
BEpy Ha camoM jelie oOparaercs kKiaueHT. KonuyecTBo coeJuHeHnii BOBMOKHO Hapariu-
BaTh, CO3/1aBasi «IPOKCU-LIETIOUKY» (proxychain), 4To ycuaMBaeT aHOHUMHOCTb COEJUHEHUS
«KJIMEHT-CEpBEp», a TaKKe 3a/JefCTBOBATh MM(pPOBaHUE BIOKEHHBIX JaHHBIX. Hambonee
9JacTO UCHOJIb3yeMble TIPOTOKOJIBI TIpoKcH 1t BeO-Tpaduka: HTTP-npokcu, SSL-npokcw,
SOCKS v4/v5. V3-3a npuCcyTCTBUS NPUHLMIA BJIOKEHHOCTH, 3TY TEXHOJOTHIO HEKOTOPbIE
OTHOCTSAT K TyHHeJIUpoBaHui0. CiielyeT OTMETUTb, YTO IPUHLIUI IPOKCU MOXKET UCTIOJIb30-
BaThCsI HE TOJIBKO JJIs1 oOecrieueHns] aHOHMMHOCTH WM 00Xoa 010KupoBoK. [IpumeneHuit
B KOMITBIOTEPHBIX ceTsAX MHOXecTBO: Hanpumep ARP-proxy, DHCP-proxy, DNS-proxy, 6a-
JIAHCWPOBKA HArpy3KH, KIMIMPOBaHUE TaHHBIX, MH(OPMAIIMOHHAST 6€30MacHOCTD U T.11.
Terepp nepeiiieM K TIOHATHIO OBePJIEeHHBIX ceTell (overlay - Hajexaias, «IoBepXHOCT-
Has»). DTo HauboJee MUPOKUIA TEPMUH U3 PACCMOTPEHHBIX Bhilie. [Toa oBepieliHol MOKHO
MOHUMATh HEKOTOPYIO JIOTUIECKYIO CeTh, padOTAIOIIYI0 MOBEPX APYIrOi; Ta Apyrasi CunTa-
eTCsl TPAaHCTIOPTHO 117151 oBepiies. [Ipoiiie roBops, 3TO CeTh, «HACIOEHHAs» Ha JPYTYIO CETh.
VPN — ciyuaii oBepiieitHo cetu. [P-cets, paboraromas nosepx Ethernet-cetu, nim nosepx
MoOO# IPyroii CeTH KaHAJIbHOTO YPOBHS — TOXe 10 CyTH CBOEl oBepJieiiHast ceTh. YacTo B
9TO MOHSATHE BKJIA/IBIBAIOT OoJiee y3Koe 3HaueHue. Toraa oBepreliHas CeTh — 3TO HEKOTO-
pasi Toruyeckas ceThb nepeaauu JaHHbIX, padoTaroias moBepx cetu IHTepHeT, HO CepBUCH
KOTOpOW (CepBEepHbIE WM paclpe/iesieHHble) HEJOCTYIHbl CPEACTBAMU TPAJAULIMOHHON ce-
™ NHTepHeT, Takumu Kak ctpykrypa [P+DNS+BGP u crek IP/TCP/HTTP(S). ITonyuuts
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JOCTYII MOKHO JIMIIb Yepe3 CrelasIbHble MPUIOKEHUS, IIPOTOKOJBI M JIOTUKY padoTsl. py-
T'MIMH CJIOBaMH, OBepJieil ucnosnb3yeT ceTb IHTepHeT cyry0o Kak TpaHCIOPT, HO JIOTUYECKU
He KaK MeCTO pa3MellleHHUs] CEpBUCOB. YacTo 3TO Mo3BOJIsAET 00eceynuTh CBOMCTBA, HE0-
crynHbele B MIHTepHETe, Takue Kak aHOHMMHOCTB Iepejauu U pasmelneHus aanHsix (Tor,
12P) u pacnpenenenHoe xpanenue ¢aiinos (P2P-cern, torrent, DC). Takke oBepsiefiHbIMU
CEeTSIMM Ha3bIBAIOT U T€, 4TO TyOIMpYIOT ceTh IHTEpHET B CTPYKTYpHOM IUIaHe, HO PadOTa0T
MOBEPX HEE C MOMOILBIO IPOTOKOJIOB TYHHEJIMPOBaHUA Tpaduka (anonet, dn4?2).

3.7 Tor

Hau6osiee NoMyiApHOii OBepeiiHOl ceThio, HecoMeHHO, ABngercs TOR?Y, YacTo eé
CBSI3BIBAIOT C KPUMHUHAJIOM, ,,BOJIIIEOHO! MATOYKOM ™ 0OecrieueHr s aHOHUMHOTO XOK/ISHHS
o cetu. Cuntaercs, uro Tor oOecreurBaeT BHICOKYIO CTETIEHD 3aLUTHI OT TAKUX IPOrPaMM
[mMoHaka, kak PRISM?2%9,

[TpuHumn padoTsl Tor XOpoIIO OMUCAH B pyHETE U Ha aHITIMHACKON BUKHU-CTAaThe, TaK-
ke HaIJIHOE ONMCAHNE MOXHO YBUJETh Ha youtube-kanane Computerphile?!?. Bkparie,
JI0 TOJKJIIOUEHHSI K OKOHEUHOMY cepBepy B MIHTepHeTe, Mbl MPOXOJUM LIETIOYKY U3 MUHU-
MYM TPEX CITy4aiiHO BHIOPaHHBIX IPOKCU-CEPBEPOB, TEM CaMbIM 0OecIieurBasi aHOHUMHOCTh
nepecelIaeMblX JaHHbIX (cM. puc. [5]). CoenuHeHusa 3ammdppoBaHbl M0 “JTyKOBUYHOMY
NPUHLIMIY TaKUM 00pa3oM, YTo:

* BXOJHOM IPOKCU-Y3€JI HE BUUT, KAKOMY OKOHEYHOMY CEpPBEPY WX BBIXOJHOMY IPOK-
CU IIPEJOCTABJIEHB! JAaHHbIE, a JIUIIb 3HAET, KAKOMY IIPOMEKYTOYHOMY IPOKCHU-Y3I1y
repeciiaTh JaHHbIE U KAKOMY KJIMEHTY BEPHYTh JaHHbBIE;

* MPOMEXYTOUHBIA MPOKCU-Y3€J HE BUIUT, OT KAKOI0 KJIMEHTA UM KAaKOMYy OKOHEY-
HOMY CepBEPY PEJOCTABJIEHB] JaHHbIE, A JIUILIb BUIUT, KAKOMY BBIXOJHOMY IIPOKCH-
y3Jly IepecyaTh JaHHbIE U KAKOMY BXOJHOMY Y3Jly BEPHYTb JAHHBIE;

* BBIXOJHOI NMPOKCHU-Y3€eJ He BUTUT, OT KAKOTO BXOJHOTO MPOKCHU-Y3J1a U KJIMEeHTA UAYT
JaHHBIE, a JIMILb 3HAET, KAKOMY OKOHEYHOMY CEpBEpy IepecilaTh AaHHBIE U KAaKOMY
MIPOMEKYTOYHOMY y3JIy BEPHYTh JaHHBIE.

YT0oO6bI OCYIIIECTBUTH OTIIPABKY COOOIIEHH IO BblllieonucanHoi ienouke TCP-coeauneHuii
B cetu Tor (mogpodHee npo TCP u 3anpet ucnonbs3zopanuss UDP B Tor OyayT onucaHsl B
CJIeIYIOIIUX IJ1aBaX), Kax/blil y3eJ reHepupyeT CBOIO Mapy OTKPBITHIA/3aKPBIThIA xtoy?!!
Y 3HAET BCE OTKPBITHIE KJIIOUM OCTAJIBbHBIX Y3JIOB B liend. [Ipumep mociaeaoBaTeIbHOCTH
COOOIIEHMIA B TAKO#1 1eTH OT TMoJb30BaTelist S 10 cepBepa R mokasan Ha pucyHke [5], roe
OS — BxojHoIi y3ei B ceTh Tor, OR — BBIXOJHO# y3€eJI, m — COOOIICHHE.

208https://ru.wikipedia.org/wiki/Tor

209 ttps://ru.wikipedia.org/wiki/PRISM_(mporpamma pa3BeiKi)
210https://www.youtube.com/watch?v=QRY zre4bf71&vl=tr

21y wikipedia.org/wiki/K punrocucteMa_c_OTKPHITHIM_KJIIOUOM
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[Tpenmosoxum, 4To BeIOpaHHBINA MyTh OoTHpaBku coodmenns — OS; O1; 02; OR,
Torga cooduieHue, ornpasisemoe 1o O1, 3ammdpoBaHo cieayomumM o0pa3oMm:
message,o01 = {01,{02,{OR,{R,m} px } pko» } pkoy }» T-€. 3aTONOBOK, MAeHTUDUIMPYIO-
Ui MpeAnosaraeMoro nNpoMeKyToyHoro noiaydarens Ol u nonesHylo Harpysky 3ammdg-
poBaHHbIA OTKpHITBIM KmoyoM Ol. Tak kak mbl oxkupgaeM, yto Tosbko Ol 3Haer cBoi
COOCTBEHHBII CEKPETHBIH K04, TO O1 MOXET OYMCTHUThH TOJBKO BHEIIHHIA CJIOi 3TOTO CO-
craBHoro coodnienus1. CnenoBatenbHo, O1 nonyyaet coodiieHue
message,o02 = {02,{OR,{R,m} pi,p } pk,, } ¥ Y3HAET, 4TO 3TO COOOUIECHHE JTOIKHO OBITH
nepeaano Ha Mapiuipytuzatop O2. Ananornuno O2 u OR cHUMaIOT c1oii ¢ “nyka” v, Hako-
Hell, OR 3HaeT, 4To OH JOJIKEH OTIIPABUTH COOOIIIEHNE M CBOEMY IoJIb3oBaTeso R.
[MpuurHa, O KOTOPOH 3TOT MPOTOKOJ YCTAHABIMBAECT KOH(PHUIECHIUATLHOCTh COOOIIECHHS
OTIIPABUTEJIS U TIOTyYaTeIsl, 3aKTI0YAETCS B TOM, YTO COOOIIEHHU S, TOKUIAIONIHE y3e, He
MOTYT OBITh CBSI3aHBI C COOOIIIEHUEM, KOTOPbIE MOCTYIMIIM B IPYyroil y3ea. DTa HeCBsI3aH-
HOCTh BXO[SIIUX M UCXOASIIUX COOOIIEHUI TpeOyeT, YTOObI 3JI0YMBIIIJICHHUK HE CMOT
OTCJIeOUTH ToJb30BaTeNei S 1 R, mpocTo mogoOpaB OTKPHITHE KITIOYM BCEX MapIIpyTH3a-
TopoB B 1ienu. [ToaTromy Ham TpeOyeTcs paHAOMU3UPOBaHHOE MIM(PPOBAHUE, UTO O3HAYALT,
YTO OIHO M TO X€ COOOIeHHe 3ammr(pPOBAHHBI OHIM U TeM K€ KJIIOUOM KaKIblid pa3
BBIJIAET Jpyroe 3ammgpoBaHHOE COOOIeHHe. ITO MOXET OBITh IMOMYYEeHO, Halpumep, C
HIOMOILIBI0 100aBjeHus “coni’ B coodmenne” 2.

KoHkpeTHble anropuTmbl mudpoBaHus, TpPUMEHsIeMble ISl OTIpaBKku coodmienuit B Tor,
OIKCaHbI B ceayouiei cnenudukaimu:
https://gitweb.torproject.org/torspec.git/tree/tor-spec.txt.

Bonee moapoOHy0 MHMOpMAIHIO 00 YCTPONWCTBE aHOHUMHBIX OBEpJICHHBIX CETEil MOXKHO
HaWTH Ha caire:
https://www.freehaven.net/anonbib/topic.html#Anonymous_20communication

ITomumo 3Toro, cetp Tor Takxe oOeCeUYMBAET AHOHUMHOCTD HE TOJBKO KJIMEHTOB, HO U
cepBepoB — cpeacTBamu T.H. “tor hidden services”?!3. “Hidden services” no3poiuser mnoa-
KJII0YAThCS K CEPBEpPAM HE MO MX IOMEHHBIM MMeHaM B VHTepHeTe (ciemoBaresibHO, MO
[P-agpecam), a uckmountesabHo yepe3 cetb TOR mo momeHHbIM MMeHaM .onion (OBIBAIOT
16-Tr3HaUHBIE U OOJIee HOBBIE — SO-3HAYHBIE, OTIMYAIOTCS BO3MOKHOCTSIMHU OTCJICKUBAHUS
a/IpecoB), CKpbIBasi IPH 3TOM HACTOSAIIMH agpec cepBepa. B ocHOBe aaroputma noucka Jgo-
MEHHBIX MMEH .0nion sIBJISIOTCS TAK Ha3bIBAEMBIE PAH/IEBY-Y3/Ibl> 4. AHOHUMHOCTb KJIMEHTa
IIPY 3TOM HE HapylIaeTcs, a caM CEPBUC 3a4aCTYIO (€CJIM TOTrO HE MOXeasl aIMAHUCTPATOP)
u3 oosruHoro MutepHera HenoctyneH. [Ipoine roeops, caiitel B Tope 30BYTCS CKPBITHI-
MU cepBrcaMu’ >, Takum 06pa3om, ycioBHO Tor MOKHO pa3/IeTiTh Ha 2 THIIA MOJTb30BAHNS
—3T0 BbIX0[ B ceTh MIHTepHeT uepe3 Tor u noakmoyenue k hidden services BHyTpu cetu Tor.

Haubonee npocToii criocod Beixosa B ceTh Tor — ucnosib3oBanue Tor-browser. Bepcuun

212py wikipedia.org/wiki/Conb_(kpurnrrorpacust)

2B3https://www.youtube.com/watch?v=IVcbq_aSN9I
2l4en. wikipedia.org/wiki/Rendezvous_protocol
23https://2019.www.torproject.org/docs/onion-services.html.en
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ectb nog MHOxecTBO OC — Windows, Linux, Androd. Tor-browser — o cyTs MOJIepHU3H-
poBanHblii Firefox ¢ muarmnamu, Takumu Kak torbutton, noscript u https-everywhere.

Cy1iecTBYy10T aJIbTEpHATUBHBIE SKCIIEPUMEHTAJIBHBIE IIPOEKTHI, IOCTPOEHHBIE 10 aHa-
normu ¢ ceTwio Tor, onuH U3 Takux npoekToB — HORNET?!6. Ero ormrunrtensnas oco-
OEHHOCTh B TOM, YTO OH IO3BOJISIET YCKOPUTH NMPOXOKAEHUs TpaduKa depes y3ei 10 93
Gbit/s.

Nutepdeiic Tor-browser.

JocTatouHo 3amycTuTh Opay3ep — 1 Bbl B ceTu Tor. YToOBI IPOBEPUTH, UTO BCE B MOPSJIKE U
Opay3ep HaCTPOEH MPaBUIbHO, €CTh COOCTBEHHBIH CIeIIMaIbHBIN cepBUC check.torproject.org.
Yrto0OH emre 6osbIie yOeJuThesl, MOKETe IIPOBEPUTH CBOH ,,BUIMMBIN * [P 110 pa3HbIM 1pyrum
cepBUcaM MpoBepku aapeca: 2ip.ru, Anaexc.Murepueromerp, ifconfig.co, whoer.net.

Tak e CTOMT YyCTaHOBUTh MaKCUMaJlbHble HACTPOMKH O€30MacCHOCTH, OTKJIIOUYHTD javascript
WJIY XK€ BKJIIOYATH jS TOJIBKO Ha JJOBEPEHHBIX CaliTax, He OTKpbIBaTh Tor Opay3ep Ha MOTHbIN
9KpaH, TaK Kak 10 apaMeTpam OTKPBITOrO OKHA, YPOBHIO 3apsijia aKKyMYJIsITOpa B HOyTOY-
ke (ecm paboraer HTMLS5) u npyrum HacTpolikam 6pay3epa MOKHO JeaHOHUMHU3UPOBATh
NOJIb30BATeNIsl ¢ OOJIBIION BEPOATHOCTHIO. Takasi TEXHUKA JIeaHOHUMHU3AIMK U3BECTHA O]
Ha3BaHUEM (PUHI'€PIIPUHTUHT .

HebosbIasi naMsTKa Mo CoOXpaHeHUI0 aHOHUMHOCTH B ceTu Tor:

* He ycranaBnuBath B Tor Opay3ep pacuvpeHusl.

* He otkimouats gonosHenue NoScript.

* Yacto OOHOBIATH LIETIOUKY HOMOB.

» He oTkpbiBaTh Opay3ep Tor Ha Bech 9KpaH.

* He pa6orats ¢ 6pay3epom Tor ¢ aIMUH ITpaBaMH.

* Hukorga He 3aXOAUTh UCTOJb3Y s CBOM JIOTWH U MAPOJIb HA CBOIO INIABHYIO MTOYTY WJIU
CBOM peaJibHble aKKAYHThI COIIMAJIbHBIX CETel, B KOTOPBIX UMeeTCs Kakasi-Ta uHgop-
Malys O BaCc WM KOTOPBIE KaK-TO CBS3aHBI C BAIlIMMU HACTOSIIVAMM AKKAayHTAMHU.
Nckmovenne tonbko ¢opmbl aBropuzanuu Onion caiitoB u ¢opymoB. I KoHEUHO
JUIA TAKMX CAUTOB KEJIATEJbHO KUCIIONIb30BaTh OTACIIbHBIA OYTOBBIA AILMK, KOTOPBIA
TaKke He CBfA3aH C Bamed Hactosued nmovroi. [IpyyeM moyToBblid AIMK ClEqyeT
MOJHUMATH B ceTu Tor uiu XoTs OBl KCIIONB30BaTh https://protonmail.com/.

* Bce ckauenHsble (aiinbl poBepsiiTe Ha BUpychl. Hanpumep, 111 3TOro MOXHO MC-
noJib30Bath https://www.virustotal.com/

» CBoeBpeMeHHO OOHOBIIATH Opaysep Tor.

216https://habr.com/ru/post/356818/
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+ He ycTaHaBIMBaTh NPOTEKAIONIYIO Kaluy Ha CBOii onion-caiir?!”.,
BOuB B azipecHyIo CTPOKY azipec .onion pecypca, Bbl nornajaaete Ha hidden service. Cnenyer
OTMETHUTb, YTO HUCTONb30BaHue Tor He oOecneunBaeT aOCOMOTHYIO aHOHMMHOCTb. Boree
TIOIPOGHBIIA Taii/i MOKHO HaiiTH Ha Xabpaxalpe, Iyie OMyOIMKOBATH MepeBon’'® crmcka

COBETOB O IIOBEACHHUHU B TOpC.

[Tomumo npoyero, B ceTb Tor 1Mo CyTH MOXHO BBIMTU HE TOJBKO C IOMOIIbIO CTIeIU-
anpHOTO Opay3epa. Cam Opay3ep oopamaetcs kK SOCKSS-npokcH, «IogHITOM» Ha JTTTOIK-
cokete 127.0.0.1:9150 (uHorma moxet ObiTh 127.0.0.1:9050). ITogarMaeTCst STOT MPOKCH B
TOT MOMEHT, KOTJIa 3aIycKaeTcsi Opay3ep, ¥ MpojiojiKaeT padoTaTh, IIOKa OH OTKPHIT. DTOT
nokaypHblii SOCKSS5-npokcn — U1 ecTh cama BXojHas Touka B Tor, 3a KOTOpPO# yke UaeT
MporpaMMHasi MPOUIMBKA JIJ1s MoK MoYeHus K ceTu. Ha Linux-MaimHax BO3MOXHO yCTaHO-
BuTH Tor 6e3 crienmanm3upoBaHHOTO Opay3epa oTaebHO. Tak kak mogHumaercss SOCKSS-
MpoKcH Ha JokambHOM cokeTe 127.0.0.1:9150, a cinemoBaTeIbHO, MOXHO TTPOKCHPOBATH HA
Hero Jo0ble MPOTOKOJIBI, KJIMEHTHI KOTOpbIX noanepxuaioT SOCKSS. B pesynbrare uepes
ceTh Tor MOXHO NOAKJIIOUAThCA K BHeIHUM win hidden service cepeepam no ssh, telnet,
ftp, gopher u npounMm nportokonam. HyXHO TOMBKO yKa3aTh KJIMEHTCKOMY MPUJIOKEHUIO
SOCKS5-proxy ¢ IP-agpecom 127.0.0.1 u moptom 9150 nipu 3amymenHom Opay3sepe. U BbI
MoOXkeTe TIOAKIOYUThLC s, Haripumep, K FTP 6osee-menee anHornMHoO, 6o 3aiiTk Ha hidden
service He ToybKo 110 HTTP(S).

[Tpumep anpTepHaTMBHOrO noax/ovyeHud K hidden service — noxkimouenue k BBS,
pasMeleHHbIM Ha Ha HEM. EcThb Takke copT, MO3BOISAIOMINI 3aIPOKCUPOBATh KaKUe-TO0
CeTeBble POrpaMMbl BHE 3aBUCMMOCTH OT TOTO, IPEJyCMOTPEHO JI 3TO U3HauyaibHO. Ha-
IpUMep, HEKOTOPbIE M0JIb30BATEJIN UCIIOIB3YIOT onioncat A1 MOJKII0UYEeHHUs K TOPPEHTaM B
KJMpHeTe yepe3 Tor, oiHaKo He cliejlyeT UCIOoNb30BaTh JaHHbI criocod ¢ uTorrent, KOTO-
PbIii 3aMCHIBAET Balll HACTOSINMIL ip B TakeTe, KOTOpblii nepeckliaetcs yepe3 Tor. [Touemy
UCTIONIb30BaHUEe TOPPEHTOB uepes Tor sBiseTcs mIoXoi uaeei nogpodHee ONMCaHo Ha STON
ctpanuiie:https://blog.torproject.org/bittorrent-over-tor-isnt-good-idea.

Taxske Ha Linux ecTs cienuanmusupoBanHbIii torsocks?'® — uM noBonbHO y106HO Mpobpa-
chiBath telnet umm ssh. s 6onee obriero moib3oBanuss — proxychains.

3.7.1 Hasuranusa B Tor

JLJ1sl OoCeeHnsT «CKPBITHIX CEPBUCOB» B NIEPBYI0 OUYEpe/Ib UCTIONB3YIOTCS KaTaJloru
— npuBeT U3 npouuioro MHTepHeTa 10 3pbl MOMCKOBUKOB, TaK KaK MOMCKOBHUKM 1O Tor
paboTaloT He OYEHb XOPOIIO U3-32 TEXHUIECKUX OrPaHIMYESHH.

21Thttps://habr.com/ru/post/235841/
218https://habr.com/ru/post/329756/
21%https://github.com/dgoulet/torsocks
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[Tonynsapubiii ipuMep KaTanora B IHTepHETe eCTh Ha BUKUIEAWH, HO CYIIECTBYIOT
oHu 1 Ha camux hidden service, 4To mpeJcTaBIIsIeT OOBIYHO OOJIBININIT UHTEPEC.
W3 UHCTPYMEHTOB MOKHO OTMETHUTD:

* TlouckoBuku (Google, Yandex, Duckduckgo). CyniecTByeT MHOTO KaTajaoroB M yIo-
MHUHAHHI THTEPECHBIX CKPBITOCEPBUCOB B 00bIYHOM MIHTEpHeTe, K ipumMepy, B Reddit
Y YaCTHBIX OJorax;

* Daniel’s Hosting??" — GecriaTHbIil XOCTHHT CKPHITOCEPBUCOB C MepeuHeM GOTbIIIH-
CTBa pa3MeIEHHBIX PECYPCOB, MOUTOMN M YaTOM. Heak TMBHBIE CaliThl BHIYMILAIOTCS pa3
B MECHLL;

o DeepLink221 — MHAEKC .0onion cCchUIoK. I103BOJIAET UCKATh .0NioN CCBUIKU II0 YaCTHU
JIOMEHHOT'O UMEHH, 3ar0JI0BKY, ONIMCAHUIO;

* DeepLink Random??? — reHeparop ciydaifHbIX .onion UMeH (paHzoMaii3ep);

* Hyperion??* — kapra hidden service. iMeHa npejicTaB/ieHbl He TIOTHOCTBIO. JJocTa-

pauMBaTh UX MOKHO, BOCTIOJIb30BABIINTh MHCTPYMEHTOM U3 I1. 2 BhIIIIE, WM POOUBast

110 OOBIYHBIM TTOMCKOBHUKAM;

* Fresh Onions*?* — kpaysep u KaTaJor HOBbIX cepBrcoB. CoGMpaeT u mpoBepsieT
HOBBIE CCBUIKM KaK Ha CaMHUX .onion-caifTax, Tak ¥ HA MHOXECTBE JIPyTMX UCTOYHU-
KOB: pastebin, reddit, mouckoBuku B Top, OecruiaTHbIe XOCTUHTU CKPBITOCEPBHUCOB,
CTOPOHHME KaTaJIory;

¢ UnderDir*® — KaTaJOTU3UPOBAHHBIE CAUTHI Pa3/ICJICHBI IO KATETOPUSAM, B TOM YHUCIIE
IO SA3bIKY; TOMMEHYI OCTABIIMECS CChUIKHU 3[E€Ch TOr/A. KK

* Tor2Web??® — reiit u3 MHTepHeTa Ha BHyTpeHHHe cepBrch Tor. Kak mosb3oBathes
HaNMcaHo Ha caMoM caiite. EcTb 1 Jpyrue nonoOHble TeiThl;

« TORCH??»” — TTouckosuk 1o Tor’y;
e TorLinks?2® — karajor cchuIoK:

* The Hidden Wiki?%® — kartaJior cchUIoK;

220https://danwin1210.me/
22Ihttp://deeplinkdeatbml7.onion/index.php
222http://deeplinkdeatbml7.onion/random.php
223https://www.hyperiongray.com/dark-web-map/
224https://www.freshonions.net/
223http://underdjSziov3ic7.onion/
226https://www.tor2web.org/
22Thttp://xmh57jrzrnw6insl.onion/
228http://torlinkbgs6aabns.onion/
229http://zqktlwidfecvobri.onion/wiki/index.php/Main_Page

39


https://danwin1210.me/
http://deeplinkdeatbml7.onion/index.php
http://deeplinkdeatbml7.onion/random.php
https://www.hyperiongray.com/dark-web-map/
https://www.freshonions.net/
http://underdj5ziov3ic7.onion/
https://www.tor2web.org/
http://xmh57jrzrnw6insl.onion/
http://torlinkbgs6aabns.onion/
http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page

* Abikogail>** — nouckosuxk o Tor.

¢ Lookonion?3!

VMHTEPHETA.

— mouck no ymomuanuio B Tor-Opay3epe, TOCTYIHBIN U3 OOBIYHOTO

e ahmia.fi%3? — nouckosuk 1o Tor.

3

« toronline.pw?** — nouckosuk o Tor.

. Tor—YaCy234 — YaCy, neneHTpaJiM30BaHHAs TOUCKOBas MallvHa, padoTamoIias B
paMKax oqHOpaHroBoii cetu. [TompoOHsIe raitnsl o nogHsTuio cepepa YaCy mist vuH-
JEKcaliy .onion MOXHO HailTH Ha BUKMU: http://wiki.yacy.net/index.php/En: YaCy-Tor.

 OnionTube?3 — ananor YouTube B napkHeTe. ECTh pa3imuHble skaHpbl BUI€0, TIOUCK,
nocjieiHee M TMOMyJsipHble KaHaibl. MOXHO 3arpy3uTh 4TO-TO CBOE, JUOO YTO-TO
CKauaTh (AJisI 9TOro HeOOXOANMA PEruCTpaIus).

* http://j7zbybfl5Sho2rta3.onion — RetroBBS ¢ nonynsipHeiMu B Hallie BpeMsi 00Cyk/ie-
HUSMM JIMHYKCA, XaKUHTa, 12p U T.I., ¥ 4yTh MEeHee MOMy/IspHbIM uHTepdeticom. 1o
CYTH 3/IeCh pa3BepHyTO ABa Oe3omacHbix y3ina: rocksolid u dove-net. O0cyxaeHne
camux y3710B Takxe BHyTpu BBS. Ccbutka B kimpHete http://rocksolidbbs.com/.

Takske CyIIeCTBYIOT pa3JIM4Hble HHIEKCATOPHI .0nion:
https://github.com/iomintz/onion-service-index

http://zlaehcuajft45pvy.onion

http://jld3zkuo4b5mbios.onion/

Kpowme Tpaaunmonssix http-onion ccbulok, cymectByoT emé Gopher nogkmouenus. Un-
CTPYKIIUS TIO UCCJIEJJIOBAHUIO STOTO SIBJIEHUS MOKHO IMPOYUTATH MO STON CChUIKE:
https://gopherproxy.meulie.net/bitreich.org/1/onion

[Tpumepsl gopher-cchliok:

gopher://hgbvgqziawt5s4dj.onion

gopher://par7qdjbxvve57ts.onion/
gopher://xopo4w4zpyw2u43n.onion/1/darknet-access/

3.7.2 Ckanuposanue Tor

CkanupoBanue noptoB hidden-service — HeTpuBHasbHas 3a1a4a. «HatpaButh» nmap
¢ oMoILbIo torsocks miM proxychains Ha .onion-XocT ¢ XoAy He nonyyvaercs. s naHHon
3aJa4d y nmap ecTb MHCTPYKLMH (pa3), HO TyT BCE JAOBOJBHO HEMPOCTO B peaU3allyiu, 1

230https://abikogailmonxlzl.onion.casa/
Zhttp://lookonion.com/
232https://ahmia.fi/search/
233https://toronline.pw
Z34http://63pxTzirpd7npu3;j.onion
ZShttp://tubef7zilcjhme2g.onion
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MOXOKe, He BO BCeX clydasx pabotocnocoOHo. Bonee ynobHoe perieHre ecth Ha github —
hsportscanner?3®. Kparko o noJs30BaHuu:

1. CkaumuBaeTe CKpUNT C git

2. Tlpu HEOOXOOUMOCTH B INTABHOM CKpHITEe hsportscanner.py MoxeTe OMEHSATh aJipec
u nopt Tor-npokcu:
TOR_SOCKS_IP_ADDRESS = “127.0.0.1”
TOR_SOCKS_PORT =9150

3. 3amyckaercs CJIeqyIlUM CUHTAKCUCOM:
./hsportscanner.py -h [.onion-azpec] -p [Homepa nopToB B (popmaTe nmap]
Hanpumep:
$ ./hsportscanner.py -h gnosisbbs43ppu7h.onion -p 23

JIpyrum uncTpyMeHToM sinsercs docker-onion-nmap?®’ — docker-konTeiinep, B Ko-
TOopoM cobpan nmap+dnsmasq-+tor+proxychains. Micrionp3oBanue kpaitHe mpocroe, 10CTa-
TOYHO ycTaHOBUTH docker. Bam HykHO yka3aTh MOPTHI B (hopMaTe nmap u .onion-ajapec:
$ docker run —rm -it milesrichardson/onion-nmap -p 80,443
facebookcorewwwi.onion

PORT STATE SERVICE
80/tcp open http
443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 3.58 seconds

Boliee CJIOKHBI HHCTPYMEHT — onionscan?>8. OH jiejlaeT KOMIUIEKCHOE CKaHHPOBa-
Hue hidden service cepBepa — poBepsieT HEKOTOPbIE MOMYJISIPHbIE TTOPTHI Ha JIOCTYITHOCTD,
UIIET YTeUYKH MH(pOpMAIMU B BeO-IUPEKTOPHSX, TpadouT daiibl u npouee. [TonHbId criu-
COK BO3MOKHOCTE# ecTh TyT>>°. JI/Ifl 3amycka Hy’KHO YCTAHOBUTD A3bIK GO, MHCTPYKIIMA 1O
MOJIb30BAHUIO €CTh Ha cTpanuile github. OmaTe ke, momkeH ObITh 3anyieH Tor, U, ckopee
BCETO, MPHUJIETCS YKa3aTh COKET MPOKCH CaMOCTOATEIbHO. B UTOTre MojTHast KOMaHAa MOXET
MMETD BUI:
$ ./onionscan —verbose —torProxyAddress 127.0.0.1:9150 .onion —

Cospanme y37108 cetu: Tor Relay 3a math munyT>40

236https://github.com/ivanpustogarov/hsportscanner
23Thttps://github.com/milesrichardson/docker-onion-nmap
238http://www.automatingosint.com/blog/2016/07/dark-web-osint-with-python-and-onionscan-part-one/
23%https://github.com/s-rah/onionscan/blob/master/doc/correlation-lab.md

240habr.com/ru/post/228971/
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3.7.3 INoauarue Tor hidden service

Tor Mo3BoJIAET NOIB30BATEIIAM U y3JIaM CO3JaBaTh .0nion cChIIKU. To ecTh BB MOXETE
OTKpBITh BeO-cepBep, SSH-cepsep u T. 4. ansa ceru Tor, He packpwiBas cBoii IP-ampec.
[TockosbKy BBl HE UCTIOJIb3YETE MyOIMYHBINA ajpec, Bbl MOXKETE 3aIlyCTUTh CJIyk0y onion 3a
Opanamayspowm. lllaru nogHATHSA Onion caiira:

1. 3anycrure Tor.

2. YcraHoBute BeO-cepBep. Hampumep, MOXHO BOCIONB30BaThesl nginx wim lighttpd
(apache BpsiJ v IPUTOAEH 111 AHOHUMHOCTH).
[TpumepHbili HAOOp KOMaH[ i1 HACTPOMKU BeO-cepBepa:
(sudo apt-get install nginx)
B /etc/nginx/nginx.conf moMeHsTh clieAylomue 3HaueHuUsI:
http {

# He peJOCTaB/IsIeEM BEPCUIO UCTIONB3YeEMOro codra
server_tokens off;

# OTKJII0YaeM BeJJEHUE JIOTOB

#access_log /var/log/nginx/access.log;

#error_log /var/log/nginx/error.log;

error_log /dev/null crit;

Hanee co3naém aiia HOBOro BUPTYyaJIXoCTa.
Bxumrogyaewm ero.

3. BBenute HacTpoOiiku B torrc u nepe3amnycture Tor. [1yist 3TOro BBeAUTE B /etc/tor/torrc:
HiddenServiceDir /var/lib/tor/yoursitel # kamanoz co30aémcs agmomamuuecku
HiddenServicePort 80 127.0.0.1:80
[lepBasi cTpouka B KOH(Ure yKa3bplBaeT MyTh K 3aKPHITOMY KJIIOUY, KOTOPBII cO3/1a-
€rcs aBTomMaTuiecku Tor’om mpu mepBOM 3aIlycKe mocJie MoarduKaum KoHdura u
UTpaeT pojib Onion-JA0MeHa.
$ sudo s /var/lib/tor/yoursitel
hostname private_key
daiin hostname conepxuT agpec JOMeHa CreHEPHPOBAHHOTO Ha Oa3e Xelna KJoJa
private_key, KOTOpHIii B CBOIO OYepe/ib CTeHEPUPOBAJICS CIIyYailiHBIM 00pa3oM Ipu
MIEPBOM 3aIlyCKe.

Vnanenune/mogudukanus caitna hostname He BIeYET HUKAKUX MOCJIENCTBUH, NpU
cieayoileM rnepe3amnycke Tor oH BHOBb CO3AaETCsl HA OCHOBE KJIIOYa. DTO CKopee
(paiin-noxckaska s Bac.
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A BoT Kkmou private_key Heo6xoaumo nepxatb B cekpere. [lo Tex mop rnoka Bbl sB-
JIsleTeCh €JMHCTBEHHBIM BJIaJIe/IblieM 3TOro (haiiyia - Balll JOMEH HUKTO U HUKOI/1a He
YKpazer.

Bropas ctpouka HiddenServicePort 80 127.0.0.1:80 3anaét kakoii mopt OymeT y
onion-pecypca 1 Kako# ajpec u nopt 6yaem ¢opapauTth Ha Hero. Hanpumep, 6epém
aapec/mopt 127.0.0.1:80 u popBapaum ero Ha *.onion:80.

Ecii caiiToB HECKOJIBKO, TO HY>KHO ITPOMMCATh €1IE OJHY Napy CTPOYEK, KOTOpbie Oy-
IyT COOTBETCTBOBaTh caiiTy Ha BeO-cepeBepe. Kak crenepupoBath Oosiee 3alluIleH-
HBII1 56-TU3HAYHBIN Onion ajipec MOXKHO NPOYUTATh B O(PULIMAIbHON JOKYMEHTALINN:
https://2019.www.torproject.org/docs/tor-onion-service.html.en#four Tak:xe HecMOT-
ps Ha TO, YTO ajpeca reHepUpYITCS CIIyYailHBIM 00pa3oM, UX MOXKHO TOIOUPATh.
[ToxpoOHee 06 9TOM HAIMCAHO B CTaThE:
https://cryptopunks.org/article/generate+custom+onion+address/.

3.7.4 MecceHmxepbl

Tor-Opay3ep He SABISIETCS YHUBEPCAJIbHBIM PELIEHHEM BCEX 3a/1ay, CBSI3aHHBIX C
nepeaayeid UH(OPMAIMK, MOITOMY ISl YCWJICHUsI YCTOMUMBOCTH MM(POBAHUS U Y100-
CTBa padOTHl ¢ KOHKPETHHIMHU MPUJIOKEHUSIMHI UCTIONB3YIOTCS CIEIMaIU3UPOBAaHHBIE TTPO-
TOKOJIbl TIOBEPX JIYKOBUYHOI MapuipyTusauuu. i nepenrcok MCMob3yeTcsl MPOTOKOI
bitmessage, peanu3oBaHHbIi B npuoxennn PyBitmessage?*!. Campiv GimxkaiinmaM ana-
joroM BitMessage B IpUBBIYHOM MHOTMM MHTEPHET MUpPE SABJIAETCS JIEKTPOHHAs IOYTA.
[maBHOE OTJIMUKE OT CYIIECTBYIOIIMX MECCEH)KEPOB B TOM, UTO Y HEIO OTCYTCTBYET LIEH-
TpaJIbHBIIA CepBep, COODLIEHNs NTepealTCs Mo p2p-ceT bitmessage?*?. AHAIOrom Takoro
TIO/IXO0/Ia MOJKHO Ha3BaTh poToKos Tox. Cy/s 1Mo oIbITY HCHIONIb30BaHus, bitmessage pado-
TaeT cTabuibHee, HO HECMOTPSI Ha 3TO pPellieHHs IelEeHTPaTM30BaHHBIX MECCEH IKEPOB BCE
emnié TpedyIoT 3HAUMTENbHON JOpabOTKH, OITOMY 7151 O0jiee CTAaOUIBHOTO COSJUHEHUS U
IIPUBATHOCTHU UCIIOJIL3YIOT IIPOBEPEHHBIN BpeMeHeM npoTokon XMPP, npyroe nasBanue —
jabber. Hactpoiika onion-jabber cepepa aHajoruyHa NogHATHIO .0nion caiTa:
https://cryptopunks.org/article/jabber_over_tor_on_raspberrypi/.

It moAKmoveHus: yepe3 cMapTdOH MOXHO UCIOJb30BaTh NpuiiokeHus: Tor messenger,
6o monynsipHbId Xxmpp-kiaueHT Conversations. MIHCTPYKIIMIO MOXXHO HaWTH Ha caiite
https://creep.im/xmpp_tor/

3.7.5 danio000MeH

N3-3a orcyrcTBusa BecrpoeHHoro UDP B Tor 3aTpyIHUTENBHO MCIIOIB30BATh TPOTOKOJI
BitTorrent, Kademlia u mpyrue criocoGsl mist GbICTpoil niepeaun (aitioB B p2p-ceTsax>+.
BwMmecTo 3TOro ncnosbp3yoTcst onion-cepBUCHL, KOTOPBIE BHIIIOIHAIOT POJib (paiiJIOBOrO XpaHu-

241 https://github.com/Bitmessage/PyBitmessage
242https://bitmessage.org/bitmessage.pdf
243 A Survey on Distributed Hash Table (DHT): Theory, Platforms, and Applications
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numa. TTo Takomy e npuHImIy padortaet OnionShare?**, mo3posiomas 6e30macHo 1 aHo-

HVIMHO Tlepe/IaBaTh M IMOJyvaTh (Paiiiibl, a TAKKE OPraHu30BaTh padoTy MyOJIMYHOTO CepBHCa
1uisi oOmMeHa (paitnamu. B mpuHimne, BO3MOXHO peaqru30BaTh ObICTPHIi (haiiio0OMeH 1o aHa-
noruu ¢ DC++ B cetu Tor, onHa U3 Takux nonsITok: https://ru.wikipedia.org/wiki/WASTE.
[Tpoext 3akpwiT 14 suBaps 2004 roga. Hagerock, B Oyayiem moyduTcst pa3padoTaTh Mpo-
rpaMMmy, penusyiomas BapuaHT rpotokona Kademlia B cetu Tor, 151 TOro MOXHO UCTIOJNb-
30Bath OpenKAD?*

3.7.6 W urepHet-aeredabl u3 Tor

B uvHTepHETEe MOXHO HAalWTH MHOXECTBO CTaTeil M BUAEOPOJMKOB, NEpecKa3blBalo-
IMX MU(BI U JIET€H/Ibl OTHOCUTEJIBHO cofiepkanus “‘JlapkHeTa”. ABTOpBI 9TUX MaTEpPUAJIOB
IBITAIOTCS MPEBPATUTH €T0 B KJIAJ0BYIO CAKPAJIbHBIX 3HAHUH C IOCTYIIOM K JI0OBIM 3ampe-
IIEHHBIM TOBapam M yciyram. Ha nene ske OOJbIIMHCTBO 9K30TUYECKUX NPEJIOKEHUN —
MPOCTO Pa3HOBUAHOCTH MOIIEHHUYECTBA C TIeJIbI0 3apa0doTaTh Ha JOBEPUYMBHIX JIOISIX.
Krnaccrmuecknumu npuMepamu Takoro ooMaHa MOXKHO Ha3BaTh “‘pepyMbl’, TOPTOBIIS JTIOb-
MU, nipojaxa xakepckoro [10, koTopoe cocoOHO ycTaHaBIMBaTh radmin, OTIIPABUB TOJIO-
CoBOe COOOIIEHNE B MECCEHKEepE, TOProBJIs MNAaCIopTaMH, OAaHKOBCKUE KApPThl C OAJTAHCOM.
3aiiT¥ Ha TaKUe CalThl MOKHO IO CChUIKAM:

1. http://redroomfing27toi.onion/
2. http://zxjfjmSiinmgezyj.onion/
3. http://xhackergnluw32xz.onion/

OpnHako B cetu Tor MOXXHO HaifTH HAacTOSAIME MaTepuassl C MpecTymieHussmMu. Hanpumep,
Doll Maker, Daisy Destruction, Ha OAHOM U3 3TUX BUAEO N300paxeHa MyUUTeIbHAS CMEPTh
miazieHna. K cuacThio, aBTOPOB TaKOTO KOHTEHTA CMOIIH JeaHOMHU3HPOBATh 40

[Mpomaxa 3ampenieHHbIX BEIIECTB, OPYXHUs TaKke SBJISETCS MpoOJIeMOi, KOTOPYIO HC-
HOJIL3YIOT ISl OOOCHOBAaHMSI CO3JaHUSI HOBBIX OTPaHWYEHHM M KOHTpons VHTepHeTa co
CTOPOHBI rocyaapcTBa. B cBs3u ¢ 3TuM (popMUPYIOTCS BOSHHBIE OpraHMU3alliy, Hay4yHO-
TIPOU3BOICTBEHHbIE 0ObeIMHeHnA>"’ ¢ 1eNblo HamMCaHus codTa i OCYLIeCTBIEHUS aTa-
KM Ha aHOHMMHBIE CETH.

Ha nene e OGOJNBIIMHCTBO BelIel MPOMCXOASAIUX B ceTh Tor 3T0 0ObIuHbIN cepgUHT, HC-
0JIb30BAaHNE TEXHOJIOTHH JIsI 3alUTHl IPUBATHOCTU CBOMX AAHHBIX M CBOOO/IBI CJIOBA.

3.8 I2P

I2P — anoHumHas oBepieiiHas cetb. OT Tor oTIMYaeTCsA TEXHMUSCKUMU OCOOCH-
HOCTSIMM M T€M, YTO B OCHOBHOM HCHOJb3YeTCsl HE AJisi aHOHMMH3AIllUM BbIXO/A B CEThb

24 https://onionshare.org/
243https://github.com/CCOrg/OpenK AD
246https://ru.wikipedia.org/wiki/Cxkanma, ITutep

24TB3nom SyTech: https://rex-net.livejournal.com/2006746.html
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WuTepHeT, a 11 M0JIb30BaHKS BHY TPUCETEBBIMU peCcypcamMu. AHOHMMHBI KaK MOJIb30BaTe-
JI1, TaK U cepBepa.

Hcnonb3yeTcs nceBao-q0MeHHas AoHa .i2p. OMHO3HAYHO y3JIbl UAEHTUPUIMPYIOTCS OOTb-
UMY MMeHaMmu B popMmate Base32, Hanpumep:
xxu3lso4h2rh6wmrxiou3ax7r7la7x6dhoepnku3jvrlwp35pefq.b32.i2p

Ho B cetu ectb cBoit aHanmor DNS, KOTOpHIil CTaBUT B cONOCTaBJieHHe 0ojiee KOPOTKUE U
ynTaemble MeHa, Takue Kak 102chan.i2p. T.e. aapec y31a 102chan.i2p, aHasor JOMEHHOrO
UMeHHU B ceTu VIHTepHeT, COOTBETCTBYET OIHOZHAYHOMY aApecy
xxu3lso4h2rh6wmrxiou3ax7r71a7x6dhoepnku3jvrlwp35pefq.b32.i12p, ananor IP-agpeca B
cetu HTepHer.

OcHoBHas cTpanua 3arpy3ku npeiaraet [2P na MuoxectBo OC. B oTiimunu ot Tor TyT HET
roToBOrO Opay3epa, 4to TpeOyeT HEKOTOPOil HACTPOMKH. PaccMOTpUM MOPSIOK YCTAaHOBKU
Ha Windows:

1. CkaumBaem i2p Ha Win ¢ caiita. Ha MOMEHT HammcaHWs TIOYTH BCE CCHUIKH OBLIA
OUTHIC ¥ TOJIBKO OfIHA kMBasl. YcTaHaBmBaeM. « Windows Service» Ha MepBbIX Iopax
HE MIPUTOAUTCS — ITO HYKHO, YTOOBI 3aIyCTUTH i2p KaK BUHIOBOTO JIEMOHA, T.€. B
(one, ynoOHO ecm AepKaTh MOCTOSIHHO PpabOTAOIIYIO HOLY.

2. Ilocne ycTaHOBKM 3armyckaeM i2p (TOT KOTOpbIid «restartable») u3 meHwo «Ilyck» —
MyCTh MporpeBaeTcs. [loka 4TO 3TO MPOUCXOAUT YCTaHABIUBAEM (€CIU TAaKOTOBO
HeT) Opaysep Firefox. Firefox He oOsi3areneH, HO peKOMEHIyeTCs, TaK Kak B HEM
ya0OHO co311aTh OTIeIbHBIN TIpodrs Opay3epa. 3amyckaem Firefox, B cTpoke BBO-
oM «about:profiles» - 3axogum B HacTpoiiku npoduieit. Haxuvaem “Cospath HO-
BbIIi popuiip”, co3gaem npoduiib o UMeHeM, Hanpumep, “12p”.Ilocie co3zganus
npoduiis ycTaHABIMBAaEM €ro Mo YMOM4aHuio (“YcTaHOBUTH Kak MPOdUIIb O yMOI-
yaHuio”), mociie yero Haxumaem “Tlepe3anmyctuth B 0ObidHOM peskume’”.IIpodub
CO3/1aH — Ternepb, BCE UTO KacaeTcs i2p, OyAeT XpaHUTCS B TOM Mpoduiie, BKI0Yast
HACTPOUKM Opay3epa, IUIarkHbl, 3aKJIaJKH.

3. Tlocne Toro, kKak Opay3ep 3aIyCTUTHIICS, 3aXOJUM B HACTPOUKH (,,about:preferences™),
HaXOJIMM HAaCTPOMKHU NPOKCHU-CEpBepa:
Haxumaewm ,,Hactpouts*. HactpauBaem npokcu kak Ha ckpuniiore. HTTP-ipokcu,
aapec 127.0.0.1, nopt 4444. Haxxumaem OK, coxpaHsieMm HaCTPOHKHU.

4. 3axoauM B KOHCOJIb MapuIpyTU3aTropa i2p — BOuBaeM B cTpoky azapec 127.0.0.1:7657

5. TlepBbIM jesioM 3aX0IuM B ,,AJlpecHast KHUra“ (JI0JuKHA OBITh HA TJIABHOM TMaHEN)
— Jloamucku®. Tam OyneT Bcero omud aedonTHbIA agpec. Kak yxke ObLIIO cka3aHO
panee, B 12p geicTByeT cBoil aHasior DNS. Pa3spelienue uMeH MpoucxoguT ¢ MoMo-
HIbI0 AJJPECHBIX KHUT, WIM MOAMUCOK. DTO (haidjibl, COAepKAIIMECS HA BHYTPEHHUX
y3Jlax CeTH, B KOTOPBIX CO/IEPKATCSI COOTBETCTBUSI YUTAEMbIM UMEHAM Y3JI0B peaJib-
HbIX UMeH. [ledonTHas moanucka AOBOJIBHO CKYOHA, MMO3TOMY J00aBUM CIoJa elle
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xxu3lso4h2rh6wmrxiou3ax7r7la7x6dhoepnku3jvrlwp35pefq.b32.i2p

HECKOJIBKO:
http://joajgazyztfsstydw2onS5oagksz6tqoxbduy553y34mtdbyv6gpq.b32.i12p/export/alive-
hosts.txt

http://inr.i2p/export/alive-hosts.txt

http://stats.i2p/cgi-bin/newhosts.txt

http://rus.i2p/hosts.txt

http://no.i2p/export/alive-hosts.txt

http://reg.rus.i2p/public/a-hosts.txt

http://stats.i2p/cgi-bin/newhosts.txt

[Tocne nodaBneHus coxpansieMm HaCTpOHKu. Takxke peKOMeH1yeTCs IIOAKPYTUTh CKO-
pOCTh (Ha MIaBHOM - ,,HacTpoiiku ckopocTu®).

6. 115 npoBepku paboTOCOCOOHOCTU MOKHO 3aiiTH Ha exchanged.i2p wim 102chan.i2p
Brimie paccmoTpena camasi npoctasi HacTpoiika. [{ns 6onee yqoOHOro nmpokcupoBa-
HUs Ha 12p MOXHO BOCIIOJIb30BaThCS pamvpeHueM foxyproxy. YcranaBivuBaere pac-
HIMpeHue, 3aX0AUTe B HACTPONKH, CJieBa BBepXy Haxumaere ,,Add*, cozgaete HOBBI
MIPOKCH BEPXHUM B CTUCKe ¢ HacTpouikamu: Proxy Type: HTTP; Title: kak éam y2o0wHo;
IP-addess: 127.0.0.1; Port: 4444 Haxumaete Save. [lociie coxpaHeHUs1 OTKpbIBaeTe
,,Patterns* B crpoke ¢ npokcu Co3pgaiite marrepH. 13 ,,White patterns* ynansere cra-
phlii naTTepH, HaxumaiTe ,,New White* u co3zgaete HOBbI ¢ conep:xkanuem: Name:
Kak BaM yronHo; Pattern: *.i2p ; Type: wildcard; http(s): both; On/Off: On Coxpansi-
eTe Bce HacTpoiiku. Haxumaere Ha 3Ha4oK FoxyProxy m BeiOMpaete ,,Use Enabled
Proxies by Patterns and Priotity*

Takum 00pa3oM MOXHO MCHONB30BaTh firefox mapaienbHo ¢ BbixogoM B MIHTepHeT — Bce
oOparieHus Ha .i2p-uMeHa OyayT UATH Yepes 12p-TIpOKCH, OcTasibHble — B IHTepHET. YTOOBI
cienath XOXAeHHe 1o i2p Oosee Oe30MacHBIM, MOXKETe YCTAaHOBHUThH pacimpenus u3 Tor
Browser. Hanbonee Hy)xHOoe u3 HuX - 310 NoScript 1y oTkmoudenus JavaScript Ha cTpa-
Huuax. He ctout 3a0bIBaTh ¥ PO APYrye CEpBUCHI, IPEJOCTaBIIIEMBIE i2p — 9TO MOYTOBBIN
nuno3, IRC-mmo3, bittorrent-numo3. Co CIIMCKOM CEpBUCOB MOXHO O3HAKOMMTCS 3/€ECh!
https://geti2p.net/ru/docs/applications/supported#email Eciu ecTp kenaHue NogHSATh CBOM
IUTIO3 B CETh 12p HA OT/JE/IbHOI MalllMHEe, MOKETe PACCMOTPETh BapraHThl Ha Linux - JAVA-
npuioxenue uam deb-nmaker Ha Ubuntu/Debian, ycranoButh kak ceppuc Windows, win
MIOCMOTPETh B CTOPOHY 12pd — MOJTHOLIEHHBIH y3€e 12p, HanucaHHblil Ha C++. Takoxke cyle-
CTBYET U MPOEKT Mo cOopke i2p B Opay3sep, kak ais Tor.

3.8.1 CkanupoBanue I2P

B 2015 rony npoeu nnepByio MaciiTabHYIO «IIEPENUCh» MOJIb30BaTeNeH CeTH C IOMO-
IIBI0 HECKOJILKUX MOIHATHIX HONl. Kpuc Bappu Bocnonb3oBancs tem, uro 12P He ckphiBaer,
YTO TOT WJIM MHOM y3eJ ucrob3yet e€. OOHapyKUI0Ch 0KOJIO 50 THICSY MOTb30BaTEIHCKUX
MaplIpyTU3aTOPOB, U3 KOTOPBIX MOJI0BUHA — B Poccum.
Pecypcsl 12p:
http://anch.i2p/— umuax6opaa aHapXUCTOB
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http://angallery.i2p/— KoyeKkIus aHUMe-apTa

http://freezone.i2p/— coumanpHasi ceTh O TUIY Xabpa

http://hiddenchan.i2p/— umuax0Oopa (ceiiyac 3aKpbITa, HO MOXKHO CKa4aTh AaMIl), yOexu-
1ie U1 yUIeJIIMX ¢ cocava, JBava u Jp.

http://lenta.i2p/— HOBOCTHas JIeHTa co3/1aBaeMasi MOCETUTEISIMU

http://rus.i2p/— rnaBHas pycckasi BUKU

http://progromore.i2p/— BHUKM IPOrpaMMHUCTOB

http://deepweb.i2p/— uMuaKxO0pAa M BUKHU (3epKaJlo B .onion)

http://anotube.i2p/— BUIEOXOCTUHT MO TUIY I0TyOa

3.8.2 Vckopenue noayvyenus JaHHbix u3 2P

Jla yckopeHusl JOCTyIla K pecypcaM i2p MOXHO HAacTPOUTh BBIXOJHYIO HOAY Ha
cepsepe, KoTopasi Oy/IeT yCTaHaBJIMBATh KaK MOKHO OOJibllle TyHHesel, NOAPOOHBIA raii[
OIMCaH MO CChLIKE:

http://netwhood.online/2018/09/14/overlay-node/

3.9 Freenet

Freenet — ogHOpaHroBsas ceTb, NpeAHA3HAYEHHASA I JELEHTPAJIM30BaHHOIO pac-
Npe/IeIEHHOTO XPaHEeHUsl JaHHBIX Oe3 BO3MOXKHOCTH MX LEH3YpPbl, CO3JaHHAs C LEJIbI0
NPeAOCTaBUTh MOJIB30BATEISAM JIEKTPOHHYIO CBOOOAY CJIOBa IyTEM oOecrieueHus uxX cTpo-
roii aHoHUMHOCTHU. TexHosorus padoTaeT 3a CUET 00bEeJMHEHU I IPEAOCTABICHHOM! MOJb30-
BaTeJIAMU (WIEHAMU CETH) ITOJIOCHI IPOITYCKAHUS U JUCKOBOI'O MPOCTPAHCTBA CBOMX KOM-
NBIOTEPOB B 001IMiA (DOHT TSI Ty OJIMKAIMY WM TIOTyYeHHsI MH(POpPMAaLIMi. DTO Ha3bIBAETCS
myJuHrom. Freenet ucnosne3yeT pa3HOBUIHOCTb MapIIPy TU3ALMN 110 KJII0YaM, TOXOXKYIO Ha
pacripeesIEHHYI0 Xel-TabJIuIly, 1JIsl ONpeesIeHUs] MECTOHAX 0K AEHUS M0JIb30BaTEIbCKUX
nannpx>*8. YVrpommenno, Freenet — 910 pacnpeseseHHOe XpaHuIMIe HHMOPMALIMH, OpH-
€HTHPOBAHHOE Ha aHOHUMHOCTb U 00X0J 1IeH3ypbl. Kaxaplii KOMIBIOTED, MOJKIIOYEHHBIN K
ceTH («y3ei») XpaHuT y ceds Ha AUCKEe KaKyI0-TO YacTh MH(OPMAIMU, KOTOPYIO 3aripOCHIT
nosnp3oBatesb. Hegocraomas yacte 3T0i nH(GOpMAaLMY 3anpallluBaeTcs ¢ ApPyroro ysia.
Takas opraHu3anus JOCTaBKM KOHTEHTA HE MO3BOJISET UCIIOIb30BaTh BEO-CTPAHULIBI C AU-
HAMMYECKHM COIEPKMMBIM M 9TO HaKJIaAbBaeT>*® onpeieleHHbIil OTIEYaTOK Ha KOHTEHT,
KOTOPBIY PacronaracTcs B CeTH.

[Tonb3oBaTeNb BOJIEH caM BBHIOMpPATh YPOBEHb 3aIUTHI/OBICTPOAECHUCTBHS, KOTOPDINA
IpeIOCTaBIISAET €My CeTh. Tak, CyIIeCTBYIOT BOZMOKHOCTb MOAKIIIOYATHCS K JIIOOBIM y371aM
CeTU («ypOBEHb ONEHHETa») WJIM OIPAaHUYUTh COOCTBEHHBIE MOAKJIIOUEHUs TOJIBKO JOBe-
PEHHBIMM y3JIaMH (<yPOBEHb JJapKHETa»). Takke CyIecTBYeT HECKOIBKO YPOBHEN 3aIlIUTHI
CaMoOro XpaHWIMILA Ha y3JIe: IOCTOSTHHBIM KJIIOUOM WJIY K€ BPEMEHHBIM, KOTOPbIIA XpaHUT-
Cs JIUIIIb B ONlepaTUBHON namsATu. Ha ypoBHe oneHHeTa HabJo1aeTcsi JOCTATOYHO BBICOKAS

248https://ru.wikipedia.org/wiki/Freenet
249ttps:/furbanculture.in/Freenet
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CKOPOCTb paOOTHI — CTPAHHUIIBI-KAaTAJIOTX OTKPBIBAIOTCS HE OoJiee, YeM 32 MUHYTY.

JlocTyn K caiiTaM Tak)ke NPOU3BOAUTCS C MOMOIIBIO CTPAHUILI-KATAIOTOB, MOJAECPKH-
BawoIuxcs JoopoposbliaMu. K coxanenuio, He Bce KaTaJlor OOHOBJISIIOTCSI CBOEBPEMEHHO.
Takske cyliecTByeT KCIIEpUMEHTAJIbHBII MOUCK I10 KJIIOYEBBIM CJIOBaM, HO HA MOMEHT Ha-
NMCaHKs PYKOBOJICTBA OH HAXOAUTCS B HEpabOoUeM COCTOSIHUM, TOCKOJIbKY HE HAXOIUT JIake
pacrpocTpaHeHHbIE CJIOBA U CJIOBOCOYETAHUS.

[Tonaganue Bo Freenet mpon3BOAUTCS C HOMOLIBIO HECJI0KHO UHCTAJUIUPYEMOTO KJIH-
€HTa, BCTPAUBAIOLIEro He0OXOIUMble KOMIIOHEHTH B Opay3ep. PaboTa ¢ KimeHToM mpous-
BOJMTCSA Yepe3 BeO-uHTepdeiic, ananornyHo 12P.

IIpeumyinecrsa:

* He umes kimouya, HEeBO3MOXKHO MMOJIYy4YUTb JOCTYII K JaHHBIM.

e 3a CcuYéT IOJIHOH aHOHMMHOCTU U ACHCHTPATIM30BAHHOCTU HEBO3MOXKHO YCTAHOBUTH
MECTOHAXOXACHHUEC ITOJIb30BATEIA UM YHUUTOXKUTE HAXOOAIIYIOCA B CETU HHq)OpMa—
OUIO.

* [Ipu padore B pexnme F2F coenunenrie OyneT ycTaHABIMBATLCS TOJIBKO C Y3/1aMH U3
CITUCKA TOBEPEHHBIX.

® I[a>1<e €CJIM 4aCTb CErMEHTOB JaHHBIX IMOTEPAHBI, KX BCE PaBHO MOXHO BOCCTAHOBUTD.

® ﬂOCTyrI K IJaHHBIM BO3MOXCH HO4aXKE B TOM CJIy4dac, €CJIM OTIIPABUTCIIb B JaHHBIN
MOMCEHT OTKJIIOUYEH OT CETH.

o JIpyXemoOHOCTb Cpeibl — MOJIb30BATEII0 NMPEAJIaraeTcsl CIIMCOK BO3MOXKHBIX [eH-
CTBUI1 C TOAPOOHBIMU UHCTPYKIIUSIMU, IOHATHBIMU JJa)Ke TEM, KTO MPEKIE UCTIONb30-
BaJl KOMIBIOTEP TOJBKO B KAYeCTBE MEeYaTHON MAIIMHKH.

Henocratku:

o OTCYTCTBI/IC IIONCKOBBIX CUCTEM — HUMCIOTCA TOJIBKO JOBOJIbHO MHOI'OYHMCJICHHBIC 1
HC MPETECHAYIONINE Ha ITOJIHOTY CTPAHUIbI-MHAEKCHI, Ha KOTOPBIX CO6paHLI CCBIJIKM Ha
IMOHPpAaBUBHIUECA UX CO3ATCJIAM PECYPCHI.

* JloctaTouHO HM3KAsi CKOPOCTh Nepejaull JaHHBIX — OfIHA CTpaHMIa ¢ OOMbIIoN o-
Torajiepeeil MoxeT rpy3uThbcs novaca. 1o stoii npuunne

— HaumboJiee pacrpoCcTpaHEHHON (popmoii MHPOPMALIUN SIBJISIETCS TEKCTOBAas —
BbIOOD (hubMOB, [10 1 My3bIKM KpaiiHe HEBEJK;
- 6OJ'[bHII/IHCTBO caifToB BBIITIAOAT OTKPOBEHHO aCKETUYHO;

— OTCYTCTBYIOT CEPBHUCHI, pa0OTAIOIINE B PEKMME PeaTbHOTO BpEMEHH.

* B orsmmune ot Tor u I12P, Freenet He umeeT 1utio3a 115 BbIXoa B 0ObIuHbI IHTEpHET.

+ KoHTeHT, He MONMB3yIONIHiics CIIPOCOM, 0UeHb OBICTPO yaanseTca>’.

23%https:/furbanculture.in/Freenet
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3.10 ITupuHroBble ceTH

Onw xe P2P. B 0030pe oBepiieeB Mbl yIIOMUHAJIM, YTO CYIIECTBYIOT CETEBbIE TEXHOJIO-
I'H, JAloIIKe TPAHCIIOPT AJIs epeiayun IaHHbIX (COOCTBEHHO OBEpJIeHiHbIE) U KOTOPbIE CaMU
OCYHIECTBIIAIOT 3Ty niepeAady. O BTOpbIX v MOUAET pedb. Mi3HayaibHO O/ MMPUHT OBBIMU Ce-
TAMH IOHUMAIOTCS (paitIo0OMEHHbIE, U JIMIIIb BIIOCJIEACTBUM KOHIEMLIUS OJJHOPAHTOBOCTH,
TO €CTh PaBHONPABUsS Y3JIOB pa3BWJIach B MEI-CETAX (Jajnee) U yke YHOMSIHYThIX OBEp-
neiineix. Takum o6pa3om, koHrent P2P Ha ceroypHst He orpaHuvMBaeTcs nmupuHramu. OH
paspacTaercs O UJIeU «aJIbTePHATUBHOTO MHTEPHETa» U BKJIIOYAET CO3/IaH1e COOCTBEHHBIX
CEPBUCOB OOITIEHUSI M PACIIPOCTPAHEHHSI KOHTEHTa — aHAJIOTOB MOMYJISIPHBIX IMOOATBHBIX
pecypcoB. Tak, Mastodon siBnisiercst ananorom Twitter. KOHTEHT MokeT BKJIIOUaTh B ceOs
PEIKYI0 My3bIKY, BUJEO3AIUCH, ApXUBBI KYPHAJIOB M KHUT, aBTOPCKUE TEKCTHI, MOJOOPKU
n3o0paxkeHuii. 3ayacTyio ¢ailllooOMeHHbIE CETH OCHOBBIBAIOTCS HA OOMEHEe MaTepHuaIaMu:
YTOOBI YTO-TO TIOITYYUTh, HYKHO UTO-HUOY/Ib OTJATh. DTO U3BECTHO MOJIB30BATEIISAM 3aKPhl-
TBIX TOPPEHT-TPEKEPOB, KOTOPBIE 3apadaThiBAlOT OYKU, CTAHOBSCH CU/IaMH, TO €CTh pa3jia-
IOIIUMH, a 3aTeM MEHSIOT UX Ha CKauMBaHUe 0OBEMOB B PO MUPOB. Jlasbiiie mepedncium
3HaYMMBble (hailloOOMEHHBIE CETH.

* DC++ (DirectConnect) — nokasnbHast aitiooOMeHHasi ceTh, MOCTPOSHHAsI Ha Xabax
— cepBepax, Ijie Bbl MOXKETe MCKaTh CPEIM pacIlapeHHBIX IMAloK JPYTuX 03epoB,
NpeIBapUTEIbHO TAaKKe IMOJICMBIINCH 3a/IaHHBIM 0OBEMOM CBOEro TUCKa. B yaTax
9THX y3JI0B MOKHO O3HAKOMHTBCSI C MECTHBIMHU IPABUJIAMH, & KPOME TOTO TaM KUTIUT
CBOSI )KU3Hb.

* eDonkey u eMule, Takxke «0C&m» - XOpolilee MOJICIOPhe AJIsI BHIKAUYMBAHUS PEAKOTO
KOHTEHTa, B TOM YHMCJIe 3apyOexHOro, HO cienyeT mpoBepsTh details daiina mocie
noOaBJieHUsI B CIIMCOK 3aKayKW, YTOObI He HaxBaTaTbcs BUPYcOB. He ckauuBaiite
apXWBbl U UCTIONHSIEMbIe (haiiyibl Maioro pasmepa. [loMmrMMo BHYTpEHHErO IMOWCKA,
ed2k-cchUTKy Ha HYKHBIA (hailyl MOXKHO OOHAPYKUTh B MOBEPXHOCTHOMN CETH, B TOM
YKCJIe Ha TEMAaTUYECKUX pecypcax.

* Perfect Dark — sAnoHckas ceTb ¢ COOTBETCTBYIOLIUM YKJIOHOM COAEPAKUMOTO.

3.10.1 Soulseek

PaccmoTpuM ckaunMBaHue M paciiapuBaHue Ha npumepe Soulseek — cetu, npoduim-
pYIOILLEHCA B OCHOBHOM Ha paclpOCTpaHeHUU My3bIKA. HEKOTOpbIE aBTOPHI BBIKJIAIBIBAIOT
penu3bl Cpasy Clofa, a KOJUIEKLIMOHEPhl MEHAIOTCA PEJKMMU KaueCTBEHHBIMU 3aIMCAMM,
OJIOKMPYSI UX TS TeX, KTO He pa3Aa&T UM HIUYETO TOJIe3HOTO.

[Ipu nepBoii ycTaHOBKE KJIMEHT NPEIJIOKUT Bam peructpaumio. MHTepdeiic camoi
NPOrpaMMbl COCTOUT U3 JIBYX CJIOEB BKJIAJIOK M BEPXHUX KHOMOK [J1s1 paOOThl C HUMHU.

BonbIMHCTBO [eicTBUII ¢ 00BEKTaMU BHYTPH BKJIAJKU MPOUCXOAUT 4Yepe3 MEHIO,
BbI3bIBAEMOE NPaBOil KHOMKOM MblK. [Tonck yepes Bkiaaaky Search no3BossieT uckarp o
YacTH Ha3BaHWs, BKJOYasl pacumpeHre. Ecam HU4Yero He HailieHO, YTO MOXET OBITh CBSI-
3aHO C OTCYTCTBHEM BJaJieJIblla ICKOMOTO B CETH, OTJIOKHTE 3aMpoc Ha Oyyiiee KHOMKOM
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CUHAA NTULa - Bbl MOAK/THOYEHDbI KHOMKW CBOWU A4

/ KaXk0oM BKJIaAKM
f Away L\ Expand Folders [on] 4 Expand Users [on] * Clear Complete .l Open Download Folder

npocmMoTp GainoB nonb3oBatenen
Transfers [0/0] Rooms Chat Search Users Browse Options

\FIOI/ICK Mo Lwapam B \HaCTpoMTe cBov
Downloads | Uploads OHNaviHe OTKPbITbIE Nanku

User Folder File Status

v ¥ mtm-
v 2001 - No More Shall We Part/Cave, Nick/Albums

01 - As I Sat Sadly By Her Side.mp3 Complete

02 - And No More Shall We Part.mp3 Complete

03 - Hallelujah.mp3 Complete

Fig. 7. ®parment unrepdeiica Soulseek

Add to Wishlist. MoxxHO TakXke cOpPTHPOBaTh BblJauy. 3aMETUB MHTPUTYIOLUIUHA MMyTh A0
(paiina, monpoOyiiTe 3aiiTH B apXUB MOIB30BATEINSI 1 OCMOTPETh €r0 Ha MPeJMeT Yero-To
TIOJIXOJIAIIEro Il Bac, O YEM BHI ITOKa He 3HaeTe. B MeHIO Mo mpaBoii KHOMKe BbIOepHTE
Browse folder mu60 User’s file list. Eciu Hy:)XHO COXpaHUTh MHTEPECHOTO YEJIOBEKa, BbI-
6epute Tam Add user to list u 3anmummrTe npuunHy go6asienus B Add user note. Jpyroi
crnioco6: Boriaute Bo BKiIaaky User. Knornka Add User mo3BosMT BOMCATh €r0 UMSI B CIIMICOK.

Yrto0Obl pactiapuTh COOCTBEHHBIE PECYPCHI U IOMYYUTh BOSMOKHOCTh CKQUMBaTh 0€3
orpaHuyeHui, 3anaute B Options, Bkiaajka File Sharing. Haxvure kHorniky Share Folder n
BBIOEPUTE HYKHYIO AUPEKTOPHUIO. 3/1ECh TAK)KE MOKHO HACTPOUTD, KyJa OyAyT COXPaHAThHCS
3arpy KeHHbIE MaT€pUAaJIbI.

3.10.2 ZeroNet

Hecnoxnas B YCTaHOBKE KJIMEHTA ACHCHTPAIN30BaHHAA Ceszs] , OCHOBaHHas1 B TOM

yucyie Ha OJoK4elH-TexHonorusax u BitTorrent, 4to u genaer e€ caMblM COBpPEMEHHBIM
BoruionieHneM P2P-texnonormii. Joctyn k caiitam npoucxonut no hash-agpecy nmm .bit-
JoMeHHoMy azpecy. Ilocie ero nony4eHust MPOUCXOAUT MOJKJIIOUEHHUE K TPEKEPY, OTKY/a
CalT cKayaeTcs Ha Balll JUCK IPU HAJIMUMU B ceTH IMpoB. CeTh HeLleH3ypupyeMa 1o CBOEMY
JU3aiiHy, a TOTOMY Bbl MOXETE CTOJIKHYTHCS C HEKeJIaTeIbHbIM KOHTEHTOM (CM. I1aBy 6.5).
HexkoTopsle pecypchl ceTh:

* ToppeHnT Play:
http://127.0.0.1:43110/1PLAYgDQboKojowD3kwdb3CtWmWaokXvip

» Zerolalk — kpynnsiii popym: http://127.0.0.1:43110/Talk.ZeroNetwork.bit

* OTeuecTBEHHBII PYCKOTOBOPSIIINI aHAJIOT OOJIBIIOTo (hopyma:
http://127.0.0.1:43110/1 AprSba6u9Nz6e FASmFrefGvyBKkM76QgE

2thttps://zeronet.io/
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* Nmmmxo6opaa: http://127.0.0.1:43110/0chan.bit

* IToMCKOBUK, KOTOPBIH UILIET TOJIBKO 10 HA3BaHUSAM CalTOB:
http://127.0.0.1:43110/kaffiene.bit

e DailyIoOOMEHHUK
http://127.0.0.1:43110/1GrtBsG57kjU2Z3iAQebG9D5c8CRDRLoP;j

3.11 Mem-ceTn

Crofa OTHOCATCS NPOEKTH! MOJHOCTBIO ELEHTPATIN30BAaHHBIX OJHOPAHIOBBIX CeTe
(cMm. Takxke raBy 6.3). B ocHOBHOM OHU CTpoOsITCS Ha Wi-fi-poyTepax, oOUIaoMXCs APYT C
JPYTOM [0 TOMY UJI THOMY pa3pa00TaHHOMY MPOTOKOJY U padOTAIOIINX KaK PETPAHCIATO-
pbl. CeTku OBICTPO Pa3BOPAUUBAIOTCS, IPUHIMITHAIBHO ISHEHTPATN30BaHbI M IPUBATHBI, HO
He Bcerja aHOHMMHBL. Mesh B Ha3BaHMUM O3HAYAET, YTO COEIMHEHNUE IPOMCXOJUT IO MPHUH-
UMY «KaKAbIA ¢ KaxabiM». HeynpasisieMocTh ceTu U JIpyrue NnperMylilecTBa KOHUENTa,
BKJIIOYAs JIEIIEBU3HY, PUBEJIM K MOSIBJICHUI0 MHOKECTBA JIOKAJIbHBIX U ITIOOAJIBHBIX pa3pa-
60oTok. OgHOM U3 MepBbIX CTaNa Guifi®>2, o6beaunusmias B 2004 rofy pAn KaTaJOHCKUX
JiepeBeHb, JTUIIEHHBIX UHTEPHETA, U pa3BUBLIAsACS ¢ rogaMu o Beeil Micnanuu. 3aneiicTBo-
BaHHOI B Hell NPONIMBKOI 1yisi poyTepos LibreMesh?3 monm3yiorcsi nTanbsHCKas CeTh
Ninux, nemenkas Freifunk?>4, aBctpuiickast FunkFeuer, aprentunckas AlterMundi. [Tpo-
ekThl African WUG u One Laptop Per Child Ttakxe ctpemMuivch nogapuTh BO3MOXHOCTb
KOMMYHMKALIMU KUTEJIAM YIAJEHHbIX PErMoHOB. Tak Kak BCE 3TO ocHOBaHO Ha Wi-Fi-
CUTHaJax, TO MOAK/IIOUEHUE 3aBUCUT OT HAJIMYMS POyTepa-yuyaCTHUKA CETH MOOIM30CTH,
M3-3a YEero U MOIy4aeTcsl OrPaHUYEHHOCTD JIOKAJIbHBIX Mellel 1o cTpaHam. ['paHuLIbl MOX-
HO MepeXOIUTh BO3AYIIHBIMY Iapamu, Kak caean Google Loon?>. [ToMMMO cOOCTBEHHO
MPOIIVBKH, [IJIsl OPraHU3AIIMKU Mellell pa3padaThiBaIOCh HECKOIBKO MMPOTOKOJIOB, 3aMEPIIHIX
Ha pa3HbIX 3Tanax BoromieHus. Hanbonee usBecren — cjdns, ocHoBa 1151 Hyperboria, o
KOTOPOH Ja)e eCTh OHJIAH-KapTa, UMEIOTCsI CBOU AHAJIOTHU COLICETEH M perMOHAJIbHbIE Y3JIbl
HEKOTOpbIX cTpaH. Ha cerogus caMeiM pa3BUTBIM perieHrueM cuntaetcs Yggdrasil. OH onu-
paeTcsi Ha JPEBOBUIHYIO CBSI3b MEX/Y y3JaMH, YTO, CTPOrO FOBOPS, yXOJUT OT KOHIIENTa
Mesh. OmHako 3TO pemaer psiji mpodJieM peaan3aiyy, Tak YTO MOXKHO TpejicKa3aTh ITO-
My Mududeckomy apeBy Oosbiiioe Oyayinee. Mrrapacuib — MOMHOCTHIO 3aMdpoBaHHAsS
ceTh Ha ocHoe IPv6. BHyTpu nomguATt ¢opym, Buku 1 MHOkecTBO IRC, ToppeHT-Tpekep
Y HECKOJIKO UI'POBBIX cepBepoB. Ha MOMEHT HamnMcaHus k1MBa U aKTHBHA HETCTaJIKepcKas
Hopa: https://netwhood.online/yggdrasil_public/

252http://guifi.net/

233https://libremesh.org

234https://reifunk.net

23Shttp://www.patentlymobile.com/2013/11/googles-high-altitude-balloon-network-called-project-loon-is-
revealed-in-new-patent.html
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3.12 [pyrue cetu

B 3T0i1 T71aBe OyAyT pacCMOTpPEHBI PEIKO UCTIONb3yeMble, YCTapeBINe U MPABUTEIb-
CTBEHHbIE CETH Y3KOr0 Ha3HAUEHUSI.

3.12.1 Gopher

Gopher — ycrapeB1Mii MPOTOKOJI NIEpejauu U XpaHeHU s (paiiioB, UICTOYHUK PEIKOTO
KOHTEHTa, KOTOPHIi ObLT omyJisipeH 10 1995 rona. Gopher 6611 pazpadoTaH MUHHECOTCKUM
yHuBepcuteToM B 1991 rogy kak mMeHee cioxHasi U Oonee ObicTpast anbrepHatnBa FTP ¢
NoJ00HOM MepapXrUIecKOi CTPYKTYpoil, 0 4éM ckazaHo B FAQ Floodgap256, KPYIHEHIIEro
y31a cetn. 30.07.1993 6bl1a omy6miKOoBaHa HepeaTu3oBaHHas criermduKamma> ' Gopher+,
B KOTOpPO# 00CyKanach Moaaep:KKa MeTaJaHHbIX U CBOUCTB aitnoB. B 1995 rogy Ha 6aze
Gopher+ 6bU1a BhiymeHa nporpamma GopherVR?® 1 3D Busyanusarnuu ceTH, ¢ HaBH-
raiyeii oT IepBoro Juia. BriocieacTBur oHa OOHOBIISIIACH, TOCTIETHSSI BEPCHS JATUPYETCS
2015 rogom u nogaepxuBaetcs Ha OC-ax Mac u Linux.

B HaIl JIHU HOBHIE CepBepa TMOABIAI0TCA penko. Cyas Mo CTaTHCTHKe>, IO COCTO-
saauo Ha 02.06.2017 axtuBHbl 138 cepBepoB, 89 U3 KOTOpBIX MOSABUIMCH No3gHee 1999
rona. Ilo cpaBHenuto ¢ 2012 romom, korga padotanu 160 y3710B, X YUCIIO OUTYTUMO CHU-
3WJIOCh, TIO9TOMY CJIe/lyeT apXuBuUpoBaTh UX. [odepy coorBeTcTBYeT OTKpHITHIA 70 TCP
IOPT, MO3TOMY JJI MOMCKA HEMHAEKCUPYEMBIX CEPBEPOB BBl MOXKETE BOCIIOJIB30BAThCS
IP-ckanepamu: masscan wim nmap. i KpayJvHra cyuiecTByeT UHCTPYMEHT, YMEIOLIUIA
otoOpaxaTh pe3ynbTaThl Ha Kaprte. [lociaeqHion co34aHHYI0 HaMU KapTy MOXHO BUAETh
31ech”®?. PekomenyeTcs 3ammyckarh ero u3 KOMMAHJIHON CTPOKH C TapaMeTpoM “‘grawler-
master.exe -crawlers 507, YTOOBI yBEIMIUTH KOJTMUYECTBO TIOTOKOB (10 YMOJIYAHUIO UX 8).

B coBpemenHbIx Opay3epax cChlIKH ¢ mpedukcom gopher:// OTKpbIBAIOTCS C TOMOIIIBIO
crierasbHOro reiira2! wm ero ananora®s?. Ilepexo/ o BHY TPEHHHM CCHUTKAM 00padaThI-
Baetcs aBTomaruuecku. Eciu Bol nonb3yerech Mozilla Firefox nunn SeaMonkey, To MmoxeTe
YCTaHOBHTH IIaruH-%> j1a mocemenus caiito Todepa Hanpsamyo. B 6era-Bepcun Haxo-
mutest npuiokenne’® s tenedonos Ha 6aze Android. JlioGurensm CLI monpaButcs

TeKCTOBBIi Opay3ep Lynx2%> co BCTpoeHHOI# MoaIepkKoil POTOKOIA.

236g0pher://gopher.floodgap.com:70/0/gopher/welcome

257 gopher://gopher.floodgap.com/0/gopher/tech/gopherplus.txt
28g0pher://gopher.floodgap.com/1/gophervr
29gopher://gopher.floodgap.com/0/v2/vstat
260https://ibb.co/m877td

261 https://gopher.floodgap.com/gopher/gw
262https://gopherproxy.meulie.net/
263http://gopher.floodgap.com/overbite/files/overbiteff.xpi
264http://gopher.floodgap.com/overbite/d?android
265http://lynx.browser.org/
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Fig. 8. [pyroii BapuaHT KapTsl, oToOpax&nnblii Gephi. BumHo, Kak caliThl IpyIIIpy0TCsI BOKPYT
HaunOoJiee KPYIHBIX CEPBEPOB

OtnpaBHas Touyka HoBMYKa — cepeep Floodgap?®0, rime Haxomarcs oGHOBIsEMBIit
crcok>%7 Bcex NMpOMHIEKCHPOBAHHBIX CEpPBEPOB U MONCKOBUK%® Veronica-2 ¢ raiimom>%?
1o padoTe ¢ HUM. BbI Takke MOXKeTe TOCMOTPETh ApXUBHBIE CKPUHIIIOTHI CEPBEPOB U HEKO-
TOpbie (haiisIbl B KaTajore, €Cjy BaM He XO4eTCs MPOBepsTh UX BpyuHylo. Kpome npoyero,
B Todepe maxe ects padodas umuaxoopna’’’ u ceou nodaiinopsie 6moru>’ | — phlogs, e

MOJKHO Y3HAaTb HOBOCTHU CE€TU UJIN OTHCJIbHBIX Y3JIOB.

B.Haﬂeﬂb].lbl CEPBEPOB — CETEBLIC SHTY3UACTDI, IO3TOMY HCYOIUBHUTEJIILHO, YTO HeOO0JIb-
11as 4acTh UX yxke nepeiia Ha [Pv6.

26690pher://gopher.floodgap.com/1

267 gopher://gopher.floodgap.com:70/1/world
2689 opher://gopher.floodgap.com/0/v2

269 90pher://gopher.floodgap.com/1/v2/help
20g0pher://port70.net/1chan

2T gopher://sdf.org/1/phlogs
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3.12.2 Fidonet

Fidonet — ceTpb, co3ganHast 4Jis1 mepeayn COOOILIEHNIA, B KOTOPO# COeAMHEHHE MPO-
BOJUTCSA yepes TenedoHHyIo JuHM0. Briocineacteumn nossuiics [ToMmumo «opunmaabHOro»
(puno cymecTByloT OTBETBJEHMsI HA OCHOBE TOTO ke co(Ta M MPOTOKOJIOB — TaK Ha3bl-
Baemble JieBoHeThl UM FTN (Fido Technology Network). M3-3a TexHUYeckux oTin4Mii
TEPMHHOJIOTUAZ 2, 1a ¥ CTHIIb OOIIEHUS B CETH CHIILHO OTJIMYAIOTCS OT II0OANBHOTO Be-
6a. OCHOBHOM1 eJIMHUIICH SIBJISIETCS «HOJA», T.€. Y3eJl — KOMIIbIoTep ¢ HeoOxoaumbiM [10,
JOMYILEeHHbIN 10 yJyacTus. E€ onepaTop BhIAET BO3SMOKHOCTD NEPENUCHIBATHCS OOBIYHBIM
YYaCTHHMKaM - «[IOUHTaM», TO €CTh TOUKaM JJOCTYMa, U HECET OTBETCTBEHHOCTD 3a UX Heii-
CTBHS B CETU. Y3JIbl, UYbM PSZOBBIE I03€Phl MEIIAIOT OOIIATHCA APYTUM, MOTYT Jaxe ObITh
OTKJIIOUEHBI. Briciieit Mopepalyeil 3aHIMaloTC sl KpyITHEHIIMe HOJIbI, K XaObl, OMTUPAIOIIU-
ecs Ha 06mMil ycTas ceTH (omcy)?’> . TIoNMMTHKa 3Ta 3ampemaeT KOMMEpPUECKYIo AesTe Tb-
HOCTb ¥ arpeccuBHbIe eficTeus. Pecypc?’ 0qHOTO M3 aKTHBHBIX CHCOIIOB, 4epe3 KOTOPOTO
MoxHO nonacte B Fidonet, pekomenayer:

Hu npu kakux obcmosmenvbcmeax He pazopaxcaiicsi cam u e pazopaxicati Opyaux. . .
Ecau mebs kmo obuden, 3abeii, ecau no36oaum CUMyayust - UHMENAUZEHNMHO NOWLAU 8

At000e YooOHOe Mecmo UAU 308U MEHSL.

Bes mepernicka CBOOUTCS K MOMYYESHHUIO U TIEPECBUIKE COOOIIEHHUH, HATTOMUHAIOIIHUX
noytoBble. [TucbMaMu ke pacchlIaloTcsl yrpaBisioliue KoManpl. 115 KOJUIeKTUBHOTO 00-
MeHa MHEHMSAMM CYILECTBYIOT TEMaTUUYECKHe 3XOKOH(pepeHunn M 3xu. Hanpumep, sxa
RU.FIDONET.TODAY - O6cyxaenue cetn Puao u e€ ;K1U3HU B HATOSIIEE BpeMS.

[Ipu pa3paOoTke CeTH aHOHMMHOCTb HE 3aKJIaJbIBaJIaCh, YTO HEKOTOPHIE CUMTAIOT
IUTIOCOM, TaK KaK OOILIAI0TCS ¢ OYEBU/IHO peasibHbIMU TobMu. [1pu padote B Puao Kaxkablit
MIOMHT 3HAEeT, Yepe3 Kakhe KOMIBIOTEPHI IPOXOAAT €ro nmuchbMa. XOTs 3TO JeaeT Nepe-
NKCKY MOJHOCTBIO OTKPBITOH, HO Takke AAET MOJHOE NPEACTaBIEHUE O TOM, IJIe OCelaeT
KOHTeHT. Takske 37jech JOCTaTOYHO OJHOTO KJIMEHTA /711 coopa kenaeMoil mHpopMaluy co
BCEX IUIOIIA0K, YTO HAllOMMHAeT ymuparoye RSS-noanucku B ux gydive JHU. DTa uaes
BIOXHOBIIA HA co3AaHue poTokona ii / IDEC?”S ¢ mogo6ubM ®duo MpHHIMIOM, U AaXe
uHTepgeiic kimenra HanomuHaeT GoldEd.

BosbIMHCTBO MOJTb30BaTeNIel 37ech — Joau cpefHero Bo3pacta. CeTh oOamaeT
CBOEI XapaKTepHO KyJIbTypOil U cuMTaeTCs MaMsATHUKOM paHHero ceteBoro nepuoga CHI'.

22http://lurkmore.to/Puno/TepMuHbl
2T3https://telegra.ph/Fidonet-segodnya-09-14
2T4https://723.neocities.org/
2T3http://netwhood.online/2018/09/01/ii-idec-by-abtelegramuser/
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3.12.3 USENET

Ncropus sToii cetn HaunHaetcs B 1979, korna 1Boe CTYIEHTOB NPULyMalld HECIIOXK-
HYIO MporpaMmy Jjisi oOMeHa cooOieHussMu yepe3 tenedoHHble uHun. [loka MHTepHer
0CTaBaJiCs AOPOruM U NoaunHEHHBIM ARPA, 312 anbrepHaTuBa pa3Buiiach 110 Oosnee yem 120
000 HOBOCTHBIX rpynn276. [Mpuniuner padotet USENET HanmomuHaet ®umo: coodieHus
pacchIIAOTCS MO y37aM | 3allpallMBaloTCs ¢ HUX, IS 4Yero uMeeTcs npoTokosi MHTtepHeTa
NNTP. C Hum cBa3ano nse URI-cxemsl: "nntp://"yka3blBaeT Ha CTaThi0 B HOBOCTHOM rpyIime
Ha ONpe/Ie]IEHHOM cepBepe, a "news: "ajipecyet e€ 1o rJ100aJbHOMY YHHKaJIbHOMY HOMEpY.
Takum 00pa3oMm, 3TO He TIOJTHOIIEHHAS OT/IEJIbHAS CETh.

Ha3Banus rpynn xapakTepusyloT UepapXulo, B KOTOPOil OHU HaXoJATCs: HallpuMep,
sci.math u sci.physics HaxonaTcss BHyTpu uepapxuu sci. [lomuMo "OobIoi BOCHMEp-
KK''HanOoJIee Pa3BUTHIX MEepapXuil, CYyMEeCTBYIOT KoH(pepeHImy alt.*, MmosBUBIIMECS Kak
OTBET Ha OTKa3bl B CO3JAHMH PACCHUIOK HAa HEKOTOPhIE TeMbl B OCHOBHOM KocTsike /. B
alt He ObUIM BBeJIeHBI Te KECTKHE MPABUIIA, IO KOTOPHIM KUBYT OCTajlbHble. B yacTHOCTH,
MMEHHO 3/IeCh PaCpOCTPaHSsETCs MPOrpaMMHOE oOecTieueHre 1 He3aKOHHbIN KOHTEHT, XO-
TS agMuHUCTpanus Hadana 6anuth AI1. Ha cerogas moctyn k USENET npepocTaBisior
crierasbHble NMPOBaiiIepsl, JHIIb HEKOTOPBIE U3 KOTOPBIX MO3BOJIAIT CKAYMBaTh (haibl -
HEKOTOpPBIE MOJIb3YIOTCS 3TUM BMECTO TOPPEHTOB. B MOBEpXHOCTHOI CETH pacipoCTpaHsi-
10TCS ¥ 1yOIUPYIOTCs OObIre 00BbEMBI ApXUBOB, XPAHSAIIUX MOAYAC OYEHDb CONEPKATEIb-
Hble AUCKYCCUM oJijiparoB 3apyOexkbsi, AJisi MHOTUX U3 KOTOPBIX MMEHHO 3[€Ch Ha4aJloCh
OHNaitH-o61enne. ECTh ¥ MPOEKT MOMCKOBOI MAIIMHBI> o,

3.12.4 AnoNET

AnoNET — npopomxkatesnb HeiHe MEpTBOI cetu MetaNet. TexHuuecku siBisercs ya-
cThio oBepiieitHol cetn oomeHa Tpacpukom UCIS IX. Ucnone3ytorcs BHyTpeHHue DNS u
BGP-nupuHru,BHyTpU CeTd €cTh CBOM AS, HO HyMepalus MCIOJIb3YeTCs] HE U3 YaCTHO-
ro JuanasoHa. B Hacrosmee BpemMs MaJlOHAacEI€Ha, OCHOBHBIM BJlaJie/bLIEM sBJAeTCA Ivo
Smits.

3axo[ B CETh IPOU3BOJUTCS NOCPEACTBOM NoknoueHus yepe3 Open VPN k cepeepy
anocp.ucis.nl (178.33.23.196). CeTb cOCTOUT U3 TPEX aJPECHBIX IPOCTPAHCTB!

* 21.0.0.0/8 — cama cetb AnoNET u3 ananazona MapuipyTusupyembix ajapecoB VH-
TepHeT. 3abpoHupoBaHa 3a DoD, Ho, Tak Kak cuMTaeTcs, 4yTo ceifuac MuUH. 0O0pOHBI
CIIA He ucnonb3yet 3Ty ceTb, noaToMy AnoNET B3sutn ee cede ¢ 1esbio He JI01y-
CTUTb NIEPEKPHITUS C YACTHBIMU JMana3oHamMu BHyTpeHHUX JIBC nosp3oBaTesneii.

2T6https://www.thundernews.com/blog/what-is-the-difference-between-usenet-the-internet-and-the-world-
wide-web/

2T https://www.giganews.com/usenet-history/alt.html

28https://nzedb.github.io/
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whois@whois.ano$ wholis -h whols.ano (21.41.41.3

rommit 38la3cac3bb721389d73aab4t92d31ed37d36dbo
found user: epoch for the query.
s IP section for 21.41.41.3

Fig. 9. ctpykrypa AHOHeTa

* 172.22.0.0/15 — wu3 yactHoro auanaszoHa 172.16.0.0/12, u 3T0 nUpUHT ¢ Apyrow
oBepiieitHo ceTblo https://www.dn42.net/Home

* 198.18.0.0/15 — 3ape3epBrUpoBaHa KaK YaCTHbIIA JUana3oH AJis1 TECTUPOBAHUA, BJla-
JeJiel] He BbISICHEH.

CrapT B mporyske MOHO B34Tb OT http://anonet.org/ B pazaene Activities. Ha momeHT
HAIMCaHUsI )KUBO HECKOJIBKO CaliTOB U CEPBHCOB:

* http://www.ucis.ano/ — .ano caiit npoekra UCIS, 1o cytu, 310 neHTpajipHas TOUKa
AnoNET. Tyt ecTh HeOOJIBIIO KAaTAJIOT CCHUIOK ¥ CEPBUCOB, BCE KOHTAKTHI BeJIyT Ha
Ivo.

* http://ix.ucis.ano/ — UCIS Internetwork Exchange. Bpime 6pu10 yKa3aHo, 4TO €CTh
NUPHHT ¢ ceThio dn42 u ObuT MUpUHT ¢ ceThlo VAnet. BoT TyT ykaszaHo, Kakue ceTu
nogkmoveHsl K IX (Bcero ase, aa). Ecte MecTHbIl Looking Glass, oTcioga MOXHO
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Opath 6osee Tounble ceTrt ANONET 1 dnd2, omHaKo MHTEHCUBHBIN CKaH HACTOATEJILHO
HE PEKOMEH]IyeTCs.

* http://wiki.ucis.ano/Anonet — MecTHasi BUKU, TaK)X€ €CTh MaJeHbKHUI KaTajor pe-
CYpCOB.

* http://www.ucis.ano/dump/ — caitnonomoiika Ivo.

* http://cablegate.ucis.ano/ — 3epkano WikilLeaks.

Ectb MecTabIi IRCZ7?, koTOpsIit o1H0i#1 Horoii cTont B MHTepHeT — IRC. Kwaaknet.Org.
OcHoBHOI#1 KaHaJl, rjie ecTh oTBevaIume — #anonet. Takxe npsimo B irc cpencteamu DCC
npoBoauTCcs (ailIooOMeH, HarpuMep, KaHai #software.

AnoNET erie cTouT uccneoBaTh B I1aHe OOHAPY KEHUsI BHY TPDEHHUX CEPBUCOB, IIPH-
YeM JIeJIaTh 3TO HYKHO KaK BHYTPHU CETH, TaK U CHapyku. JKU3HU B IPOEKTE MaJIo, 00bEMHBIX
KaTajoros HeT. BO3MOXHO, CTOUT peryJisipHO UCKaTh HOBblE yIIOMUHaHUs B IHTepHeTe niu
HPOBOJMTH ITTOOAIBHOE CKAaHUPOBAHKUE C OYEHb HIU3KOM CKOPOCTHIO.

3.12.5 Closed Shell System

Closed Shell System — muduyeckue ceT, O ONUCAHUAM HAllOMUHAIOIINE UHTPA-
CeTh, 0 KOTOPOH Mbl roBopuiM panee. HazBanue, BeposiTHO, mporcxogut ot cetu Kiosza
(Clos Network) - pasHOBUIHOCTH KOMMYTAIIMOHHBIX ceTeit (circuit networks). im npunm-
CBIBAIOT COJEPKUMOE BPOJIE ApXUBOB ceKpeToB Tecsibl wiH npuiesbueB. C HUMU ke CBsA3aHa
Jeren/a o «Mapuanckoii cetn»280 | To ecThb rryGouaiiimem cioe KOMMYHHKALIYIA, HEIOCTYTI-
HOM MPOCTBIM CMEPTHBIM. VIMEHHO OHa, BUAUMO, JIeI/Ia B OCHOBY HETCTAJKEPCKON «CXEMBbI
YPOBHEN».

B 0CHOBHOM OHM NpUNIUIM U3 UCHIAHCKOTO M MOPTYTajJbCKOrO CETMEHTA, KaK BUJIHO B
3TOM noadopke nact. [IpeacTaBieHre 0 “COOep)XUMOM’ TaKUX TalHBIX CETe MOKHO IOy~
yuTh TYT. C TeX MOp aHIJIOSA3BIYHAS CETh JIIOOUT UCTOPUU PO CTPAHHbIE JOMEHBI BEPXHETO
ypoBHs (.clos u T.1m), rie XpaHATCS LIECHHENIe MaTepUaJbl.

Hpyr 3a IpyromM MosiBUJIKCH TAKME UMEHA IOMEHOB U HAa3BaHUS CETEH:

Closys, Closed Shell Systems umu ClosNet (.clos),

Lokynet (.loky),

ChaosVPN (.hack),

DarkFantasy network (.dafy) u npouue.
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Closed Shell System required afther this point...

of the Internet exists below this line...

- The day you get here, is the d s na longer a faggot

Fig. 10. Onna u3 Bapuauuit cxem

Bmecrte ¢ xenaonyMu MonacTb BHyTPb BO3HUKJIMA U T€, KTO CyMeJl HarpeTh Ha 3TOM
pyku. Macca Buaeo Ha 10Ty0Oe, MOBTOPSIOIIMX JIETEHly WM MacThl, OOSIAIUe JOCTYII
yepe3 IPv7 (HecyecTByOIIMiA), BRIISAAT HEBUHHO. HO 4acThl ciydyan npojak crnocodoB
IIPOHUKHOBEHUs1, 0 4éM npeaynpexaaer XoctuHr Hanuansa. EcTb naxe pyccKOsI3bIYHBIN
MaHyaJs [0 HarpeBy 3amagHbIX "MaMOHTOB" KaXAyIIMX MMO3HAKOMUThLCH C .clos. B cBsa3ke
C «MapUaHCKMMM CEeTSAMM» YIOMHHaeTcsl ycTaHoBKa cet Polaris?8!. Ha camom aene 310
HeOoJbIIas ucciaenoBarenbckas cetb NASA, pa3BépHyTas B OAHOM M3 HAYUYHBIX LIEHTPOB
u oOpabaTbiBaolias JaHHble 00 030HOBOM cJl0€. IHCTPYKIIMY O CChUIKE HYKHbI ObUIM JJTST
MX BHYTPEHHETrO UCMOJIb30BaHUSI.

Oxkaszanocs?8? 283 qro wacTs nerenn sanymena 1aTHHOAMEPUKAHCKMMHI XaKePCKUAMI
KOMaHAaMu. BriociieicTBMM OHM He pa3 MbITAIMCh ONPOBEPrHYTh MX, HO TIIETHO. B yacrt-
HOCTH, .clos fIBJISJIOCH JOMEHOM BHYTpPEHHEH CeTH aJMUHMCTPATOPILU OJHOTO U3 TAKUX
«KapaBaHOB» B3JIOMIIMKOB. MIHTEpeCcHO, UTO OHa 3aIlycKaslach 10 NPeJBapUTEIbHON JOro-
BOPEHHOCTH B 3aJaHHOE BpeM.

24re:/firc.ucis.ano

280https://pastebin.com/hGUiga3X
Zlhttps://cloud].arc.nasa.gov/polaris/comm/linux.html
282https://pastebin.com/hGUiga3X
283http://kruegernyuewww3c.onion/
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Image by SoaringMoon

Closed Shell System

Level 4-5 of Web |l evel 3-4 of Web

Fig. 11. Gonee 61M3KMii K peaJlbHOCTH BAPUAHT CXEMBI

Chaos VPN Takxe okasascsi HeOOJBIION JIIOOUTEILCKON HAICEThIO, Kya MPOHUK Ye-
pe3 JApyrue MpOTOKOJbI MOJib30BaTe b abslimit. DTa HajaceTh paHee Oblia JOCTYIIHA IO
VHBaiTaM, HbIHEIIIHEE [T0JIOKEHUE JeJ1 U NOPSAJOK MOAKIIOUYEHUSI MOKHO Y3HATh HA O(PULIM-
aIBbHOI BUKNZS4,

TeXHUYECKH TICEBIO-TOMEHHBIE UMEHA BO3MOXHO CO34aTh Ha coOctBeHHOM VPS, B
3aKpbITOH oBepieiiHoM ceTu. CaenaTh 3TO MOXET J0OOH KeJalolIui, a He TOJIbKO BlIaAesiel]
TalHBIX TEXHOJIOTUIA.

KoHeuHo, T0 He 3HaYUT, YTO MHTPACETH OPraHU3aLMI HE CYIIECTBYIOT WM HE COJep-
’KaT LEHHBIX JaHHBIX, CIIOCOOHBIX MEepeBEepHYTh MHeHHe 0 mupe. ComepkuMoe MmoJoOHOI
CEeTeBOi CTPYKTYypHI paccekpeunsal dasap CHoyleH, 3arpy3us ero Ha USB-HocuTtens du-
3MYECKH, a He MyTEM XUTPOro J0CTyna u3 uHTepHeTa. OfHAKO cleqyeT OTJIMYaTh UX OT
NPOCTO AJIbTEPHATUBHBIX KOH(MUTYPALUii, HACTPOSHHBIX JIOOUTESAMU 1151 ceOsl.

3.13 Kaptsl

B 2007 r. kopnopauus Google B pamkax oTkpbitus cepsuca Google Steet View?®

OTIIpaBWIa B MyTEUIECTBUE MO MUPY COTPYAHMKOB Ha MamMHax. C MX KpBIll, HA BBICOTE
2,5 MeTpoB, Kamepa cHUMaeT nmaHopamy B 360° mo ropuzoHTa u 290° 1o BEpTUKAIH.
Brocnencteum cpeacTBa nepeMelieHust paciiupuinch 10 TPUIMKIIOB, CHETOXO/IO0B, JIOJOK

Z84https://wiki.hamburg.ccc.de/Chaos VPN
23 900gle.com/streetview
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¥ NOABOJHBIX arperatoB. Ceifyac XpaHWJIMINE OXBaThiBaeT 2 neradaiiTa JaHHBIX, 39 cTpaH,
3000 ropomor u 8000000 kM gopor. ANropruT™Mbl 00padaTHBAIOT U300paKEHUsT HAJIOKEHU-
€M BOJSHBIX 3HAKOB U Pa3MBITHEM JIUL], HOMEPOB aBTO U TeJE(POHOB, HEKOTOPBIX BBIBECOK
um ykasateseii. JTio60ii MokeT mogaTh kano0y>S® s 6mopa uMyiecTsa, 06beKTOB Y-
HOI )KM3HU | “‘Herofo0aromero Koutenta”. K HeMy OTHOCAT CIIeHbl HACUJIHS, Uy/IaKoBaTOE
ToBesieHNe mojieil, rpaddeckye Gary ¥ HaXOAKH THIA CTaTyn”>’ Bo ®paHIMH, KOTOpHE
KOJUIEKLIMOHHUPYIOT B coobmecTse /r/creepy e u ynomunaiot B HoocTax?3. ITosupys paau
cnaBbl, ppuKH passrpeBaioT’?’ yeuiicTea.

Paspocumecs Beaed 3a [YIIIoM MHCTPYMEeHTHZ” | BJIOXHOBIIM 6OreMy M HeTCTalIKe-
poB. TIepBbIM njel0 MOIXBATII KaHAACKHT XyaoxkHUK JIxkoH Padman’®?, BoroTuBImii eé
B IIPOeKTe «9 eyes» — O1ore 00 ynmuuHo# (pororpaduu pewarousezo momenma (o Kaprobe-
Bbpeccony) B Cetn. OH Takke M3ydas 3a0poOlleHHble OHJIAHH-Urpbl U 3D yYaT-KJIMEHTHI
Haspoge worlds.com, momyaapHee Ha /x/ 1 /sn/, u yaocTouscs acce?”? ¢ uarepsbio’”*. Muoii
HCKYCCTBOBe I, Munka XeHnep” >, meuartasn JeByIIeK U3 3CKOPT-YCIyT, BOGHHbIE Oa3bl, TI0-
7151 oA, (pepmbl U (paOpUKHM B TIISIHIIEBBIX JKypHatax. IHTepec K BUPTyaIbHBIM CTPAHCTBUSAM
BO3pOC, KOT/Ia OTKPBUIMCH PaHAoMaii3epbl: mapcrunch.com npeaiokui nepcoHaabHbIe ra-
Nepen U peryaapHsii Tom, a Random Ize?%, randomstreetview.com u python-ckpurrer?®’
— 3ProHOMMYHOCTh. BCKOpe aHOHMMBI M geoguessr.com NpUAyMajId UTPhl Ha OTra/lbIBaHUE
Ha3BaHMH CITy4YalHBIX TOCYAAPCTB M MECTOIOIOKEHHS OIMKANIIEro a3ponopTa.

OpnHako NMpYMEHEHWE KapT He OrPaHUYEHO HETPAHIOMOM. MOXKHO LieJIeHalpaBJIeH-
HO M3Yy4aTh MPEIOIOKUTENHHO 3arajlouHble MecTa, KOMOMHUPY S CEPBHCH, TaK KaK Kax-
Jblii CIyTHUK CHUMAeET no-ceoeMy. Ilomumo I'yria, kaprorpadgueil ¢ momMoupio CIy THUKO-
BBIX CHAMKOB 3aHHMAlOTCA U jpyrue kommanuu: Bing?”®, dunekc. Jns moucka HeoGHIY-
HBIX MECT Ha KapTax U MPOSICHEHWS CBOWCTB yXe HaWJIEHHBIX CTOUT OOpaTUTHCS K WH-
CTPyMEHTaM BUKH-KapTOrpaMpOBaHNs1, HATIOJHIEMBIM 3aMHTEPECOBAHHBIM COOOIIIECTBOM:
http://wikimapia.org/ , https://www.openstreetmap.org/ , HpOCMOTPIIMKAaM Tonorpaduye-
cKMX KaprT: https://www.marshruty.ru/Maps/Maps.aspx , peTpokapTam
http://www.etomesto.ru/ u http://www.retromap.ru/, a 11 agpecoB NOJIb30BaATbCS KaAacT-

286express.co.uk/life-style/property/761003/google-maps-remove-house

287https://imgur.com/a/BBf7Q

Z88https://www.reddit.com/r/creepy/search?q=google+maps&restrict_sr=on&sort=relevance&t=all

289http://www.viralnova.com/creepiest-things-on-google-maps/

290http://www.bbc.com/news/uk-scotland-edinburgh-east-fife-27670099

21 https://en.wikipedia.org/wiki/List_of_street_view_services

2Zhttp://telegra.ph/Dzhon-Rafman-08-27

293nttp://artfcity.com/2009/08/12/img-mgmt-the-nine-eyes-of-google-street-view/

2%4http://web.archive.org/web/20180321032512/https://interviewrussia.ru/art/hudozhnik-dzhon-rafman-
dlya-hudozhnikov-internet-segodnya-eto-parizh-nachala-xx-veka

https://en.wikipedia.org/wiki/Mishka_Henner

2%https://random-ize.com/random-map/

Thttps://github.com/hugovk/random-street-view

2%8https://www.bing.com/maps
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https://randomstreetview.com
https://github.com/hugovk/random-street-view
https://geoguessr.com/
https://www.bing.com/maps
http://www.etomesto.ru/
http://www.retromap.ru/

pamu, ais Poccum ato http://pkkS.rosreestr.ru/ . @oTtorpacduu u3 onpeneaeHHbIX reorpa-
(pyeckux MECT Take MOXHO MCKaTh ¢ MOMOUIbI0 Panoramio. DTOT cepBHUC UCIIONb3YET
EXIF-pannbie nis nyonukanuu gororpacduit Ha kapte. bonee nponsunyTta kamerka, tpe-
Oyromas, BOpoyeM, IIaTHOro akkayHta Shodan: oHa coOupaeT mMatepuabl U3 COICETEeH,
COOTBETCTBYIOILIME 3aJaHHON KOOpAUHATaMu JioKauuu. HekoTopsle cepBUCH CTPOro Tema-
TUYHBL: 0TMevaloT ToJbKO pajgapsl ['MUBJI/] win IoT-ycrpoiicTsa.

B aHanu3ze KapT KJII0YEBYIO POJIb UIPAET OMBIT. HET MUCTHUKY B pa3HOLIBETHBIX OBAJIAX,
9TO MOTYT OBbITh OJIs1 HETUITUYHOHN (POPMBI WM JPYTHe 30HBI AeATeIbHOCTH oaei. Crepl
BETpa U pa3MJHble OTJOKEHUsI MOTYT J1aBaTh HEOOBIUHYIO KapTuHy. Pa3Huiia B pasperie-
HUY CHUMKOB U BB UX CKJICHKH, a TaKXke, M0-BUAUMOMY, BHIpyOKa Jieca 1o JINHAH CBSI3U
CO3JaMN WIUTIO3HIO Teormida B 3TOM MccieJoBaHun’ . V3yduTe mpeaMeT Tpeske, deM
J€J1aTh BBIBOJIBI.

3.13.1 MHrpoBble NIPpOCTPAHCTBA

HeTtcTaskepsl 3aHUMAIOTCS M3YYeHUEM 3a0pOIICHHBIX OHJIANH-UTP, KOH(pEPEHITUil U
3D uar-kJimeHToB. B HeMonepupyeMoil ceTeBoii cpejie YacTo COOUPATCs MaprHHAJIbHBIC
JMYHOCTU. BO3MOKHOCTH MOIIIHOTO BU3YyaJbHOTO TBOPYECTBA MapalIesIbHO C CUCTEMOM
OOIIIeHU s TIO3BOJISIET UM HE TOJIKO CAMOBBIPAKAThCS, HO U yCTPauBaTh COOpPAHUsI Yero-To
MOXOXKEIro Ha KYJIbTbI, U OCTAaBJIATb 3araaku.

abshimit]

Fig. 12. Bctpeua yyactHukoB "Mupos"

29%https://cont.ws/@valentindeg/694839
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Haubonee ussectHsl B a3ToM cMbiciie Worlds.com, Second Life u Minecraft. ITouck
s «MHpOB» CBOAUTCS K M3YYEHUIO BHYTPHUUIPOBOIO MPOCTpaHCTBa. Takxke, MOCKOJb-
KY KQXKAbli «MUP» SIBJISIETCS OMyOJMKOBAaHHBIM B MTPOU3BOJILHOM MECTE CETU TEKCTOBBIM
(paitiiom cnenuaibHOrO (popMara, BOZMOXHO UCKaTh ux Jopkamu. Cepepa MaitHkpadra
MOXHO CKaHMPOBATh MO MOPTY 25565 mim opueHTUpYSCh Ha OaHHEpHl ero MpPOTOKOJIA Ha
JPYTUX MOPTax.

A kak-mo pewun npockanums 00un ouanazom no nopmy 25565 u Habpén Ha noKuny-
mblii cepgep, 20e ObLA0 NPOCO 0ZPOMHOE KOAUUECTNBO BCAKUX NOCMPOeEK. IMO Oblau yenvle
20p00a, coeOUHEHHBIE MeHCOY CODOL MAZUCMPANAMU U3 PEAbC, NPOMAHYMBIMU HA MHO20
moulicsiu 020K08. Buono 6vir0o, umo smo 0vino cO30aHO UZPOKAMU, 8 CYHOYKAX NeHCANU
UbU-MO 8eUU, HA OOMAX ObLAU MAOAUYKU C HUKAMU 8aa0enbues. H 6pooun 8 NOAHOM 00u-
Houecmee no SMomy 2u2anmckomy 3aopowernomy mupy. Kmo mym uepan? Kax oaeno?
Ilouemy crooa 6oavuse He 3ax005m? Imu 60nPOCbL MAK U OCMAAUCH NPEKPACHOT 3A2A0KO.
Ha caedyrowuii 0env cepsep 6bin OMKAIOUEH.

— Zerogoki

[Ipumep "Mupa"MOXHO MOTYuuTh Ha angeleyesesprit.sytes.net, eCTb U KOJUJIEKLIUU
CKPHHILIOTOB.

3.13.2 W3o6pakeHust

[Touck rpacduyecknx oObEKTOB BO3MOXEH B JIBYX BHJax: MOJ HEKHWid 3ampoc U MO
camomy n3o0pakeHuio. [IepBblii BapuaHT KacaeTcs CIydaeB, KOTa BaM HYKHO T0100paTh
BU3YAJIM3alMI0 KaKOi-TO uaen. [1j1s 3Toro Bbl MokeTe 0OpPaTUTHCA K TPAAULIMOHHBIM ITOUC-
KOBMKaM, HO OOJIbLIIE BBIXJIONA MOSYUYUTCS U3 CHELUAIbHBIX PECYPCOB ISl XYJOKHUKOB U
(pororpacos. MoxHO HauaTh co cBepXIony/sApHbX Instagram, Tumblr ¢ ero Hepa3BUTHIM
TEroBbIM IOMCKOM 1 arperatopa Pinterest. Ho orpomMHbIe 3as1esxu I0OUTENbCKOTo U rpodec-
COHAJILHOTO UCKYyCCTBA XpaHsTcs Ha Deviantart, Pixiv, ArtStation, VIRINK u menbImmx mio-
IaKax AJ1s apTa, Tie ¥ BCTPOSHHBI MOMCKOBHK YacTO COAEPKUT Oosbliie HacTpoek. Pecyp-
ChI IO IIPOZIAKEe CTOKOBOM rpaduky, Takue Kak Shutterstock, https://ru.depositphotos.com/,
https://www.bigstockphoto.com/ru, cHaOkal0T KOHTEHT BOJSHBIMUA 3HAKaMHU, HO B HEKOTO-
PBIX CllydasiX MOKHO MOJIyYUTh MCXOIHBII IUIaTHBIA (pailn (He ucrnonp3yiTe ero B KOM-
MepYeCKHX IIeJIsIX): B3SATh CCHUIKY Ha MPOLITAMIIOBAHHYIO BEPCHIO U NIepeOOpOM CO31aTh
IpsSMYIO CCBUIKY Ha YMCTYI0 Bepcrio. OTINYHBIN UCTOYHUK CTApUHHBIX M300paXkeHni —
pas3inyHble OMOIMOTEKU C OTCKAHMPOBAHHBIMU KHUI'AaMH, KaTaJIOTH 3(pemMep Ha NpoJaky 1
OHJIAIH-TUIOIA KM TOPTOBJIM ITOEPAKAHHBIMU BEILlaMy, OT ebay.com J0 KOJIJIEKIMOHEPCKUX
1aTdopM U3 pasHeix cTpal Bpoae StampWorld, Delcampe, 1 Numista. 300paskeHus uH-
TEPHALMOHAJIbHBI, 2 IOTOMY TEKCTOBbIE 3alIpOCHl COCTABJISIATE HAa Pa3HBIX SI3bIKAX, €CJIU HE
HaIlUIM Ha PYCCKOM M aHIVIMHACKOM.

Ecii ske KOHKPeTU3MpoBaTh 3alIpoC HEBO3MOXHO, CEP(PHHT-(p1aHnpOBaHuUE 10 BbILIIE-
NIEPEUYMCIIEHHBIM pecypcaM JIOMOJIHAT paHIoMai3epsl 10 imgur.com, HalpuMmep, 3TOT (CM.
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takxke 3.3). ByabTe OCTOPOXHBI ¢ 3TUM cIocoO0oM — OH He (pmibTpyeT NSFW-KOHTEHT.
Bl MOxeTe co3/1aTh COOCTBEHHBIN paHOMaii3ep 1Mo MoOOMY UCTOYHUKY rpaduKu, B TOM
quciie BLIOUpath e€ ¢ (paitToo0OMEHHUKOB U OTKPBITHIX CEPBEPOB.

MHoro ¢oTorpaduii TEXHUKH, CEMEHHOMN KU3HU, Pa3JIMYHbIX MECT, CKAHOB IOKYMEH-
TOB MOXHO Haiith Ha FTP u SMB-cepBepax, a 4y)ue MpocMOTpPBI OTJIOBUThH C IIOMOILBIO
CITy THUKOBO¥ PHIOAJIKH.

[Touck mo n300pakeHuIo MPUTOKIAEeTCs, KOTJa HeOOXOIMMO MOJIYYUTh IEPBOUCTOY-
HHK KapTHHKH, O0oJiee KPYITHYI0 BEpCHIO, BAPHAHTHI paKypcoB (oTo  T. 1. OH 4acTo cTaHo-
BUTCSI YaCThIO IeJMCEPUa UM pacciieioBaHus. Bocronb3yiiTech peBepCUBHBIMU TOMCKOBU-
Kamu o6mero xapakrepa>?’ U crienManMM3MpoBaHHEIME caiitamu Bpone Karmdecay®©! s
Pejyura. Crienuanm3upoBaHHbIi TIOUCKOBYK tineye, GHIBIIMIA TepBONpoXoaueM>2, yeTy i
uHcTpymeHTy Google. Tot, B cBOI0 ouepenp, cnadee Anaekc.KapTUHOK ¢ UX TeXHOJIOrHen
CBIR B pacrio3Hapaumy 0,
OrnencopcHIil w/a/ifu2x3430* ypemmunpaer dotorpacdum u yerpanser apredaxtsr. C ayau-
03aruMcsIMY IOMOXKET pacrio3HaBaHue My3blkn: AudioTag (6pay3epHas yTHIHTA, TPOBEPSIIO-
11asi 1o oTnevyaTkam 6osiee MIJUTMOHA TpeKoB), MooMa.sh (M3BiiekaeT MeJIoiuK U3 pOJIMKOB
YouTube, Vimeo u Dailymotion u anamusupyet ux) u Shazam>% (nmpunoxenue na 10S u
Android, 3anuceIBaoIiee 3ByK ¢ MUKpO(OHa), MM PEKBECTHI B COOOIIECTBAX COIUATBHBIX
cereit: vk.com/melodyhelp u watzatsong.com. [j1s1 Buieo3anuceii T CTpaTerum peaam3o-
BaHBI TMO0 3aKPHITHIME chicTeMamu B gyxe Content ID3%0, sammmaromeit aBTopckue pasa,
60 KOMILTEKCHBIMU MeTofiaMu Joporymero Spotter>?’ (vecsranas mogmuicka Ha 10 3ampo-
coB croutr 25000 pyO, noObIBaeT UTOr MO OOpaslly, HA3BaHUIO M KJIOYEBBIM CJIOBaM) U
MOKaPOBOTO TMOMCKA, KOrJa Bbl OepéTe 6-7 CKpPMHOB KJIOUYEBBIX MOMEHTOB BHIECOPSAA U
peBEPCUTE UX.

JIuteparypa

[1] IIpoekt «CASCA», PacimpeHnHoe pykoBOACTBO MO OHIaiiH-Kamepam v0.3.1, 2018 r.
[2] ITpoekt «LOcation Unindentified», https://github.com/ImOvel/LOcation_Undefined-
maps/wiki

300nhttps://en.wikipedia.org/wiki/List_of_CBIR_engines
30lhttp://karmadecay.com/t

302https://www.tineye.com/
303https://staurus.net/google-vs-yandex-poisk-po-kartinkam
304http://waifu2x.udp.jp/

305https://www.shazam.com/ru
306https://support.google.com/youtube/answer/2797370?hl=ru
307http://spotter.tech
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4. AHAJIN3 HAXOJIOK

Hepenko HeTcTalKepbl CTATKUBAIOTCS C HEMOHATHBIMM CETEBBIMM OOBeKTaMu. Mx
CTPaHHOCTb MOXET 3aKJI0YaThCsl KaK B CMBICJOBOM HANOJHEHUHU, TAK U B TEXHUYECKUX
0ocoOeHHOCTAX. M3-32 MaJIOro OIMbITa OHM YaCTO HE IOHUMAIOT, YTO UMEHHO COJICPKUT UX
HaxoJIKa, IIEHHA JIM OHA, U HACKOJIbKO CEPbhE3ZHO €€ ClielyeT BOCIpPUHUMAaTh. Borpeku 3a-
OJIyXJICHUIO, HEOOBIUHBIC SIBJICHWsI BCTPEUYAIOTCS B MOBEPXHOCTHOI CETH TOYHO TaK Ke,
KaK ¥ B JunBeOe, U4TO MOATBEPKaeT DIb3aredT M HEKOTOpble TIPUMEpHI jajiee. AHaIM3
HYKeH JJa)ke B MOBCEIHEBHON CETeBOM NesATEIbHOCTU M3-3a OOMIMs B BeOe MapKeTHHIa,
KJIMKOENTOB, MOIIEHHUYECTBA ¥ (DEMKOBBIX HOBOCTEM. [IJIs1 3aIIUTHI OT MOCJIETHUX T'YIJIH-
Te TIPSIMbIe IUTATHl 0O0CYKJAEMbIX JIMII U YUYUTECh OTCENBATh HEABTOPUTETHBIE UCTOYHUKH,
kak rmacut-® stuka Bukumequu. [ToMuuTe, 4TO BOCIIPUSITHE JIOKHBIX CBEICHUI HATTPSAMYIO

BJIMACT HA Balllv JKXU3HCHHBIC BBI60pI>I.

CMBICJIOBOH aHAJIN3
BO)II)I_HI/IHCTBO HaYMUHAIIINX HCTCTaJIKepOB JKeaalT HAaXOOUThb CTpaHHI)Ie CaﬁTbI nJimn
KaKOW-TO JAPYroi 3araJIouHblii KOHTEHT. ECTh JBe Belu, KOTOpBIE HaJl0 Cpa3y YsSICHUTb.

1. Bce ceTeBble OOBEKTHI pa3MelIalOTCs B UHTepHeTe JojibMU. KOHTeHT Morya creHe-
pUpOBaTh MallliHa, HO OISTH ke M0 3aJaHHI0 YeJIOBeKa, Ha XOCTHHIE, Pa3BEPHYTOM
YyeioBeKOM. Eciii KTO-TO pa3MecTHs1 KOHTEHT - 3HAUUT, €ro Ha 3TO YTO-TO CIOIBUI-
70. Baima HeTcTankepckas 3agaya - ocTapaTbCsi MOHATh, YTO UMEHHO. ABTOp XOTell
BOCXUTHUTD MOCETUTENC, JOHECTH JI0 HUX COOOIIEHUe, MOUrPaTh C HUMU, OOMaHyTh
nux?

2. 3araIouHOCTh U TPYTHOIOCTYITHOCTh HAXOJIKU, YO TUTEIbHOCTh TOHA aBTOPA U BHEIII-
HUIA aHTYpax He Je/aoT MH(GOPMAIIMIO UK KOHTEHT Oosiee 1leHHbIMU. CyOBbeKTUBHOE
0CTaéTcsl CyObeKTUBHBIM, OpeIoBOe - OpeIOBbIM, JIOKHOE — JIOKHbIM. [ToMHMTE, YTO
B MHTEPHETE MOXET IMOCTUTh KaXblii, paBHO KaK U co3aarh cebe cailT. PykoBon-
CTBYHTECh PEKOMEH/IAIIUSMHU 110 PEBEPCUHIY CMBICIIA.

I_Ie.]lb — OIIpEICJINTh CMBICJI HAXOJKH, MOTUB aBTOPA U, Kak CJICACTBUEC, ICHHOCTDH 00BeKTA.
ITocneaHssa MoxeT OBITh CY6BCKTHBHOfI (BaM OYCHb MMOHPABUJIOCH UJIK OAJIO MUY JI YMa)
u O6H_ICCTBCHHOI71 (B CCTU HC YIIOMUHAJIOCH, APYI'YC€ HETCTAJIKECPHI HE HaXO,I[I/IJ'II/I).

Kak Hu 6aHaIbHO, HO HAYHUTE C TOTO, YTOOBI BUMTATHCS B TEKCT U MOCIIEI0BATEILHO
TIPOWTH T10 BCEM CChUIKaM, KOTOpble BUauTe. He UrHopupyiiTe BHEIIHIE CCHUTKU M CYETIHU-
KU IPOCMOTPOB, TIOCKOJIBKY OHM MOTYT C/I€AHOHUTb HUK BJIajiesblia. YTOOB HE epKaTh B
KPaTKOCPOYHOM MaMSTH, [ieJlaiiTe KOPOTKUE 3aMETKH, KaK B 9TOM ITOCTE, UM BHITUCHIBATE
Ha MalHOKapTy, oToOpaxas cBoi myTh BrilyOb. [loka rpadpudeckoe oToOpakeHue UCTOPUN
Opaysepa octaércs MeuToi, nonpoOyiite 3ToT agnoH misg Chrome. OH oTpakaeT CBS3U

308https://ru.wikipedia.org/wiki/Bukure mms: ABTOPUTETHEE_NCTOYHUKH
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MeX/1y MpOiIeHHbIMA Bamu cTpaHuiiamu. EcTb emé nHtepecHbie pemrenus s Firefox:
pas, 1Ba.

He 3a0bIBaiiTe NCKATh IO BCEM KJIIOUEBLIM CJIOBAM, KAKUE 3aMETUTE.

CKOJIBb3HYB IJIa3aMHM 110 CTPAHUIE, MOKHO He YBHUJIETh OOJIBIIYIO YacTh €e CBOWCTB.
W3-32 3TOr0 MOKHO MPOMYCTUTDb BaXKHbII OOBEKT, IPUHSIB €r0 32 HEUTO CKYYHOE WUJIU TPUBU-
anpHOe. [ToaTomy mpocToi MpocMOTp pecypca ciaenyeT JONOTHITh TEXHUIECKUM aHATM30M.
Texunueckuit anaan3 CIIyXUT CMBICJIOBOMY M HE BCerga MOXeT ObITh OTAEJIEH OT Hero:
U3yYeHHe TEXHUIECKMX 0COOCHHOCTEel 00BEKTa pacKphiBaeT ero Ha3HavyeHue. MHorma atu
MOJAPOOHOCTH CTAHOBATCS €MHCTBEHHBIM UCTOYHUKOM MTOHUMAHKSA CYTH HaXOIKH. B apy-
T'HX CJIydasix 0a30Bble 3HAHUS CETEBBIX MPOTOKOJIOB MO3BOJIAIOT JOMOJIHUTH pacciiejoBa-
aue3% 310 yny naiitu Bragenbia npocrermmM whois. Yrenne ¢ nomoupio Wireshark na-
KETOB, MOJTYYEHHbIX, K IIPUMEPY, U3 NOTOKA JAHHBIX CO CIyTHHUKA, PACCKAXET O cailTax u
nporokoyiax. HexBaTka HaBbIKOB B TEXHMUECKOM aHAJIN3€ MPUBOJUT K JIOKHBIM BIevatJie-
HUSIM U pacTipoOCTPAHEHUIO JIETeH ] O HEBO3MOXXHBIX SIBJICHUSIX MM 00 MCKa)KEHHBIX 00pa3ax
peasibHO cyiecTByomux ceteit (cm. masy 3.12.5 o Closed Shell Systems).

Pa3z6upath MeToapl HAYHEM ¢ pabOThl HAJ| pe3yIbTaTaMH CKAHUPOBAaHMS, TaK Kak
9TO OOBIYHO MCTOYHMK HauOojee CIOKHBIX B aHAJIM3€ M HEOOBIYHBIX HaxoAoK. CalThl U
(baiinoBbie apX¥BHI AJILTEPHATHUBHBIX M OBEPJICWHBIX CETEM, MOTyYeHHbIE IPYTUMHU CIIOCO0a-
MM TIOMCKa, 00padaThBAIOTCS aHAJIOTHYHO.

4.1 Amnanu3 ceTeBbIX Y3J0B

Panee Mbl rOBOPWIM O CKAaHUPOBAHUM CETU Kak 00 OIHOM M3 OCHOBHBIX CHOCOOOB
MOUCKA HETCTAJIKEPAMH HOBBIX OOBEKTOB.
N3 IP-agpeca MOXHO MOJIYYUTh CJIEAYIONLYI0 HH(POPMAIIHUIO:

* [IpuGmm3uTeIbHOE MECTOIIONIOKEHNE CEPBEPa M, BO3MOXKHO, MMs BJIafiesIblia WM Ha-
3BaHWE OpraHM3aluy - ¢ momouibio whois. Yaine Bcero Tak MOXHO MOJYyUYUTh JIMIIb
uH(pOpMalMIO 0 IIpoBaiiepe.

* IlogHATeIE CEPBUCHI - ¢ MOMOLIBI0 Nmap. CKaHUPOBaHKUE BCEX IMOPTOB BBIAACT OTYET
HE TOJILKO 00 OTKPBITBIX OPTAX, HO U O IIPEAIOJIaraeéMblX CEpBUCAX, PA3IMYaEMBbIX IO
T.H. PUHrepnpuHTY (OTHevarky). Kpome Toro, cyimecTByIoT TaOIULIbI COOTBETCTBHUS,
HarpuMmep, Ha Bukunenun. OObIUHBIN 3aMPOC K MOMCKOBUKY BUA “POrt XXXX~ TaKke
MOXET IIOMOYb NPOSACHUTH cuTyaluio. MIHOrna BiaagesbLpl CEpBEPOB 3aILUIIAIOTCA,
OTKpBbIBasi “BXOJIOCTYI0” OTPOMHOE MHOXECTBO TOPTOB, UYTO 3aTPyAHSIET U PaboTy
nmap, ¥ MIPOCMOTP PE3YyJIbTaTOB.

30%https://telegra.ph/INTERNET-PROTOCOL-CRYPTO-GAME-03-24
310https://telegra.ph/INTERNET-PROTOCOL-CRYPTO-GAME-chast-2-04-03
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* [IpuBs3aHHOE TOMEHHOE UMS, €CJId UMeeTcCs - ¢ momolilbio reverse DNS lookup.
* VcTtopuio cMeHbI CEpBEpOM apecoB, eClIM UMEETCSI.

* Bosnee TOUHYIO reoIOKaIUIO - ¢ TIOMOIIBIO KapThl, OCHOBAHHOM Ha pe3yJbTaTax
RouterScan.

* Nndopmanuio, HalijeHHYO 10 Bac — BOUBas [P v BHISIBJIEHHOE HA OTHOM U3 MPE/Ibl-
OYIIUX [aroB JOMEHHOE MM B OOBIYHBIE MOMCKOBUKY WM Shodan u mogoOnbie. K
npumMepy, ftp-cepeepa NASA ynoMsHyTH Ha caiiTax MmojapasaesieH!uil JaHHOTO areHT-
CTBa, 4TO MO3BOJISAET OBICTPO pa300paThCsl C HAYYHON TEMON MX COIEPKUMOTO.

Ha oxsoM IP-afipece MoXkeT OBITh OTKPBITO MHOXECTBO OPTOB. Kamepsl Hepeiko co-
CeJICTBYIOT C ftp-cepBepaMu, XpaHAIIMMY 3amucy ¢ Hux> ! || a takske ¢ poyrepamu. ITpocTsie
BeO-CTpaHUUKK Ha TIOpPTY 80 OKPYXKeEHBI HA JIPYTHX MOPTaX MPOM3BOJILHBIMU IPOTOKOJIAMH,
K IpUMepy, 1/l OOMEeHa TeKCTOBBIMH WJIM TOJIOCOBBIMU COOOUICHUSAMHU. SpKue IpuMephl
MOXHO BCTPETUTh Ha OT/ebHbIX Tor-Homax>!2

4.1.1 Bo3moxHble pe3yabTaTbl Ha http(s)

[TepBblii IIar aHaIM3a - MOHSATh, YTO 32 OOBEKT MEepel BaMU, O3HAKOMUBIIIKCH C HUM.
Ha http(s) kuBYT Takue pecypchl:

1. Iycteimkn. B Opay3epe oTKpbiBaeTcst Oeblil JIMCT. AHAIN3 CBOAMTCS K MPOBEPKE HC-
XO/IHOTO KOJ/Ia Ha HaJIMuue HeoToOpaxaeMoil nHpopmaluu.

2. 3arnymky. DTO CTpaHUIIbI, CO3/1aBaeMble TIpU ycTaHOBKe cepBepHOro I10 ogqHOBpemeH-
HO C OTKpbITUEM NOPTOB. OHU CTaHIIAPTHBI, Y KaXA0TO U3 BEHIOPOB cepBepoB cBos. [Ipu
HEOOXOAMMOCTH aIMUHUCTPATOP 3aMEHsIET TaKylo CTPaHUILy Ha COOCTBEHHYIO (CM. J1ajee)
OO0 3aKphIBaeT MOPT, OTBEYAIOIINH 1Mo http(s), YTOOBI OHA He oToOpaxanack BoBce. OObII-
HO KMBYT Ha nopty 80.

3. CTpaHuIpl ¢ Kojamu omm6ok> . VHOrIa aIMMHUCTPATOpPhl OAMEHSIOT 0TOGpakaeMoe
10 OHIMOOYHOMY 3arpocy, CO3/1aBasi KACTOMHBIE OTBETHI Yallle BCEro Ha TaKKe OIMIMOKH, KaK
403 u 404, a Takxe myTouHyio 418: oHa cooOIIaer, 4To cepBep He yMeeT BapuTh Kode,
[IOTOMY 4YTO Ha HEM YalHBIN 3aBapHUK.

4. BebG-untepdeiichl cepBUCOB, WM T.H. "BeO-Mopapl'. D10 BeO-uHTepdEich it
pa3BEPHYTHIX Ha cepBepe npuioxeHuil. K nmpumepy, "Mopnoii"ip-kamepsl cuuraercs eé
OHJIAMH-TUIeEp, Y POyTepa ITO CTpaHuIla HacTpoeK. [1opT mpou3BOJIbHBII, 3aBUCUT OT Cep-
BUCA. AHAJIU3 CBOJUTCS K ONPEJE/ICHUI0 Ha3BaHUs U NIpelHa3HaueHUsl cepBUca WM MOJie-
JIM yCTPOWCTBA, JUIsl Yero WHOT/AA NPUAETCS BBISBUTH U MecTorosoxenue. [Ipobeiite Bce
KJIIOYEBHIE CJIOBA, IPUCYTCTBYIOIIME HA cTpaHuIle. Bonee rmyOMHHBINA CIOCO0 - TpoYecTh
HTTP-6annep ¢ nomMoIesio nmap, o 4ém mojapoodHee B 4.6.1:

3http://telegra.ph/Kamery-na-korejskih-FTP-12-01
312http://telegra.ph/Tor-nody-rkfgme-03-16
313 https://ru.wikipedia.org/wiki/Crimcok_xonos_coctostauss_HTTP
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Error 418 - I'm a Teapot

You attempt to brew coffee with a teapot.

Fig. 13. BapuanT ctpanwuiisl ¢ konom 418, HatineHnsiit Ha http://82.64.25.212/

nmap -Pn -p 80 -sV —script=banner 192.168.1.106
5. Caiitel. ByeM cunTaTh TaKOBBIMU JIIOObIE BEO-CTPAHUIIBI, HATIOJIHEHUE KOTOPBIX OTpe/ie-
JISieTCs JIMIb caMuM BiafensiieM. Camas pasHooOpa3Hasi U uHTepecHast Kateropus. [Ipo-
AQHAJIM3UPOBAThH CAUT - 3HAYUT, MIOHSTh, C KAKOH IEJIbI0 ero 3aBejid U YTO UMEHHO Ha HEM
COIEPKUTCH.
W3 cailToB OT/IeIbHO BBIIENM:
- HecrannmaptHble 3ariymiku. XapakTepHas JJIsl YCTAaHOBJIEHHOTO CepBepa CTpaHWIlA 3a-
MEHSIeTCS] IPOU3BOJIbHOM. J[Ipyrux cTpaHuI] HET (HO 9TO He 3HAYMT, YTO HET JPYrux BeO-
CEPBUCOB HA JPYrUX MOPTax).

TEST TEST TEST TEST TEST TEST TEST
I ——— —

- DkcniepuMeHTHl. Basienen TpeHupyetcs B BeO-qu3aiiHe, padoTe CKPHUIITOB, KOIWH-
re. XapakTepHbl OT/eJbHbIE OECCBSI3HBIE JIEMEHTHI TM3aiiHa, WM Ha000pOT - MUHUMYM
oOpMIIEHH S, 3aTO UHTEPAKTUB U3 OJHOM-IBYX (DYHKIIMI, WIN Jake OTIeJIbHBIII HEOKOH-
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YEHHBI CEPBHUC.

- Jlomamiaue. DTo JIMYHBIE CeTeBbIe IJIOMIA/IKH, PACCKa3hIBAOIINE OOBIYHO O KU3HH BJIa-
JeJblia, ero yBjeueHusx. B amoxy a0 couceteid u 6JI0rOB SBJISUIMCH OCHOBHBIM CIIOCOOOM
nokasaTb ceOst JpyruM MoJIb30BaTeIsIM ceTH. PaHee Ha3biBasmch "XoMsakamu'' (0T aHr1. home
site).

- Odunmanshele. [1nomaaku, npuHaaIexaye opranu3anusM, KOMMEPUYECKUM, rocyaap-
CTBEHHBIM U JIPYTUM CTPYKTYypam.

- Het-apt. OcHOBHas ek co3aHus oopasia "ceTeBoro UCKycCTBa 3TO BbI3BaTh y MOCETHU-
TeJssl Kakue-1mOo NepekKuBaHusl WM BO3AECTBOBATh HAa €ro 3CTETUYECKOe UyBCTBO. [lis
3TOro aBTOP CTapaeTcs 3aJeHCTBOBATh CMECh AU3ANHEPCKUX CPEICTB U TEXHUK, THIEp-
TEKCTOBOW MMapagurmbl, POTPAMMHBIX CpeAcTB. HeT-apT MoxeT ObITh MHTEpaKTHUBHBIM, a
MOJXXET MPEACTaBIIATh COOOM OJHOCTPAHIMYHUK C MApOi KAPTUHOK: ITTaBHOE 371eCh HE 00BEM,
a co3ganue 3pQekra.

- CereBoii kBecT b0 API. IlepBast (mim moOasi Apyrasi) CTpaHHMLA CaiiTa OKa3bIBAETCS
HAyaJioM B LIEMOYKE 3arajokK.

Anamm3. [Tonyuurte BCio BO3MOXHYIO MH(pOpMAIIMIO U3 ip-aJpeca U IOMeHa, KaK yKa-

3aHO BbIIE. DTO BaXXHBIII MOMEHT, MHOT/IA [JaXe HEraTUBHBIE PE3YJIbTATHl JAHHOTO 3Tara
BKJIIOYAIOT B OTUETHI.
1. OcMoTpHuTE UCXOAHBII KOJ CTpaHUIbl. B HEM MOXxeT ObITh HEOUEBUHASI CCBUIKA: APY-
rasi CTpaHHIIa WIN TUPEKTOPUS, Yallle BCEro JIUIIb ¢ OMOIMOTEKaMH CKPUIITOB. TO MOXET
BBIIVISIACTD, HANIpUMeD, Tak: <a href="page.html»</a>. [pyras Tunuynas 3atenka - 3To 3a-
KOMMEHTHPOBaHHbIE (0TOOPaKaIOTCs 3eJIEHBIM) CTPOKH C AOTOIHUTEIbHOIM HH(pOpManueii.
K npumepy, onucanue caiita, HUK, noura wiv uMs siaagensia, ASCII-apt u np. MHorna
MOXHO HalTHU CCBUIKY Ha ayauo- win Bugeodaiin. [IpocMoTp TekcTa (pailyioB-CKpUNToB
MO3BOJISIET TOYHEE Y3HATh, YTO MPOUCXOAMT HA caiiTe, OCOOEHHO MHTEPAKTUBHOM. DTO
9KOHOMHUT BpeMsi, KaK B CJIy4ae C JIaHHbIM HET-apTOM, 3allOJIHEHHBIM O€CKOHEYHBIMH (DU-
rypamu. Takke NOBTOPHOE MCIOJIb30BaHUE OJHUX U TeX ke js-(allyIoB - TpaaULMOHHBIN
JE€aHOHALIMI (PaKTOP, IO KOTOPOMY MOXHO HaiTH JIpyrue padoThl aBTOpa.

Fig. 14. Cyns o komy javascript, BHTaCKHBATh STH MPSMOYTOJIBHUKHU APYT U3-TIO]T JPyra MOKHO
6eckoHeuHo. OHU reHEPUPYIOTCS 3aHOBO.

2. IToumure moaAA0OMEHDbI 1 JUPEKTOPUN. D;J'Iﬂ 9TOr0 €CThb I'OTOBBIC IIECHTECTCPCKUE
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http://www.blankwindows.com/

YTUJIUTHI. Sublist3r?!* umer nogmoMeHs, niepeOupast 3aKelMPOBaHHOE B IOMCKOBUKAX.

DirBuster3!® 6pyTopcnt Bo3MOXKHBIe Ha3BaHMs AUPEKTOPHil U (haiiIoB, UCIIOIb3Ys COO-
CTBEHHBIE CJIOBAPU.
3. [locmoTpurte, Kak BHIVIAJEN pecypc B apxmBax web.archive.org u archive.is. MHorna
MOYTH IyCThIE CTPAHULIBI OKA3bIBAIOTCS B MPOLLIOM HachllleHHbIMU. M ke Ha HUX MOHa-
qaJly JIeKad JIMYHbIE JaHHbIE, JOTMOMHUTEIbHAS MH(pOPMalMs, BHEIIHUE CChUIKH, KaK Ha
caiire-kecte ELITEROOT?16,
4. Hasectute robots.txt u sitemap, 4To JaCT LIAHC MOJTYYUTh CKPHIThIE CCHUIKH.
5. B cityuae c https, Bbl MOKeTe IPOBEpUTH cepTUdUKaT caiita. OH MOXKET COAEPKATb HEKO-
TOpYI0 MH(OpMaIHIO O BiIaaesblie. s morucka no ceprudukataM MoXHO B35ITh, HAIPUMED,
https://censys.io/certificates v ero momaHOBCKUit aHanor. Harpumep, BOeliTe Tyaa cepuii-
HBbIIl HOMep, 1 IOUCKOBUK BbIAACT APYrve CAlThl UM aTbTEPHATUBHbBIE JOMEHBI.
[TapameTpbl, KOTOpPbIE MOKHO UCTIONB30BaTh B 3ampocax Kk Censys:

parsed.serial_number: nouck no nomepy

parsed.fingerprint_sha256: nouck no gpureepnpurmy

parsed.subject.locality: 20e évioan cepmugpuxkam

JonoHUTeIbHbIe HHCTPYMEHTHI:

DomEye - aHamu3upyet parMeHThl Iy OIMIHOI MHGOPMAIINY O CaiiTe U UIIET pecyp-
CBI, TJIe OHU Takxke BcTpevaloTcs. Ciofga BXOASAT pa3IMuHble TPEKUHTOBbIE KOJIbl PEKJIAMHBIX
womaaok, ID naptaépckoil mporpammel Amazon, email u gpyrue mesiouu. A emg y Hero
ecTb pacmmpenue st Chrome, 4ro0 Bcerma HOCUTH C cOOOH B moxofwl mo cetu. Ecim
BaIlleTo caiiTa He HalUIOCh B 0ase, TyJa3a o0elaeT OObICKAaTh ero B OJIMKaMIIe HECKOJIBKO
MUHYT, [IO3TOMY B Cllyyae Heydauu MOBTOPUTE MOUCK MO3KeE.
DNSlytics - HeOOMbIION arperatop UHCTPyMeHTOB. EcTh psn ¢pud, NpUCYTCTBYOIIUX U
B Maltego, tuna ykasanuss DNS-cepsepa, B 30HE KOTOpPOro HaxoguTcs cait. MIHTepecHa
(pyHKLIMS TIOMCKA IOMEHOB C TaKUM € UMEHEM, HO Ha JIpyroM JOMEHE BEPXHEro ypOBHS
(TLD):

4.2 Wrpsl B AabrepHaTuBHoil PeasibHOCTH

Alternate Reality Game (ARG) — 3T0 MHTepaKTHBHOe TpaHcMmeauiiHoe>!” rmoect-

BOBaHMeE Ha 0a3e pealbHOCTH, KOTOPOE Pa3BUBACTCS B PEaIbHOM BPEMEHH U U3MEHSIETCS B
3aBUCUMOCTH OT JEHCTBUII ITPOKOB. BiMsiHMeE ero ayauTopuu Tak BbICOKO, 4TO ARG MoXeT
TIOITH IO HEeTIPeIBUICHHOMY CLIEHAPHIO, 3aBEPIIMTHCS PaHbIIIE BPEMEHU WK OCTAHOBUTHCS
Ha cepevHe.

Wrpsl co31a10TCS U, HACKOJIBKO 9TO BO3MOXKHO, KOHTPOJIMPYIOTCS OTHUM WJIM HECKOJIb-
KUMHU KyKJIoBogamu (puppet-master/PM). Bo Bpems ARG ux JIMYHOCTH HEM3BECTHBI UTPO-
KaM, HO MOT'YT ObITh PACKPBITHI B KOHLIE, T.€. HAXOJATCS 32 3aHABECOM (curtain) — yCJIOBHBIM

314https://github.com/aboul31a/Sublist3r
313https://sourceforge.net/projects/dirbuster/
316https://telegra.ph/ELITEROOT-07-15

31T https://ru.wikipedia.org/wiki/TpaHcMe mitHOE_TTOBECTBOBAHHE
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General Info 3rd Party Ranking LD On Other TLDs (50)

Found the following exact match domains on other TLDs (showing max 50 domains):

Show 10 v entries Search:
Domain DomainRank IPv4 Provider
reptiles.org 33 198.96.210.226 (CA J+]) 1610851 Ontario Inc.

AS14843 (CA o)

reptiles.org.nz 23 23.185.0.3 (US EE) Fastly
AS54113 (US BE)

reptiles.co.jp 1.9 49.212.198.225 ()P o) SAKURA Internet Inc.

Fig. 15. Bxyagka novicka TOMEHOB

0003HAaYeHNEM T'PaHMIIbI, U3-32 KOTOPOU KYKJIOBOJIBI HE CBSI3BIBAIOTCS C YUYACTHUKAMH Ha-
NpsAMYIO, HO KOHTaKTUPYIOT Yepe3 NepCoHaxkel M BHY TPUUTPOBOM TU3aliH.

ARG HauuHaetcs ¢ “kpoiauubeit HOpbl” (rabbit hole, trailhead) — nepBoro oouie-
CTBEHHOT'O YIIOMHHAHUS, KOTOPOE HEJIMHEHHO 3aBiieKaeT nocetureseir. Hop Moxer ObITh
HECKOJIbKO: YeM OO0JIbIlie, TeM IPOoIIe HalTH Urpy. Bo BpeMst poXoxk 1eHHsI UTPOKH COBMECT-
HO PEIIAOT TOJIOBOJIOMKH, OECey0T ¢ MPOTAarOHUCTAMM U PACKPBIBAIOT CIOKET Osiaromapsi
MYJIbTUMEAUIAHBIM CPEJCTBaM CBS3U: TesedoHaM, ouTe U UHTepHeTy. MHorna oHu myre-
mecTByIoT 1o GPS-koopauHaTaM B MOMCKax HOBBIX 3alleNIOK — HarpuMep, 4ToObl 3a0paTh
(pnemiky nim auck. Ha ato onupaercsa npunuun TINAG (This Is Not A Game): B ugeane
YUaCTHUKH HE 3HAIOT, YTO COOBITHS UTPHI BHIMBIIILIEHBI. HeolpeqeieHHOCTh MOKET coXpa-
HUTbHCS U M0 €€ OKOHYAHUIO, €CJIM aBTOPbI HE MOATBEPAAT BbiMbIcesl. CTapaiiTech He MyTaThb
kpuntorpadudeckue copesHoBanus tuna Llukana 3301318 ¢ ARG, T.k. nepBble He UMEIOT
CETTHHIa W/WJIM CIOKeTa U OOBIYHO SABJISIOTCS BepOOBKOI B COOOIIECTBA WM PA3BICYEHUEM.

ARG — momHoe cpeactBo nuapa. Hanpumep, B 2001 r., mis pexyiamel pubma ALl
Microsoft nposena omHy U3 nepsbix ceteBbix ARG — The Beast®'?. Pa6orasmme nan neii
JIOJM TIO3/IHEe OCHOBAIM KoMmmanmio 42 Entertainment®??, oTBercTBeHHYyIO 3a Takue n3-
BecTHBIE Urphl, Kak I Love Bees®?!, Year Zero’*? u Why So Serious?*?3. B 2010 r. Valve u
Komanja pazpaboTunkoB Portal 2 coznana Portal ARG3?* muist anonca cuksena. ARG takke

318https://en.wikipedia.org/wiki/Cicada_3301
319en.wikipedia.org/wiki/The_Beast_(game)
320http://www.42entertainment.com/
Rhttps://en.wikipedia.org/wiki/I_Love_Bees
22https://en.wikipedia.org/wiki/Year_Zero_(video_game)
323https://en.wikipedia.org/wiki/The_Dark_Knight_(film)#Marketing
324 https://half-life.wikia.com/wiki/Portal_ARG
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MOTYT OBITh TIOCTOSTHHBIMU M CaMOCTOsATeIbHBIMU. B 2015 1. ObUIa BHINMyIIEHA BUICOUIPA
Black Watchmen®?3, B koTopoit HyXkHO pacu(pOBEBATE KOIB, HCKATh HHPOPMALIIO 1
NOJIb30BaThCsA KapTamu. [IpoToTrnom Takoii MexaHuku Obuia (ppanity3ckas urpa 2004 r. In
Memoriam?2%, nepenasapias urpokam (aiiiel ¢ 3aKphITOro Bedcaiita.

CornacHo JaHHKIM KpymHeiimero Tematudyeckoro dopyma Unfiction®??, exeromso
BoIxOAAT 10 10 “kommepueckn” ARG u HeckosibKo coTeH moOuTenbckux. Ha ux mouse
(OPMHPYIOTCS HOBBIE XAHPHI U CETTUHTH: TAK B BeO-CepUaiaX pa3BUBaIach MUPOIOTr s 2
o Crenziepmene®?”. B Poccuy Takue Urpbl Kak SIBIEHHE HACTOIBKO MAJIOM3BECTHbI, UTO CTa-
TBIO 0 HHX Ja’ke XOTeJM yaaauTh >0 ¢ Bukunesuu. Huske IpUBeIeHb IPUMEPH MPOLIEIIIIX

poccuiickux ARG 1 ux XpOHOJIOTHIA.

4.2.1 IIpumepsi ARG Pynera

JeBymIKa ¢ TaiitMepoM

29.05.2017 na [saue nosBunack cepus Tpenos>>! o YouTube-TpaHcisamuy ¢ npups-
3aHHOM K CTYJTy MOJTYAIIell JeBYIIKOM ¢ IJIAHIIIETOM, Ha KOTOPOM IIIEN OOpaTHBII IeCATH-
yacoBoi oTcu€T. Ha ¢one urpano paauo “I'oBoput Mocksa”. C 13:00 no 20:00 nepegava
yaansiaach MOAepalred U nepeco3aBaiack noj ciayvyailHeiMu Ha3zBanusamu. B 20:30 ona
nepekouyeBaia Ha Periscope, rae oTk/Iovaiach Kaxasle 15 MUHYT, HO BCE-TakM MpoepKa-
Jach 10 KOHIIa TaiiMepa. B 3To BpeMst MUMO npoe3:kajid aBTOMOOMIIH, JOHOCHIMCH TojIoca
Y 1IATY ¥ HECKOJIbKO pa3 MUraJ CBeT.

3a yac g0 ¢uHana ¢ paguoctaniuei ceasaicsa Adolf, anmunucTtparop peka2.tv, u Be-
< 332

JLyIIHe TIPOBEJIM SKCTPEHHBIil HOuHO# >323¢bup>33. OHM HanpAMYyIO 0OpaIAIKCh K JIeBYIIKE,
3a/1aBajiy e BOIIPOCHI, MOy Y IPOTUBOPEUUBBIE MOKA3AHUS U TTOUTH Y3HAM €€ HOMEp Te-
negoHa. be3 9 MUHYT MOJTHOYB MOCIIBIIIAJICS 3BOH CTEKJIa, TPAHCIIAIMS AeaKTUBUPOBAJIACS,
1 Bckope 3¢up 3akonuwan. Ha cremyromuit gen» cooOmectBo Black Elephant omy6mm-

KOBaJIO pa3razu<y334 HMHIOUJICHTA, KOTOpI)II'/JI OCBCTUJIM aBTOPUTCTHBIC HOBOCTHLIC KYPHAJIbI:

325https://www.blackwatchmen.com

$26https://en.wikipedia.org/wiki/In_Memoriam_(video_game)

32Thttps://forums.unfiction.com/forums/

328http://forums.unfiction.com/forums/index.php?f=264

329https://ru.wikipedia.org/wiki/Cnennepmen
3Ohttps://ru.wikipedia.org/wiki/Buxuneus:K_ynanenmio/25_asrycra_2009#rpa_p_aibTepHaTHBHOM_peaTbHOCTH
31 http://arhivach.ng/thread/265329

32href

333https://www.youtube.com/watch?v=A4mgEWDbpog

34https://vk.com/blackphant?w=wall-143150516_1710
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TJournal®3, The Question336 u Jlenta3?’. HerymaHHOCTB COIIMAILHOTO SKCIIEPUMEHTA BO3-
MyTuia Anekces [yIoIIHUKOBa HA TEMATUYECKOM aq)upe338.

Pycun

[Tpumep TOro, Kak TPyAHO Pa3JIMUUTh MEXIy COOOI 3araJiouHoe siBJieHHe U Open
cymacienmero. Tpaktyercss HekoTopeiMA Kak ARG M3-3a KOCBEHHOH CBS3U aBTOpa CO
crierciryk6aMu, 10Ka3aHHOHN ero HaBbIKaMU U UHTEPECaMH.

Iagen Pycun ¢ 2014 roga peryaspHo BHKIabBaI Ha cBoeil crpanuie BKontakte3?”
HECBSI3HbIE TEKCThI, PEeryJIsIpHO UX 3auminasi. [lo HUM OH sIBJISIETCS HACJIEJAHBIM MPUHIIEM
KkHspkeckoro posa Crapony6, Kussem Cubupu 1 He3aKOHHOPOXAEHHBIM OTIPBICKOM KOPO-
nsa Ucnannm Xyana Kapioca 1. Takxke umenyet ce0s Boixoanem u3 JJoma Jleo Toncroid,
MOPCKUM NEXOTUHUEM U T.N. MHOrO MMIIET O B3ATBHIX Y HEro B JOJT JEHbrax. YCTAHOB-
JieHo, 4To Hactosiuiee umsi Pycuna - KpuBonoros IlaBea Aaexcanaposuu, 02.07.1974
ro/ia pOXACHUs, M y HEro UMeeTCsI OTPOMHBII 0T Tiepe]; 6aHkoM. [ToATBEpk/IEH ero OImbIT
paboTHI ¢ BOCHHBIM JIeJIOM, aiiKu10, HH(POPMATHKOM.

Bcé 9T0 3acTaBUIO aHOHUMOB /Sn/, Ti€ MOCTOSHHO JiepKajcs TeMaTUYeCKUid Tpej,
3aIM0J03PUTh aKKAYHT B CBA35X CO CMELCIyX0aMu U repeaye Hmn@poBOK, 3aMaCKUPOBaH-
HBIX NI0J, M30(a3uio. B o3y 3T0ro NpuBOAUINCH, HAIPUMEP, TAKUE JOKA3aTeIbCTBA:

- [Tocne moakmoveHus Jiorrepa Kk creHe [TaBia aiMUH 3TOM MTPOrpaMMBbI OITy OJIMKOBAJT
cilydail peJakKTMpPOBaHMS TaJeXeil B 3alKCsIX C MPAaBWILHBIX HAa HENPABUIbHBIE, «IIIHA30-
(ppennunbie». Jlorrep BnocieACTBUU ObUT SIKOOBI YIATEH rUTXa00M, HbIHE PACTIONOXKEH Ha
bitbucket.

- OnvH U3 MOWMaHHBIX 3THUM CO(PTOM TOCTOB coliepkal B cede mugppoBKY, YKa3blBa-
I0IIYI0 HAa CXO/IKY MOKJIOHHUKOB KactaHepl, KOTOpbIM yBiieKaics Pycun.

- ITo tenedony obmancs 6e3 NpU3HAKOB pa3pylleHHs peur. 3BOHII YeJIOBEK U3 Kpy-
ra BJaJeJiblia Jorrepa.

BriocneactBun nporpamMmucta OOBMHWJIM BO MHOXKECTBEHHBIX (hajibcHpHKAIUIX,
U3-32 Yero OH MTHOBEHHO ke yJaJIWl CaliT C JIoraMu, NOATBEPAUB NoJo3peHus. bonbias
YacTh paccieloBaHus CBeJach TAKMM 00pa30M K IMPOTUBOCTOSIHUIO HECKOJIBKUX «JETEKTHU-
BOB», OIMH U3 KOTOPBIX OOpOJICS 32 BHUMAaHHE M CO3/aBaJl BbIIICNIPUBECHHbIE "I0Ka3a-

33Shttps://tjournal.ru/flood/44824-devushka-s-taymerom

336https://thequestion.ru/questions/269982/chto-za-translyaciya-v-periskope-so-svyazannoi-devushkoi-i-
taimerom-na-grudi

3Thttps://lenta.ru/news/2017/05/30/fearstream/

38https://www.youtube.com/watch?v=SxIBTctkpig

33%ttp://web.archive.org/web/20140120212253/https://vk.com/kupurizeya
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TCJIbCTBA JIOJKKHOCTb KOTOPBIX JOKA3dHA MHOI'OKPATHO B TpEaax. Tak aro X0 UCCJICAOBAHUA
100010 CTPAHHOI'O KOHTE€HTA HUJIN API" MOXeT 3aiiTu He Tyda HE TOJIbKO IO BUHE «KYKJIO-
BOJa», HO U BalllMX COIO3HUKOB.

PocroBckne mmdpoBkn

16.11.2016 roma B pasnene /b/ Ha nBaye MOSIBUWIICS Kajp Jjecomnojiockl B PocTore
BMECTE C HaloMUHaoUMM mm3odasuo Tekctom. Crnycta S tpenos, 7.12.2016 nossui-
cA aKKayHT340 Ha Facebook non umenem l'appu Tapantyn. C Tex mop HOBblE MaTepUasibl
MyOIMKOBATUCH TaM. TeKCThI JIeTKO pacmuq)pOBblBanHCb341 U coliepKaii yKa3aHus Ha 3a-
KOIaHHbIE B pa3HbIX MecTax PocToBa (pparMeHThl yesoBeueckux Tei u ojexabl. Heckosibko
AQHOHMMOB BBIE3KaJIO HA JaHHBIE TOUKHU, 0OHapykuBam onexay. API” u3BecTHa Takke Kak
« Mapmmpyomuii» - o IMeHH WieHa OaH bl yOuiil, nim « TpruyMdaibHO» - IT0 OTHOMY U3

CJIOB, 4aCTO UCIIOJIb3YEMBIX B IIOCTAX HJIA S(I)(l)eKTa LHI/I30(pa3I/II/I.

Omegaproject
1 nexabps Ha gocke /b/ umumx60pas! IBad ObUT co3aan Tpel, B kotopom OIT permmn
TIO/IETIMTHC S CTPAHHBIM COOOIIIEHHEM, KOTOPOE ero APYTry MpHciiaim ¢ (bedKOBOro aKKayHTa:

"Hello, my friend We’re looking for people interested in helping out
Maybe it’s you"
K cooOmennio npuiaraics JBOMYHBIN KO, JaBIIMiA pu pacumd@poBke: “B Tebe ects no-
TEHLMAJ, CIeNyd Mo MyTu - omegaproject.xyz”. CaliT MMUTUPOBaI KOHCOJb C HECKOJIb-
KMMU KOMaHJaMH, a TakXke NpuHUMal napoib. [laponem okasanace pacumdgpoBka 3a-
kperuiéHHoro QR-kozma. B oTBET Ha Hero caiT BbAAQJ CTPaHMLy, IIE B UCXOJHOM KOJIE
KOJla ¥ NPOCTbIe MIU(Pbl UTPOKU MOTYUYUIIH €II€ HECKOJIbKO CTPaHMII, OCTAHOBUBIIUCH HA
ctpoke “EE36-3A5C-619A-483B”. Ilocne sToro mmdgpoBKU CTaaM CJIOXKHEE, OHU BKJIIO-
YaJy 3armapojieHHble X3IIH, IS TIOJMyYeHHs] KOTOPBIX HYKHO OBbUIO BCKPBIBATh HCIIOJHSIE-
Mble pailiibl 1 KapTHUHKU. [IpumeuaTenbHO M300pakeHue MaxXMaTHOTO I0JIsl, BHYTPH KO-
Toporo Obula mosuius al8a, To ecTb KOOpAMHATH Jaabu. Eciu mpoxemmpoBarh CJIOBO
"nmagps"(rook), motoM OYKBBI U IU(PHI Xella MOCUYUTaTh KOOPAMHATAMU Ha JTOCKE U OT-
METHTh, TO TOJydaeTcsl y30p, momooHbii QR-komy, a ecim yoparh Y€pHble KJIETKH, TO
BUACH IBOMYHBbI mmdp. EmE npumep LEnouky 3aJaHUR: €CTb CTPaHHULA C MAPOJIEM:
https://omegaproject.xyz/noway/vikvikviking.php. Ects nekopep. 1 ecTb TeKkcT U3 papx-
nera: "7267aa2f3d5220575569848{460dcb94192:278:279:277:288:317:214:289:276:324:
276:278:213:235:271:296:275:26557461b4d1421f4a362b02807a063d170". Cyasa no Ha-
3BaHMIO (paitna psd.txt, Tam 3ammdposan maposas s vikvikviking.php. Ocranoch HailT
Kmou s pacimgpoBku. "Grav< 1973"He moaxoauT, HO MOXET Ha YTO-TO YKa3bIBaTh.
Ecnu cunraTth < 3a CTpEJIKYy, TO HY’KHO IIPOYECTb CJIOBO 3as0M Hanepén. Grav = Varg =
Bapr Bukepnec (1973 roga poxnaenus) = Burzum. Byp3ym sBisiica keiiBopaoM s TOH

340nttps://facebook.com/readit973
3 https://bitbucket.org/rusinthread/triumfalno/src/e0e46f284b6958¢32f577f26f0b6eb66d097¢ 151/data.md
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JUMHHOM cTpoku. Ha Beixoze nonyyascs maposb "GoodJobFofjwaFhwig".

Kacaewmo 3anefictBoBaHHbIX cTpaHul BO BKoHTakTe: koMaHa B TepMuHale “/nav connect”,
BbIBeJ1a Ha Tpocbuis BK “Hrégeirr Bjorg”342, rie cpeamn n3o6pakeHuii mMeeTcss Macca pas-
muuHblX QR-kog0B. OHU CKpBbIBaJIM pa3/IMUHbIE CJIOBA U aJIpeca CTPAHMUII, & TAKKE 3alHUCKy
privnote, yxe MPOCMOTPEHHYIO HA MOMEHT OOHApPY KEHHS.

KBecT He ObuI peléH 1o KoHIIa, a kKoH(epeHuus B Telegram, 3aHATas UM, 3aKOHYMIIA
CYILLIECTBOBAHMS Ha MOMCKAaX "KPBICHI CIMBABLIEH pe3y/IbTaThl HA JBay, YTO JAaBaJIO AaHOHAM
IIaHCHI 10OpaThCsl JO pasrajJky paHblie. To ObUIO BAXHBIM IO TOW MPUYMHE, YTO Psif
kBecToB 1 ARG packpbIBaloT CBO# (pMHAJ JIUIIIb IEPBOMY OOEUBIIEMY WA HECKOJIbKHM.

RT-2472 (Yépnbrii OnaJ)

22 mapra 2015 6b1 Hauat ocTyHr B rpyme BK RT-24723*3 . 3amicu uvuTuposam
JMAJIOTU O TApaHOPMAJILHOM, MOJTyYeHHBIE 10 TeJe(pOHHOM CBS3H, 10 pajauo, o SMS. 3a-
TeM cTaju nonagarbes “Kocmuueckue curHaisl” co cTpokamu B base64, “Buneozanucu” B
BUJI€ ONMCAHUI MPOUCXOASIIETO Ha BBIJYMaHHOM J1JIs CIO)KETa BUIEO, TPEKU C HA3BaHUSMU
B Buje OykB u mudp. Jlioogu cranu otMedaThcsi B KOMMEHTapusx ¢ pasrajakamu. B 2019
roxy Obuta co3jaHa KOH(pepeHUus 1)1 TeX, KTO OblI 3aMeUeH B TaKOi aKTUBHOCTHU. AIMU-
HUCTPATOPOM BBICTYIWJI KEHCKUI akkayHT "CosnHeuHblii Yaap" .

Bckope oHa Hauania mpoOBOANUTDH TOJIOCOBAHMS 32 UCKJIIOUYEHUE TEX WM UHBIX YYACTHH-
KOB, B KOTOPBIX TO M JIEJI0 OTMEYAJIICh He pa300paBIlrecs B JeJie HOBbIE 3allle/II1e B Jar.
[TpoekT 6bUT 0OBSBIICH COIMATIBHBIM SKCIIEPUMEHTOM. VIrpoKY NPUHSUIIMCH pa30upaThcs He
TOJIbKO B IIM(ppax M 3arajikax, HO U B UCTUHHBIX MOTUBAX OPraHU3aTOPOB, MOJIKU/IbIBAB-
nmx B 6eceKy BCE HOBbIE COOBITHSI I COMHEHUSI, UTO U PA3MbLIO IPAHUILY MEXY TPOCTO
npoayMaHHbIM KBecTOM 1 ARG. Ha MOMEHT HanucaHusi urpa B pasrape.

B ocHOBHOM, MCTIOIB30BAJIUCE:

b64, rot, npyrue mmdpbl U KOTUPOBKU, UX HACIOCHUS;
* CIIEKTPOrPaMMBl;

¢ KOOPAUHATHI I'YIVI-KapT, 1€ Ha MECTHOCTH U IIAaHOpaAMaXx 06Hapy>I(I/IBaJ'II/I INOJCKAa3KH,

QR-koap! WM ux pparMeHTsl;
* BBOJI YMCJIOBHIX KOIOB Yepe3 ALT, uro6 nonyunnack Unicode-cTpoka.

OIIHI/IM M3 IIaroB ObljIa IIaxMaTHas napTuvd € ConHeYHbIM Y,JlapOM.

32https://vk.com/id452358855
33https://vk.com/rt2472
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4.2.2 Cooco6sl anaaun3a APT

AHaim3 API' cBOOUTCS K ONpelesIeHUI0 pecypca Kak MIPOBOrO M Pa3rajibIBAaHUIO
CIOXKETHOTO Xoia. B 3TOM MoHag00UTCS HE TOJNIBKO 3HAHUE TPAIUIIMOHHBIX MIH(POB, HO U
KYJIbTYPHBI 6arax, B 4aCTHOCTU, YMEHHE OPUEHTUPOBATHCSI B CUMBOJIAX U anneropuﬂx344.
Kak Bbl yOeaunuch U3 MPUMEPOB, HECIIOKHO CIyTaTh «KPOJMUYBI0 HOPY» C HEUTPOBBIMU
00BEKTAMH.
3anmceiBaiiTe X0/ UTPHI, a JIydllle OTOOpa)aiTe CXeMaTUIeCKH WM B BUJIe MAlHIKAPT, KaKk
Ha 3TOH cXeMe I10 NiNnO, WA STOU U STOM.

Yto MokHO NpuHATH 32 APT™:

® CTpaHI/ILIbI 6C3YML[6B, oTJIM4yaromuecsa UICKpEHHUMHA (l)aHTaCTI/I‘leCKI/IMI/I Y66)K)16HI/I}I—
MH, HE COBIIaJaloIUMU C pE€AaJIbHOCTBIO.

® HeT-aprI, MOCKOJIbKY 3THU JIMIICHBI 3aralok U CUJIbHO 3aBHUCAIUX OT IMOCETUTEJIA
CIOKETOB.

* CerteBble KBeCThI WM ceTeBble 3araaku (riddles), rae Het tinag-paktopa. Bonpouewm, B
MIOCJIEIHUE TOJbI UX CMELIMBAIOT.

Pa6otsl cymacmeamux orctosAT oT ARG 3a cuét Hapymenus joruku. OOiee mpa-
BUJIO: CBEpSITE HANIMCAHHOE C M3BECTHHIMU BaM TICUXUATPUUECKUMU CHHIpoMamu. Cambie
SIpKUE TPU3HAKH, CBSI3aHHbBIE C PACIIa[JOM JITYHOCTH:

e MHoro MMOBTOPOB OJHOI 1 TOH e MBICIIA WIH o6pa3a, BBIICJICHUH 110 CMBICJTY HUJIU
JU3aiHOM (B T.4. MHOT'O 3arjlaBHbIX 6YKB), AKIIECHTUPOBAHUC BHUMAHKWA.

* [Madoc nogaun. Madopmanus Ha caiiTe TIOBECTBYEeT O HEKOEM a0COITIOTE, O IJ100ab-
HOM WJIY PaJJUKaJIbHO HOBOM. MOTyT MPUCYTCTBOBATH IICEBJOHAYYHbIE TEPMUHBL. X
Bbl MOKETE OTJIMYUTH OT HAYYHBIX C TOMOIIIBIO TOTO € MOUCKOBUKA, HO OOBIYHO OHU
OpocaloTcs B I1a3a, OCOOEHHO KOTJa eCTh 930TEPUIYECKUI OKpac.

* B kavecTBe “I0Ka3aTeNILCTB” MPUBOLATCS JTOMBICIIBI WA HE CBA3AHHBIE SBHO C Ma-
TepuasioM caiiTa coobiTusl. B oTkpeiTOM nickMe Hekoero [lerpoBa CoBOe3y Poccun
TOBOPHTCS, UTO MPE3UAEHTa YObIOT, CChlIasich Ha 0ObuHbIe cTaThl B CMMU 0 mpe3u-
nente CHIA. To ecTp aBTOp KMBET CBOEH aIbTEPHATUBHON JIOTKOM.

[Tox BIMsAHMEM CBEPXLEHHBIX UEH WM FOJOCOB B TOJIOBE JIIOAU CO3JAI0T LieJIble M0-
CJIaHMSl HE3pMMBIM UYMTATeNIsIM B HaJek/Je, YTO Ha HUX KTO-TO HaTKHETCA. Tak ObUIO C
xakepom Michael Guidry, paccsuiaBimieMm ot4ér o nanadax u3 ®Cb no otkpsitbiM FTP-
cepepam. C Apyroii CTOPOHBI, TO e CaMOE MOXET CO3/1aTh OOBIYHBIN 3I0POBBII UETOBEK,
JKEeJTAIOLIHIA BHIPA3UTh YTO-TO ITyOOKO 3HauMMoe aisi ce0s1. Ckaxem, (prtocodekyio ueo,
paccka3 0 Ba)KHOM BOCIIOMUHAHUM, IPU3bIB BBIPOBHATH CITUHY, @ MOXET, IIPOCTO MOMbBITKY

344 https://ru.wikipedia.org/wiki/Crimcok_anneropudeckux_puryp
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BBITOBOPUTHCS - TaK OBUIO ¢ 3aKOMpOoBaHHBIM B base64 caiitom C. Rubin-a. Takoe MOXHO
HAlTU ¥ Ha JOMAIIHUX CafiTax, €CJIi BHUMATEIbHO UX OCMATPUBATb.

HexoTtopsle “nocianus’, noxaiyi, HeBO3MOXHO OTJIMYUTh OT AEHCTBUTEIBHO XOPO-
nie Kpoauubeid Hopsl B API. Mbl Bugenu npumep storo B «PoctoBckux mmgpposkax». Ho
€CJI OHO:

¢ SMOIHMOHAJIBHO ICIUIACT U HO6y>KL[a€T JIeCTBOBATD;

* HaMeKaeT Ha MPUCYTCTBHE Ha CaiiTe WM TJIe-TO eIIE B CETH JOMOJHUTEIbHBIX MaTe-
pHAJIOB, KOTOPBIE HYXKHO MCKaTh; COAEPKUT B KOJE HEMOHSATHBIE CJIOBAa U HAa3BaHMUS,
(pparmenTs! muppa;

* COIEPXKUT B CAMOM TEKCTE OPUIMHAJIbHBIC Ha3BaHUs I KMEHA, TIOMCK T10 KOTOPhIM
SIBHO He OyzieT 3a0UT CIlaMoM. ..

...TO MoeTe yxe npeanonarat ARG. 9To cOXpaHUT OT pa30yapOBaHUiA, KOT/1a OKaKeTCs,
YTO UHTPUTYIOIIAsl TaiiHa ObUIA YACTBIO CIOXKETa.

WHorga MOKHO BBIUMCIIUT U Beylero urpy. Hamnpumep, KTo-To U3 y4aCTHUKOB pas3-
rafiblBacT OvYepeaHoN (pparMeHT, HO He MOKET OOBSCHHUTH, IJie OH B35 KJOY, KaK 3TO
caenai ¢ mmgpom Buxkenepa nonb3oatens MurdocLoch B «Trials Evolution».

4.2.3 Bwuabsl mucpos

[IudpoBku 1 ux komoOuHarmu xopoino onucansl moobutensmu CTF (Capture The
Flag) - yenieH kel Ha ceTeBble pacciieIOBaHNs1, HATOMUHAIOIIMX KBECTHI. “DraroMm’ Ha3bl-
BaeTCs CTPOKa-KJII0Y, OOHAPYKEeHUEe KOTOPO Cpear 3arMpOBaHHON WM TPYTHOHAXO/IH-
Moii uH(opmaIuu SBIsIeTCs 1eblo Urpbl. [Iogpo6HO MOXeTe 03HAKOMUTHLCS snecs>®. He
MyTaiTe ¢ TUTCIUKOM, Tjie OYKBBI 3aMEHSIIOTCS] HATOMUHAIOIIUMHU UX CcrercuMBOIaMu-0.

1. CeteBble mMppbl (KOAUPOBKU)
Bonbias yacte KomoB nofjaaércst paciigpoBKe uepe3 OHJaiH-cepBUCH. OOLuii
CMBICJT — CHUMBOJIBI aihaBUTa 3aMEHSIOTCS APYTUMU CUMBOJIAMH MJIM UX KOMOMHa-
1€, OIHAKO eCTh U OoJiee CIOKHbIE CIIydau.

e ASCII-koq — pecsTUYHbIE YKCJia KOAUPYIOT CUMBOJIBI ajipaBuTa, U(pPH U
HEKOTOpbIE Ipyrue. ITO TPaJAULIMOHHBII c110cO0 KOAUPOBAHUSA TEKCTA IS HY K[
OIEPALMOHHBIX CHCTEM, MporpaMMHoil o0padoTku. Odmmero ¢ ASCII-apTom y
HEro TOJIbKO TO, YTO B 9TOM apTe UCHOJIB3YIOTCS JIOOble CUMBOJIBI, ONIMCAHHBIE
OIHOMMEHHOM KO10BOi1 Tabuieit — HO He Oouee.

345http://itsecwiki.org/index.php/String_crypto
346https://en.wikipedia.org/wiki/Leet
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 JIBonuHas koaupoBka — ASCII-kon cuMBoOJIa mepeBoaUTCS B ABOMYHBINA alipa-
BUT, TO ecTh KoMOuHanmio 0 u 1. CTpoka MOXeT ObITh pa3jieieHa Ha OKTETHI WU
OBbITH CIUIOIIHOM, TOT/1a AJIMHA € OyaeT NeauThcs Ha 8, 7 wuiu 6.

* Base 64. DTOT KO/ JIeTKO y3HATh Ha IJ1a3 10 KOMOWHAIIMK M3 CTPOYHBIX U 3aI1aB-
HBIX OYKB 1 TP, 9acTO B KOHIIE ecTh == Wi =. [Ipumep: MTIzOjtmbGFnMQ==

* Ero crout otmmuath ot base32, y KOTOpOro Bce OyKBbI OIHOTO THITa, HAIPUMED,
crpounsbie. Ha konrie 1-6 31akosB -"

* Base85/Ascii85 IIpumep: < BInE-@s;X&BeF=EB.ktp1Gg7?,:”’RA-7UDm?N >

* Punycode. Komupyer, B 4acTHOCTH, KMpWUIMYecKre AoMeHbl. He mepeBomut
JIATUHCKUH andaBUT, HUPPBI U CUMBOJIBI.

2. TpaauumonHsle KUppb

* [Iudp Le3aps - MCXOAHBIA TEKCT 3aMEHSAETCS TEKCTOM U3 CUMBOJIOB, C/IBUHY-
ThIX 10 aJihaBUTY Ha 3ajjaHHOE paccTossHue. Ero Bapuauusa ROT13 (co ciBurom
13) ucnonp3yeTcs HACTONBKO YacTo, uto crana Memom USENET?*. Ou sBna-
eTcsi 0OOpaTHBIM, T.€. AJIs e POBAHUS IPUMEHSETCS TOT Ke AITOPUTM, UTO
1 111 1 pOBaHUS.

* [ugp BuxkeHepa - coCTOUT U3 NOCJIe10BaTEIbHOCTH HECKOIbKUX g poB Lle-
3apsl ¢ pa3aMYHbBIMU 3HaYEeHUsIMH c/iBUra. PacumgpoBka 3aeck TpeOyeT npen-
BapUTEJIbHOI OTraJIKM KJIIOYEBOTO CJIOBA, UCXOIs U3 KOTOPOTO U BHIOMpAETCS
CMEILEHHE.

IMpocThie mudpbl ¥ KOAUPOBKK MOTYT BCTPETUTHCSA BaM B KOMOMHHUpOBaHHOM BHje. Ha-
npumMep, COOOIIeHUe MPOIYIIEHO Yepe3 mudp, a TOIBKO MOTOM MePEeKOUPOBAHO B base64.
CylecTByeT crieriMajibHasi mporpaMma Jist CO3J1aHus U paciiupOBKH TaKKUX IETIOYEK U3
nmgpos: CyberChef>*8, no6apnennas B coopky “Ilepean™>*.

4.2.4 Creranorpacus

Creranorpacdus - 3TO npoliecc BCTparBaHUs JIIoOoro Qaiia nim ux Habopa BHYTpb
00BbEKTa-NPUKPHITUS, HA3bIBAEMOro KoHTeliHepoM. [lepeaBaemble qaHHbIE ‘pa3Ma3biBaeT”
10 HEMY, YTO JeJIaeT UX HeOOHapyKUMbIMU. Pe3ynbrar - 00beJUHEHHE HENpPUIJISTHOIO
KOHTelHepa 1 BaXKHOTO COOOIIEHN - Ha3bIBaeTCs €Tero. B npocreiiiiem ciryyae 3T0 MOXET
ObITh JOMMCHIBaHME MH(pOpMaluK B KoHell (aiia. MHaye u3bsATh CHpPATAHHBI MeCCemIK
MOXHO TOH K€ HMpOrpaMMOM, KOTOpasi ero Tyaa 3aJI0KWIa, HauOoiee 4acThiM BHIOOPOM
apiasercs steghide. Ectb u agpyrue npuémsl.

34Thttps://en.wikipedia.org/wiki/ROT13#Letter_games_and_net_culture
348nhttps://gchq.github.io/CyberChef/
349https://github.com/wegwarte/pereval-server
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* Jlns u3oOpaxenuii. 3aTeMHeHNe, KOTOPOMY HYKHO BBHIKPYTUTh SIPKOCTh UJIH yOpaTh
vacTh criektpa. Jlaramomm (datamosh), korga B m300paxeHnn, OTKPHITOM KaK TEKCT
B NotePad++ uiu apyrom noaxopsiiem pelakTope, 3aMeHeHa 4acTb CUMBOJIOB Ha
Kos1oBble. COMOCTAaBUB UCKAXKEHHYIO KAPTUHKY C UICXOJHUKOM, TIOJTy4aeM COOOIICHIUE.

e Ilng aynuo. KapTuHka Ha cnekTporpamme, nonooHo tBopuectBy Apex Twin. Co-
OTBETCTBUE YACTOT JABOMYHOMY KOy, KOTOpPbIi 3aTeM pacumgpoBbiBaeTcs. Codrt:
Uit mp3, A1 MoO0ro ayauo.

* B Telegram MOXHO B KPyIJIOM BH/IEOCOOOIIEHHN CIIPATATH MH(OPMAIIHIO 110 yTIJIaM.
Bor ans npeobpazoBanus @ TelescopyBot.

k
Crepeo, 48000y | 2k
32.0r foat

Fig. 16. Ha ciekTporpamme BUJIEH KOJ

HaxkoHelr, XxpaHWIMIIEM cTeraHorpaguyeckoro COOOIEeH s MOTYT OBITh MeTaJaHHBIE,
0 KOTOPBIX MoJpoOHee cMOTpuUTe B 4.8.

4.3 Her-aprt

HeTtcrankepsl 3a4acTy10 ONPeJEJIAI0T HET-apT KaK CaiiT, B paMKax KOTOPOro CpelICcTBa-
MU BeO-KOJMHIra CO3[JaHO HEKOE [IPOU3BEJCHUE: SCTETUYHOE, HHTEPAKTUBHOE, Ilepeialoliee
KaKOW-JIM00 mochl1 wim atMocdepy. OqHako NnepBOHAYaIbHBIE B3MIAbl HA 3TO SIBJICHUE
HECKOJILKO MHBIE.
B 2002 rogy yxe 4€TKO OTAEJIIM apT, PACIPOCTPAHAEMBIN 110 CETU U apT, CO3/aHHBIA C
noMoInpio cetu. OHaKo NepBOHAYAILHO, HA 3ape MHTEPHETA, MPEACTABIEHUS O «CETEBOM
UCKYCCTBe» ObUIH Kyaa mmpe. “‘Beenenue B HeT-apT”’, 1994-1999, BhigenseT Takue KaHpHI:

1. INoxpwiB B1acTu

2. CeTb KakK OOBEKT

3. VHTepakTus

4. Crpumunr (?)

5. JIHeBHMK MyTeIleCTBUA

6. Kommabopamus o cetu
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10.
11.
12.
13.
14.

15.

. Ha ocHOBe MOMCKOBHUKOB

. Tema cekca

IloBecTBOBaHUE

[TpaHkM 1 KOHCTpyMpOBaHKE (PAJIBIIMBON NEPCOHAINN
ASCII-apt

bpay3sepHslii apT, apT Ha OCHOBE IPOrPAMMHBIX OHJIAWH-CEPBUCOB
ApT Ha ocHOBe (hopM

MHOrononb30BaTeIbCKUE MHTEPAKTUBHBIE CPEbI

Apt Ha ocHoBe IRC, anextponnoit noutsl, [CQ, CUSeeMe, o4TOBBIX pacChUIOK.

FIRST INTERNATIONAL |

%
F
L
=
#
%

E@EEEE | L][o][N

_ About | Winners | Entries | Fomn Art | Contacts |

Fig. 17. Konkypc HeT-apTOB Ha 0OCHOBE (popM

CreacTBUEM Pa3BUTHS ITUX KAHPOB TEKCT Ha3bIBAET MPEBpalllEeHHE HHTEPHETA B «Ma-
ra3uH, OPHO-JIABOYKY M My3€eii», a CETEBOro XyJI0KHHUKa ONMpeaesiseT KaKk «TOro, KTo CBO-
001HO padoTaeT ¢ MOJIHOCTHI0O HOBBIMU (popMamu [MCKycCTBa] BMecTe CO CTapbiMu, Ooee
TPaJAUIIMOHHBIME (hOPMAMH; TOTO, KTO IOHUMAET PACTYIIYI0 HEOOXOIUMOCTh CBOOOIHOTO
JIBYCTOPOHHETO M MHOTOCTOPOHHETO OOIICHUSI BOKPYT pernpe3eHTanun». Takum o0pas3om,
TO, YTO paHee BUAEIM KaK eTUHUYHbIE 00pa3Ibl HCKYCCTBA, CTATIO0 HEOTHEMJIEMOI YacThiO
Web 2.0. IHTepecHO, 4TO OJIMH U3 UJICOIOrOB HET-apTa — HAIll COOTEUECTBEHHHK, AJIeKCei
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Iynsrun. Ero caiir>?

HYTBIX )KaHpOB.

COACPKUT IMPUMEPDI KIIACCUICCKUX pa60T B HCKOTOPBIX U3 YIIOMA-

Ha ceroans HekoToOpble BUBI HET-apTa OTKWIM MO TEXHUYECKHUM IPUYMHAM, HEKO-
TOpbIe, KaK OHJIAWHOBBIE APT-IUIOLIAJIKM — CTAJIM 4acThio oOblieHHOCTU. C pa3BUTHEM
TEXHOJIOTHIA IOSIBUIMCH U HOBBIE. [Ipodhits B coliceTH BIOIHE MOXET OBITh O(POPMIIEH Kak
MPOU3BEJIEHNE CO CBOMM IOCBHUIOM, U Aake Ie3uH(opMalus CTAaHOBUTCS (popMoit TBOpUe-

cKkoro Brpakenus > 332 333 maponupyotmeit Teopru 3arosopa.

CaiiThl XyJ0)KHAKOB M JIMYHBIC CTPAHMYKHM, 3aNTyIIKH He HA3BIBAIOTCH HET-apTaMH,
PABHO KaK U KpacuBo oopMIICHHbIE GU3HEC-TIPOEKTHI: MX OCHOBHAS 1e/Ib YTHIMTApHA. DTO
HE 3HAYHT, YTO HET-apT MOJHOCTBIO Mpparmonaned. Cameron’s world>>* ciysur mop6op-
KOl BakHBIX JUIA ero aBropa o0bekToB ¢ Geocities, a mpoekTsl Tua Mouchette®>> o61a-
JIAI0T Pa3BUTHIM HAPPATHBOM, OCO3HATH KOTOPBIl MOXKHO JIUIIb OTBITOM, 00O/ TAOUPHHT
cTpanni. MHorue e paGoThl BRIIAAAT JIWIIL XAOTHYHBIM HATPOMOX/IECHHEM OOBEKTOB,
0COBEHHO €CJIM JAI0T BO3MOKHOCTb NPUOOIIATECA CAMHUM TOCETHTENAM, Kak Floodnet®¢
Wi mebius.co.uk>>’.

CereBble APTUCTHI UCHIOJIB3YIOT B KAYECTBC XYOXKECTBECHHBIX HpI/IéMOBI

¢® HEOXHIaHHBIE COUYECTaHUA Fpa(bI/IKI/I, TEKCTa, BUAECO3aIMUCeH, a Takke UX MHOT'OKpaT-
HOE€ ITOBTOPCHUC,

* THIIEPCCHUIKHM, BOBJIEKAIOIINE MOJIb30BATENIs B My TEIIECTBUE W JTOOABJISIONIE MUHH-
MaJIbHBI UHTEPAKTUB, NHOT/IA HEJIMHENHBI;

¢ CKpHUIITHI, JOMOJJHAIIME U YCUJIMBAIOIIHNE ITOT OIIBIT;

* CKpBITHIE JIEMEHTHI, M3-3a Y€r0 HEKOTOPBIE HET-aPThl MOXKHO CITyTaTh C KBECTOM H
HA000pOT;

* 3 eKThl BEPCTKH, HIPUPTOB;
* TPEXMEpHBIE MOJIEIN U IPOCTPAHCTBA.

Takum 06pa3om, aHAJIN3 3/IeCh CBOAUTCS K OTJIMUYSHHIO HET-apTa OT OOBIYHBIX yueO-
HBIX IIPOEKTOB NPOrpaMMHCTOB U Be6-HH3aﬁHepOB, OMpEACJICHNIO HOBU3HbI HAXOKU I10-
WCKOM €€ YIOMHMHAHHI U, HAKOHEII, K MOTBITKE MOHSATh OO MOCHUT ¥ TIPUEMBI [IJIST €r0

3Ohttp://www.easylife.org

31https://telegra.ph/sub-rosa-07-20
3Zhttps://www.thedailybeast.com/birds-arent-real-is-the-conspiracy-theory-mocking-qanon
333http://fov2uy7x37fSu3w2huscgk3gqlvvixrvwwSv3dgaqcidlabe3wlyogqd.onion/
354https://www.cameronsworld.net

333https://anthology.rhizome.org/mouchette

336https://anthology.rhizome.org/floodnet
3Thttps://web.archive.org/web/20121015160543/http://mebious.co.uk/
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Fig. 18. Onna u3 cTpanuil n3BecTHeiero Her-apra jodi.org

BBIpAKEHUS.

4.3.1 ASCII u ANSI-rpacuka

Bo BpemeHa, Korja y KOMITBIOTEPOB He OBUIO BOZMOXHOCTH OTOOpaxaTh rpaduky, eé
BBIBOAWJIM CUMBOJIbHBIMA PUCYHKaMU - HACJIEJHUKAMU KaJUIMTPAaMM M KapTHUHOK, BBIIOJI-
HEHHbIX Ha nevyaTHoil mammHke. ASCII-apT - 3TO KapTUHKH, COCTaBJI€HHbIE U3 CUMBOJIOB
crangapta ASCII. VX 10 cux op MOKHO BCTPETUTD B KOHCOJIbHBIX IPHJIOKEHUSX U (paiiiax
Readme, FILE_ID.DIZ u .nfo, kyna oHu moMemiaoTcsl Kak AOMOJHEHHE K OMUCAHUI0 Ma-
Tepuaja Wiv Kak OTIeJibHbIe "apTiaku cBoero pojaa rajepeu. ANSI-rpaduka otamyaercs
paciMpeHneM CUMBOJIbHO! TaOIUIIbI U HAJIMYMEM IIBETOB, UYTO 00ECTIEYNBAIOCH OT/IEIbHBIM
apaiisepoM ANSL.SYS, noctynueim B MS-DOS. Ucnons3osanack B BBS. Moxer pacnipo-
CTPAHATHCA B BUJE .ans-(aisos.

PucoBanue B TEKCTOBOM pexuMe C(OPMHUPOBAJIO CBOIO KYIbTypy, Wid "cClieHy" ,
BKJTIOYAIONYI0 TBOPYECTBO IU(MPOBHIX MUPATOB, HO M3BECTHO M OOBIYHOMY TIOJIb30BATE-
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i MsgH:
. FI. g
Date:

® From: Agency HUB
To : All
Subj: Fidonet NZ (R57) Summaruy
Attr:

C I Fidonet

J OTHERNETS 2 0.2

Fig. 19. ANSI-apt

mo: "cMaiik " - mpocteiinmii oopasern. [llupoko pacnpoctpanéd ASCII-prCcyHOK KOPOBBI
WM IPYTOro JKMBOTHOTO C HEOOJIBIIMM COOOIIEHHEeM — T.H. cowsay. Ero MokHO BCTpeTHTb,
K TIpUMEpY, B UCXOAHMKAX caiiToB win paszmmuHoM [10, paboTaroriieM ¢ KOMaHIHOW CTPO-
koil. MHorue message of the days B IRC-kananax c1oO0peHbl HAUCAMHI UM KApTUHKAMU
B ASCII, 03HaKOMbTECH C UX TTOIOOPKOIA.

4.4 TP-kamepbl

3peHue SBISIETCST OCHOBHBIM CIIOCOOOM BOCIIPUSITHS YesioBeKa U hopmupyeTr Oosee
MIPUBJIEKATEJIbHYIO KapTUHY OKPYKAIOIIEro MUpa, HEKEJIU TEKCT WM 3BYK. Hercrankepst
MOpO¥i HAOMIOJAIOT 32 BRIPALIUBAHUEM MICUXOAKTUBHBIX BEUIECTB, MOKA3aHUSAMU MPUOOPOB
3aBonoB 1 HUU, coBepiueHrneM NpecTyIieHuid U 1axe BOIUIOIIEHUEM KpHHI/IHaCT35 8 (moka
OJIHA CHUMAIOT ‘“‘lapaHOPMaJIbHOE™, IPyrMe €ro BEIIaloT), a ByalepucThl TOPryIOT BUAEO
13 CEMENHBIX CMAJIEH U CAJIOHOB MPOCTUTYTOK. Xakepsl NpoBoaaT DDoS-aTtaku He TOJIBKO
pOyTepamy, HO M KaMepaMM: KaK-TO BCILIbUI G0THET>>” ¢ 25000 3apakéHHBIX IeBaiicoB.
3HaNIMi MECTOMOJIOKEHNE TPUMEHSET UX [JI J€aHOHUMU3ALUM JIIoJel WK paccielio-
BaHMA MHIMAEHTOB ThNa cMepty Dmusbl JIam>%0, Jlerextusrl npocMatpusam 800 yacos
apXMBHBIX 3aIMCEil, U TaKOW Py4HOIl MOIXO/, YBbI, OCTAJICS 10 CUX MOP: AETEKLUS JABUKE-
HUS WM U3MEHEHMI Ha Kamepax (M0 UCXOAHUKAM CTaTUYHON KapTUHKHU) MaJIO T/I€ €CTb.

ITomumo npoBepku craryca pacnpocTpaHéHHbIX noptos (80-83, 8080-8083, 8888,
8000, 8001, 9000, 88, 85, 8008) oObraabiMU [P-ckaHepamu WM CrieNMATU3UPOBAHHBIMU
YTWJIATAMU BPOJE Verda®%!, camormcHoit HAJCTPONKM HAJl nmap, ONpeAelIeii KaMme-
pol o mabnonam HTTP-6anHepoB, aspecoB M OTBETOB CEpBEPOB, TPAHCISAIMU MIIYT-
cs nopkamMu>%? OMCKOBHKOB, Ubsl HOTALMSA ONEPaTOPaMU MeHseTcs ¢ cuHTakcucoM. He
3a0bIBaiiTe, yTo cepBUchl THIAa Google wim fHaekca MHIEKCUPYIOT CAiThl M0 yHOMHHA-

HUAM, OTOOpakasi Majylo 4acTb OT MX oOImiero 4mcia, B omimuue ot Shodan, Censys u

358https://mrakopedia.net/wiki/Be6-TpaHcsiym
359ttps://threatpost.com/botnet-powered-by-25000-cctv-devices-uncovered/118948/
360 http://murders.ru/elise_I_1.html

361 https://github.com/wegwarte/verda-v 1

362https://telegra.ph/Dorki-IP-kamer-08-18
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PunkSPIDER, He cykaIux MOXCK yTOYHEeHUeM 3arpoca. [1o Taram MoXHO HaliTH 00Cy K-
nerns®3, crmckn’® u 6GuGMMOTEKH, KOTOpHE Yalle HOCAT pa3BieKaTeNbHBI XapaKTep,
kak EarthCam3®, ip-24.net u goandroam.com, Hexemu cepbé3ubie npoekts: AMOS3®,
insecam.org 1 opentopia.com.

Ecii KaMepa 3aIlWIIeHa, U 3aBOICKHE JIOTHHBI-IIAPOJIH U3 CITHCKOB ipvm>®7

.com u
open-sez.me>%® we noaxonaTr, monpoGyiite npornkuyTs Mo URL3® (motokopoe m3o6pa-
’KeHWe; MaHeNb YIPABIEHNs) MM 100aBUTh ciosapy pero3utopus SecLists’’? s 6pyT-
dopca, B 6assl yrumr Hydra’’! u Burp Suite’’?. ®opwmsl Bxoga npoxykrtos Hikvision
no aeconTHoit aTopisaruu ooxoaut hikka3’?, skcnopTupylomuii pe3yIbTaThl CKpHHIIO-
TaMH ¥ .cSV-(popMaToM J1is yaoGHoro npocmoTpa B iVMS374. TpucyTteTBys Ha mokase,
HE BBINOJIHANTE AENHCTBUM, B MOCJIEACTBUAX KOTOPBIX Bbl HE YBEPEHbI, T.K. OUMIIaeMble
JKypHaJIbl aKTUBHOCTU BUJIUT Biajesel. Jlydine He co3/1aBaTh U HE U3MEHSATh YYETHBIE 3a-
NKCHU: KOTJla JeCTBUSA 3aMEeTUT aIMUH, Kamepa repeesieT Ha cBoOoaHsIi IP-anpec. O6bdHO
oHa ocHaieHa PTZ-nanenbio 11 naHopaMupoBaHUs, HAKJIOHA U 3yMa, JOCTYITHOU TOJIbKO
M0JIb30BATEJISIM BbILIIE TOCTEBbIX MTPUBUJIETHIL. VIHBIE MOJEIM UMEIOT MUKPO(MOH U JUHAMUK,
TPaHCIMPYIOLIHE 3BYKH MIOMEIIEHHSI MM TOJIoC (B T.4. MUKIIEp) HaOTogaTess, 4YTo MpuBJIe-

KacT HpaHKCpOB375, pa3apaxaromux pa6oq1/1X H KWJIbIOB.

VYrunurel ynpasnenuss DVR u NVR, nudppoBbsiMu 1 ceTeBbIMU BUAEOPETUCTPATO-
pamu, rymarcs Kak «dvr/nvr software» U MOCTaBISIOTCS NPOU3BOIUTENSMU, KaK JE/IaloT
Canon’’% u Dahua®”’. TToutn kaxnas Mapka HaBA3BIBAET CBOI CO(MT AJIA MPOCMOTpPA U
HOAKJIIOUEHUsI Kamep, U 0e3 eAMHON MOJUTUKM MHOTHE U3 HUX PadoTaloT Ha ycTapeaoMm
IT1O. ActiveX, (ppeliMBOpK BOCIIPOU3BEAECHUS IPOrPaMMHBIX KOMIIOHEHTOB Ha IE (ycnemHo
amymupyetca Chrome?’® u Firefox®”?), ckaunsaet u pacrakoBbiBaeT .cab-apXuB B cuCTeMY,
BIIOCJIE/ICTBUAM oOpaiach K ero cogepxumomy. s 3amycka Java-anieToB, HAMMCAHHBIX

363http://archive 4plebs.org/x/search/text/anony %2Fmijpg.cgi/page/1/
364https://pastebin.com/search?q=anony%2Fmjpg.cgi

363 https://www.earthcam.com/

366http://amos.cse.wustl.edu/
36Thttps://ipvm.com/reports/ip-cameras-default-passwords-directory
368http://web.archive.org/web/20180106023956/http://open-sez.me/
369https://www.ispyconnect.com/sources.aspx
3T0nhttps://github.com/danielmiessler/SecLists

3T https://github.com/vanhauser-thc/thc-hydra

3T2https://portswigger.net/burp

3T3https://github.com/superhacker777/hikka

3T4http://ftp.hikvision.ru/09. Vrumats/1.%201VMS-4200/
3T3https://www.youtube.com/playlist?list=PL8jkwhXa3jRKRywyDV 5BjWJ6tsFI-KIm4
3T6http://softpedia.com/get/Internet/ WebCam/WebView-Livescope-Viewer.shtml

37T http://dahuasecurity.com/download_2.html
378nhttps://chrome.google.com/webstore/detail/ie-tab/hehijbfgiekmifkfjpbkbammjbdenadd
3ttps://addons.mozilla.org/ru/firefox/addon/ie-tab-2-ff-36/
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https://ip-24.net/
https://www.goandroam.com/
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http://softpedia.com/get/Internet/WebCam/WebView-Livescope-Viewer.shtml
http://dahuasecurity.com/download_2.html
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Ha ST1 Java niarkHoB, J0JKHA OBIT yeTaHOBIeHa 6-as cpena JRE®C, kondumkryomas ¢

6onee no3aHME BepcusiMu. [Ipobiaema paspemniaeTcs UX yaleHUeM WA OTKJIIOYEHHEM B
HACTPOHKax BMeCTe ¢ MOHWKEHUEM YPOBHS 3aluUThl 10 «Medium» nmm «Low». Yy Tb pexe
nomnaaoTcs Kamepsl Ha Apple’oBckoit TexHonmorun QuickTime®8! B xauecTBe ocHOBHOTO
Wi mod6ovHoro pexuma. [lepeunciennslie cpeacTa npoBepeHsl Ha Internet Explorer 5.5,
Google Chrome 40 u Mozilla Firefox 43. YapyuaeT, 4To Ha KACTOMHbIE pacIIMPEeHuUsI TOPOi
BeAyT OMTBIE CCBUIKHM, a 110 HA3BaHUAM YCTAaHOBOYHBIE (hailiibl HAMTH TPYAHO: K IPUMeEpY,
RmtViewerV2.cab coBceM He I'yIIUTCSA, XOTSI OH CYIIECTBYET 02,

K cuactblo, pagu cTanIapTU3alMi KOMIIAHUM YXOAAT C OTKUBIUMX PAcIIMPEHUi Ha
oTtoOpakeHne 06e33By4HON OOHOBIISIONICHCS KAPTUHKY C OMNIMEN yKa3aHUs KaJpOBO 4a-
cToThl. [Ipy €€ BBICOKMX 3HAUEHHMSX CKOPOCThb Iepesaud M300paXeHWsi HEOTINYMMa OT
(pmipma. IlomynapHO M nMoTokoBoe BemaHnue, uybd mjpeg/h.264 dopmarsl nogaepKUBaOT
nociegaue 6paysepsl, a URL no HTTP/RTSP npotokony xopoio otkpbiBaercss B VLC-
npourpsiBatene>s> xorkeem Ctrl+N. TTopoit Tak ymaércsa oGoiiti aBropusammio: y AXIS
KOpeHb caiiTa TpeOyeT BXoja, HO Iepexoj] Mo MyTd /mjpg/video.mjpg He NpensaTcTByeT
nokasy noroka. VLC-1uieep Takxke ymMeeT 3anKchlBaTh TPAHCIALMIO B BUeodail ¢ ayauo-

I[OpO)KKOfI, YTO IIOJIE3HO HAa 0C000 HWHTEPECHBIX HAXOKax.

Crapaiitech He pa3riamiath KaMepsl, KOTOPbIE elllé He M3BECTHHI MyOJIKe, T.K. HeCBe-
JYIIA# CMEHUT MapoJib, U Bbl JIUIITUTECh HAXOKH.

Ananmu3 kamep coveraeT padoty ¢ IP u ¢ nzobpaxeHusamu.

4.5 ddanoBbie cepBepa

AHanM3 CBOAUTCS K OIpeJIeJICHUI0 COIEPKUMOTO U BHISIBJIEHUIO KAKUX-TUOO HECTAH-
JIAPTHBIX MaTepuasoB. bbIBaeT MHTEPECHO COCTaBUTH 'MOPTpeT” Biaaenbla. HazHaueHue
MHOTHMX CEPBEPOB MOKHO OBICTPO ONPEesUTh M0 pa3MEIEHHbIM B HUX MankaM. BHenHue
HAKOIUTENM C CUCTeMOil Oekamna, a Takxke cepepHoe [10 co3maér crangapTHyI0 CUCTEMY
IupekTopuii. 3Hast 00 9TOM, MOXHO MPUIEIbHO UCKATh KECTKUE JAUCKU WUJIH, HA00OpOT,
uzberaThb UX.

Hewmaio otkpriThix FTP npuHaiiekat HayIHbIM H 00pa30BaTeIbHBIM YUpek ICHUSM,
KOTOpbIE CIIEIUAIBHO AeATCs JaHHbIMU. [Ipumep:
ftp://196.24.44.52/ Ooun u3 cepsepos FOxcnoagpuxanckozo Centre for High Performance
Computing. HUm, xcmamu, npunaoaedxcum eeco 0640k /24. Ha cepeepe npucymcmesyiom

30https://www.oracle.com/java/technologies/javase-java-archive-javase6-downloads.html
3Bl https://support.apple.com/kb/DL837?locale=ru_RU

382https://goo-gl.su/qLIqy

33http://www.videolan.org/vlc/index.ru.html
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Fig. 20. Conepxumoe FTP-cepepa, creHeprpoBaHHOE MPOIIMBKON MOAKIIOUEHHONH KaMephbl

CNYMHUKO8ble CHUMKU pazauunsix ooaacmeti cmpanwl npoekma EONEMP - coop ungpop-
Mayuu npo YUAHobaKmepuu 8 3KeamopudaibHulx 6ooax. Kpome ecezo npouezo, 6orvuioii
apxue cnymHuKo8vlx CHUMK08 cnekmpomempa MODIS .

— IIpoext Random Open Science
Ha MHOrux ceppepax BKJIIOUEHBI HE TOJIBKO MPaBa Ha YTEHUE, HO U HA 3alUCh. JTO MpeBpa-
1IaeT UX B IUIOIIAJKY JJIs1 PACChUIKM BpeJOoHOCHBIX ckpuntoB ( Photo.scr, IMGOO1.exe u
HesCHbIH george.php>®%) mm cBomx mocanuit yenosedecTBy. Xakep Maiiki Iyuapu mac-
COBO 3JIUBAJI CBOM U300JIMUEHUS CIIETICTY KO, SKOOBI MOAMEIIMBAIOIINX €My HApPKOTHKH.

BckpoiBasi He3Hakomble aitiibl B Notepad++ wid Jpyrom TEKCTOBOM pelaKkTope,
MOXHO O3HAKOMHUTBCSI C UX BHYTPEHHHUM YCTpPOICTBOM (WM (popmMaTOM) U OINpPeaeUTh
Ha3HAYEHUE, JaXe €CJIM 0 PaCIIMPEeHMI0 HUYEro B MOMCKOBUMKAaX He Hanuloch. HayuHble
JAaHHBIE MOTYT XPaHUTHCS B BHUJE, 00padaTHIBAEMOM JIUIIb JIOKAJIGHBIMU MIPOrpAMMaMHU -
MHOIJIa HA cepBepe WM CTpaHMlle Ha opTy 80 MOXHO HailTu caM coT, HalTMCAHHBIHA, K
npumepy, uaxeHepamu NASA.

34https://telegra.ph/Netstalker-Ox 1 -anomalii-FTP-05-16
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HULINULINULIE
TL IL]}
[
NUVEL-1 plate Ectic:n model [}eMets‘ et al. 15950] TSUKUB32WETTZELL3C4128  0552+3384C33.25
0823+0330743+2591053+8150602+6730749+5401156+2950955+4761128+3851418+5461739+5223Ca71

1357+7631300+5801803+7840805+4100642+4431044+7150804+4953Atmosphere Module - Last modification 330CT05, D. Gordon

[ T
E5FC. Atmosphere Module is turned on - Contributions NOT applied to theoreticals. Exis Offset Module -
Last modified Z004.05.19, D. Gordon/GSFC. Ikxis Offset Module is turned ON in
CALC. Feedbox Rotation Angle Module, Last Modified 38NWOV1Z, D. Gordon/GSFC.
Earth Tide Module - IERS Z003 Model, Last Modified 2004.03.2&, D. Gordon/GSFC. IERS Z003 Earth Tide
Model Pole Tide Module - Last Modified 2004.03.28, D.
Gordon/GSFC. Pole Tide Module is turned on - contributions applied to the theoreticals. Nutation
Module - IRUZOOO0R, Z004.02.1%, D. Gordon/GSFC. Nutation module is turned ON. IRUZO000A model
used. Ocean loading module - Version Z. Last modified 94 .08.Z2 by D. Gordon, GSFC Ocean
loading module is turned on - contributions not applied to theoretical. Precession Module — Last Modified 2004.03.15% - D.
Fordon/GE5FC. Precession Module is turned ON. Site Module -
Last modified Z004.05.20, D. Gordon, GSFC NORMEURAYES YES Star Module - Last modification 38.05.15,
D. Gordon, GSFC Proper Motion Corrections OFF.
2005f_astro 2005f_astro 2005f_astro 2005f_astro 2005f_astro 2005£f_astro
2005£f_astro 2005£f_astro 2005£f_astro 2005£f_astro 2005£f_astro 2005£f_astro
2005£f_astro 2005£f_astro 2005£f_astro 2005£f_astro 2005£f_astro 2005£f_astro
2005f_astro 2005f_astro 2005f_astro UT1l Meodule - Last Modified 2005.05.23, D.
Gordon/GSFC: UTl Meodule CON. Interpoclation in TAI-UIL. UTl

Fig. 21. Haznavenue ¢aiina u pamMunus Baagenslia Mpyu OTKPHITUM B TEKCTOBOM BUIE

4.6 Ipyrue yctpoiicTBa

ITo conepsxkumomy uHTepdeiica u ero UCXOAHOTO KOJa MOKHO OIPEIE/UTh, K KAKOMY
KOHKPETHO YCTPOICTBY BBl Uepe3 Hero nojakaodaerech. CTaHgapTHbIE MOPTHl OTJIMYAIOTCS
HE TOJIBKO JIJISl pa3HBIX MPOM3BOAUTENIEH, HO U Il Pa3HBIX MOJIEJIeii OJJHOTO M TOTO ke Jie-
Baiica. C pasButueMm Internet of things MOXHO BCTPETUTh B CETH KaK OBITOBbIE YCTPOUCTBA,
GoJiee WM MeHee CIIOKHBIE (BIUIOTH 10 HHTeP(EHCOB «yMHBIX JIOMOB» ), TaK U IIPOMBIIILICH-
HbIE WJIM OTHOCSIIUECS K TOPOACKOMY MPOCTPAHCTBY, OOMIECTBEHHON Ge30macHOCTH. Tak,
B anpesie 2018 Obuta OOHApYyKeHA OTKPHITAs MaHEN b yIpaBJIeHUs TOHAOJION MOJbEMHUKA
B ABCcTpun. J[omycTUMOCTh KaKOro-au00 B3aMMOJEHUCTBHS C MOJO0OHBIMU [0T-00beKTaMu
SIBJISICTCSI OMHUM M3 TPEIMETOB 3THUECKOI TUCKYCCHU B cpejie HeTCTaakepoB. OUYeBH/IHO,
4TO JAEHCTBUS Haja uHTepdeiicoM 6e3 MpeaBapuTeIbHOTO ero aHaIu3a MOTYT MPUBECTU K
MOCJICICTBUSIM, KOTOPBIX HE JKeJlaJii Obl HE TOJIBKO BJIAJIEJIbIIbI, HO U BbI CAMHU.

4.6.1 Amnaju3 6aHHepOB

[ToapazymeBaloTcs crieriuaibHble 3ar0JIOBKH, Bbl1aBa€MbI€ IIPY CKAHUPOBAHUU TOH ke
ytuutoidt NMAP. PacnionoxeHHbIl Ha cepBepe NPOTOKOJI OTBEYAET COOTBETCTBEHHO CBOUM
HacTporikam. MHorga aTo no3BosisieT pacrno3HaTh KOHKPETHOE YCTPOMCTBO UM CEPBUC, HO
BCTPEUAIOTCSI U HeM3BeCTHbIe OTBeThl. OHU TPeOYyIOT MPUCTABHOTO aHAIN3a, TaK KaK MO-
I'YT CBUJETELCTBOBATh O padoTe 4ero-to Heu3BecTHOro. NMAP BbIAACT CHIPOil BHIXJION,
€CJIM HE CMOXKET ONPEJICJIUTD €0 BIaAeblia CAMOCTOATENBHO: TAK HA3bIBAEMBI OTIIEYATOK
(fingerprint), comepskarmii (bparMeHT CHIPOro OTBETa cepBepas>.
baHHep-rpadOMHT - TEXHUKA ITOJTyYeHHs MUHGOPMAIIMKU O XOCTe, MO3BOJISIONIAs UASHTU(DH-

BShttps://isc.sans.edu/forums/diary/nmap+Service+Fingerprint/24972/
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MUPOBATH 386 CCPBUCHI Ha IIOpPTax IJIA JaJbHEMIIIEro B3auMOACUCTBUS. C06paHHOG 3aTEM

UCTIONb3YyeTCs A (PUIbTpaLMK pe3ysIbTaTOB, TO €CTh IPEeABAPUTEILHON KaTaJlorM3aluu
BbIIaYM. YCJIOBHO JI€IMTCS HA aKTUBHBIN U MTACCUBHBII.
AKTHBHBII 6aHHEep-TrpaOOUHT nosipazymeBaeT oTiipaBky TCP (1 He TOJIbKO) MaKeTOB aKToO-
POM XOCTy, ojipa3yMeBasi IPsIMOE B3aUMO/EHCTBUE UCCIIEI0BATENS C XOCTOM, a 3HAUUT U
BO3MOXXHOCTh YCTaHOBUTH [P anpec akropa. IDS 3aTo4eHsl mog oOHapyKeHHE TaKHMX Ieii-
CTBHI, TaK YTO €CJIM BBl HE YBEPEHBI B TOM, UTO BaM HY’KHO ITPOCTO 3a0paTh OaHHEp cepBHCca
- JIy41lie MPOKCUPOBATh TPa(UK MM UCTIOIB30BATh TACCUBHbIN OaHHEp rpadOuHr. [ Hero
ucnonbs3yercs telnet, nmap, curl 1 wget, OAHaKO JIy4IlIUM pelIeHUEM NPU3HAHHO CUUTAETCS
nmap u3-3a ero bJ] nmap-services, ciocooHol UAEHTU(PUIIMPOBATH CIIYKOBl U CEPBUCHI B
3aBUCHIMOCTH OT MOpTa U OaHHepa.

ITaccuBHbII GaHHEP-TPaOOMHT NpeinoiaraeT NCTIOIb30BaHNE CEPBUCOB TPETHHX JIUIL
115 U3BJIeYeHUs OaHHepa U3 xocTa. s TakuX 1esieil OTIMYHO MOAXOAAT JOPKU MOUCKO-
BUKOB, Shodan, Census u Zoomeye.

4.7 danibl

Bl MOTH TTIOJTY InTh HX € (DaiiyIOBOTO cepBepa, 0OOMEHHUKA, COIICETH, CalTa-KOJIICKITUH
WM CIIyTHUKA. AHAJIN3, IOMUMO OYEBUJHOTO CMBICJIOBOTO, YACTO CBOJAUTCS K BBISIBJICHUIO
MEPBOUCTOYHMKA, a MHOTJA U NPOBEpPKE AOCTOBEpHOCTU. Kpome Toro, B BUJE apXUBOB,
ayuo- u BuaeodaiioB, UMUTAIUI JOKYMEHTOB MOTYT BOPACHIBATHCS 3araiKu WU «IIOCTIa-
HUs B HUKYyJa». O3HaKoMbTeCh ¢ I1aBoil «CreraHorpadgusi», a Takxke ¢ MOHSITHEM MeTaJaH-
HBIX: MHOTHE (hOpPMAaTHI MOIPA3yMeBal0T BCTPAUBAHUE JIONOJTHUTEILHON HH(MOPMAITUU PO
00CTOSAITENILCTBA cO3/IaHus haiiia. BoJbIMHCTBO MOJIb30BaTENCil OCTABIIAIOT €€ HETPOHY-
TO4, YTO MO3BOJISAET y3HATh Oosbiiie. CpaBHUTEIbHO YHU(DUIIMPOBAHHBIN CIIMCOK MapameT-
POB, TIOJIE3HBII U A1 aBTOMATU3AIIUY aHAN3a, Ha3biBaeTcs J]yOmmHCcKM H,[LpOM387. Merta
MOXkeT ObITh yAaJieHa MO0 U3MEHEeHa, M CO3/1aTeI KBeCTOB IMOJb3YIOTCS ITUM, BCTABJISIS
nojckasku. [IoMHuTe, 4To ynuisle TBOpLBI (PEUKOB MOTYT MOMEHATHh BpeMs B cBoei OC,
YTOOBI UMUTHPOBATH JIPEBHOCTD WJIM CBEPXbECTECTBEHHOE ITPOUCX Ok ICHUE JIOKYMEHTA.

4.8 WN3o6paxkenus

dotorpadun 1 KapTUHKU CTOSAT OCOOHSAKOM B aHa3e. Metananubie EXIF moryT BbI-
JaTh €CJIU He MeCTO, TJie MENKHYJI 3aTBOp (poToanmapaTa uimm teiedona, cHadxkeénnoro GPS,
TO XOTsI OBl €0 MOJIJIb M IPYTHE MapaMeTphl. I mpocMoTpa MOKHO MCTIONb30BaTh OHJIAITH-
cepsuchl, Bpoje Jeffrey’s Exif Viewer. Takxe 3TOT BUJ MeTalaHHBIX MOXET MOPOXKIaThCs
CKaHepaMU U HEKOTOPBIMU I'papuyecKMMHU peakTopamu. [JaTel Ha KICXOIHOM yCTpOICTBE
MOTJI OBITh HACTPOEHBI HEBEPHO, OTCIOJ]a MOXKET MOSBUTHCS HEeCTBECTBEHHBIN TOJ] WU

386https://mmap.org/man/ru/man-version-detection.html
BThttps://ru.wikipedia.org/wiki/[Ty6mmHckoe_sapo
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BpeMsi cyToK. Kpome TOro, jOXHBIE JaHHBIE MOTYT OBITH BITMCAHBI BPYYHYIO, TTOCKOJIb-
Ky HHMKak He mudpytorcs. [ToMumo reosokanuym MOXHO, HallpyuMep, OLIEHUTb peallbHble
pa3mepsl 00beKTa, ecsii 3anosHeH napametp Subject Distance. IPTC (International Press
Telecommunications Council) MOXeT XpaHUTb KONMPAWT, TETH U APYIUe CBEACHUs, BaXK-
Hble Ju1s JunensupoBanus. XMP (Extensible Metadata Platform) — nopoxaatorcs Adobe
Lightroom, co3aBasi JOTIOJHUTEIbHBIN (haii.

ABToMOOMUNIbHBbIE HOMEpa B cTpaHax EBponbl
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Fig. 22. ®opmMaThl HOMEPHBIX 3HAKOB
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Ha cerogns psan coucereil, Bkmouasd BK, ygansger metagaHHble 3aJMThIX CHUMKOB.
Ho onpenenuts yokauuio MoxHO U npuéMamu OSINT, kak mokazaHo B 3TOi crarpe>88,
Pexomenyercs cHauana BHISIBUTH «TJI00QIbHBIe» MOJCKA3KU, TO €CTh T€ 0OBEKTHI, KOTOPbIE

38https://telegra.ph/Quiztime-12092019-Gde-ehto-mesto-Globalnye-i-mestnye-identifikatory-09-28
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YKaXyT Ha 00Iliee MEeCTOIOIOKEHHE. 3aTeM «MECTHBIe» JeTali TIO3BOJIST Y3HATh KOHKpe-
TUKY. PopMaThl JOPOKHBIX 3HAKOB, HOMEPOB TPAHCIIOPTA, BBIBECOK MOT'YT YKa3aTb CTpaHy
WM XOTs1 Obl yacThb cBeTa. To Jke KacaeTcst apXUTEKTYphl 3[1aHUi, a caMble BBICOKHE U3 HUX,
YTO BUJIHBI HA CHUMKE, MOTYT IIPUMEPHO YKa3aTh MECTO. YTOJI HaKJIOHA [IOMOXET OIpe/ie-
JITH 3TAXKHOCTB, €CJIU (POTO CIAEJIAHO C BBICOTHI.

Te e npuémsl padOTAIOT U IS BUIEOPOJIHKOB.

JI715 aHATM3a JOCTOBEPHOCTH (DOTO TaKke ecTh MHOTO puémos. Cepauc FotoForensics®”
aHaymsupyeT ELA (Error Level Analysis), ctenens nepexarus 11 JPEG, ckpbiThie mukce-
m. Ecym npu ELA kakast-to 001acTh n300pakeHus CBeTJiee APYroil TOro ke IBeTa, TO ee
MOIJI pe/lakTHPOBaTh. MHOTOKPAaTHO INepecoXpaHéHHOe M300pakeHne OyneT coaepKarh
XapakTepHble IyMbl. Ha cMOHTHpOBaHHOM M300pakeHUM BCTaBJeHHbI 00beKT npu ELA
OyaeT 3HauMTesbHO sipye, 4eM Apyrue oodsactu. Takxke sipue OyayT 00JIACTU C BBICOKUM
KOHTPAcTOM (TEeKCT, JIMHUsA, KOHTYp). HakoHel, moMumo creraHorpapuveckux coooime-
HUI, KapTUHKa MOXkeT cozepkath RARJPEG, wim BcTpoeHHBIi B n3o0pakenue apxus. OH
OTKpPBIBAaETCs IPOCTHIM NEpEeMMEHOBAHNEM paciimpeHus B .rar. He 00s13aTebHO IpOBEpSITH
OoJbIIMe MAacCUBBI KAPTHHOK BPYYHYIO: MOKHO CO3aTh CKPUNT, NMPOBEPSIOINI HaIMIne
COOTBETCTBYIOLIEH CUTHATYPHI, KaK, HallpuMep, BOT 3ToT ¢pusbTp B Rghost-rpadoepe.

Tax Ha3pIBaeMble HAHOOOP/IBHI HCIIONB3YIOT KAPTUHKH, 3arpysKaeMble Ha OOBIYHBIE UMH-
IKOOpIBI, KaK TPAHCTIOPT CBOMX MOCTOB.

4.9 Ananus JOKyMEHTOB

Llenb - ornpeneauTh CTENEHb JOCTOBEPHOCTH U BaXXHOCTH JOKYMEHTA M €ro colep-
’KuMoro. PaccekpedeHHble U CIUThIE TOKYMEHTbI O pa3MYHbIX aHOMAJIbHBIX UJIA MaJIOM3-
BECTHBIX fIBJICHUSIX CTAHOBSATCS MPEJMETOM CreKyasauuidi u panbcudukanmii. [Ipu anamm-
3e Hy’)KHO 0OpaIllaTh BHUMaHUE Ha COOJIOJEHHUE BCEX HOPM U JIpyrue JeTaju, Hanpumep,
aHaxpoHu3Mbl. Tak, B JOKyMeHTaX, sikoObl npuHagiexanmx KI'b u natuposannbix 1983-m
0OHapyKMJIMCh YIIOMHHAHHUS iporieccopa Pentium 286 u «onepartopa [TK», a Takxe Hedop-
MaTHBIE OTCTYIIbl HA CTPAHULIAX.

I'pucrt u ocobernocTr 1o Poccun u CCCP30:

o JICII (mns ciyxkeOHOTo Tojb3oBaHMsI). HecekpeTHble CBEeJeHUsT PEryIMpYIOTCS Tak
xe, kak u U//FOUO B CIIIA. CtaHgapTHO IOMETKA CTaBUTCS B BEPXHEM MPAaBOM
yIiIy, ¢ IpOCTaBjIeHeM HoMepa sk3eMiuispa. [IpocTeiimmii 3anpoc no noucky: s
ciyxe0Horo nosp3oBaHus "Dk3 Ne". Ecii orpaHMYeHre HaJIOKEHO TOJbKO Ha NpH-
JIO)KEHHE, TO MOMETKA JOMOJHAETCS CJIOBAMU ''TIPU HAIMYMU NIpriokeHus N".

3%https://fotoforensics.com/
Ohttps://telegra.ph/O-sekretnyh-dokumentah-Rossiya-02-27
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Fig. 23. [Ipumep conepixaiiero noMeTKy JOKyMEHTa

o

* KT (xommepueckas TaiiHa) - Takasg MH(pOpMalusi, KOTOpass MOXKET MPU PACKPHITUU
JaTh KOMY-TO KOMMEPYECKYI0 BBITOTY ITPY UCTIONb30BaHUU. [LOKHO OBITH 00s13aTe b
HOE yKa3aHue I0pUINYECKOro JIula, KOTOPOMY OHa MPUHAJIEKUT. MOXHO COCTAaBIATD
3aIpoChl, YKa3biBasl Ha3BaHue opranu3anuu: Kommepueckas taitna OOQO Takoro-to.

* KonduaenmumanbHo - PopmanbHO, K KOHGUACHIMAIBHONW UH(POPMAILIUN OTHOCSTCS
NepCOHAJIbHbIE JaHHbIE U MHOTHE JIPYTUe CBEJCHUS, pa3IiallieHue KOTOPhIX JOIKHO
perymupoBatbcsi. Ha nesie, OH Bcnonb3yeTcst JOBOJIBHO CBOOOTHO: MPOCTHIM 3aIpo-
COM KOoHpuoenyuarvrio "sx3 Ne'filetype:pdf MOXHO HATH MHOKECTBO MHTEPECHBIX
TIPUMEpPOB.

» CekpeTHble JOKYMEHTHI. HacTosee Bpems B Poccun umeercs Tpu rpuda: CekpeTHo
- TpeTbs popMa JIOIyCKa, MOXHO BbI€3KaTh 32 TPAHUILY; COBEPUIEHHO CEKPETHO -
BTOpas popma Jomycka; 0co0oit BaXXHOCTH - TiepBasi (popma JIoIycKa.

I'pucrt u ocoberrocTr o CIITA!:
Knaccudukanus cekpetHoit nHGOpPMAK U €€ pEryJIMpoBaHMe B AAHHOW CTpaHe

CJIOXKHBI 32 CUET HAIMYMS MHOKECTBA OYEHb Pa3HbIX CIIENCTYX0 ¢ OOraToil 1 3armyTaHHON
HCTOPUEN.

FMhttps://telegra.ph/O-sekretnyh-dokumentah-01-13
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OtnnunTenbHBIE 0COOEHHOCTH, 63 KOTOPBIX JOCTOBEPHOCTh HE TIOITBEPK IACTCS:

- 001I1as1 CTeNeHb CEKPETHOCTH O3HAYAETCs CBEPXY U CHU3Y MEPBOil CTPaHUIIBL;

- ecJii uMeeTcsl OoJbllle OJHON CTPaHMLBI, OTMETKA O CEKPETHOCTH AOJIKHA ObITh
CBEepXY U CHM3Y Ha: Iepe/iHeil 1 3a/1Heil 00JI0)KKe CHapy KU, Ha TUTYJIBHOM JIUCTE, Ha MIepBOi
CTPaHHUIIE;

- BHyTPEHHME JIUCTHl IPOMAPKUPOBAHBI CBEPXY U CHU3Y;

- Ha KQX/JJOM U3 HUX CTETeHb CEKPETHOCTH JI0JKHA OBITh paBHA OOIIEH M COOTBET-
CTBOBATh HaMBbICUIEH CEKPETHOCTH Naparpadga Ha 3TOH CTpaHULE;

- KaXJplil maparpad oTMe4eH CBOMM I'pU(OM CEKPETHOCTH.

OO0muit nepedeHb CCHUIOK M BaXKHBIX MapKepOB C MpUMEpaMH Bbl HaIETe 31ech, Aajee
HECKOJIbKO BaXXHEHIIHNX.

= Conspicuously place the overall classification at the top and bottom of the page

« If the document contains more than one page. place the overall marking at the top and
bottom of the outside of the front cover, on the title page, on the first page, and on the
outside of the back cover (if any).

« Mark other internal pages either with the overall classification or with a marking
indicating the highest classification level of information contained on that page.

SECRET
X Department of Good Works
‘Washington, D.C. 20006

June 27,2010

MEMORANDUM FOR THE DIRECTOR

From: John E. Doe, Chief Division 5

Subject: (U) Examples

1. (U) Paragraph 1 contains “Unclassified” information.
Therefore, this portion will be marked with the
designation “U" in parentheses preceding the portion

2. (S) Paragraph 2 contains “Secret” information.
Therefore, this portion will be marked with the
designation “S™ in parentheses preceding the portion.

3. (C) Paragraph 3 contains “Confidential” information.

Therefore, this portion will be marked with the
designation “C” in parentheses preceding the portion.

SECRET

Fig. 24. Cxpunmor u3 pykoBoactsa AHB mo MapKkupoBKe CEKpEeTHBIX JOKYMEHTOB

* TOP SECRET - coBeplilieHHO CEKPeTHO, 0CO00I BaXKHOCTH (BCE YETHIPE CJIOBA UMEIOT
3HA4YeHUe): BBICIIMI YPOBEHb CEKPETHOCTH, B CIy4yae pacKpbITHUs JaHHAsI MHGpOpMa-
IIUs1 MOXET MPeACTaBIATh YIrpo3y HAIMOHAIbHON Oe3omacHocTU. B kauecTBe map-
KMpOBKM Naparpada cokpaiaercs 10 TS Huxe no ypoBHio pacnionaraetcs Secret -
COBEPIIIEHHO CeKpeTHO (MMeHHO jBa cyioBa) 1 Confidential - cekpeTHo.

* FVEY - rpymna Five Eyes («IlaTh rma3»), BKIOYaeT B ceOs 5 aHIIOTOBOPSIIUX
ctpan: Actpamuio, Kanany, Bemmkoopuranmio, HoByio 3enanauio u CIIA, mexay
KOTOPBIMHU NoAnuvcaHo «CommanieHne 0 paguoTeXHUYECKON pa3BeabIBATEIbHON Aes-
tesbHOCTH BemmkoOpuranus — CIITA»
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* Declassified in Part - Sanitized Cope Approved for Release. Pazmernaercs cBepxy u
CHM3Y. DTO 03HAYAET, YTO YACTh IOKYMEHTa U3bsTa. P10M ¢ OesIbIMU 4eThIPEXYTOJTb-
HUKaMHU [IEH3YPbl TOJDKHA CTOSITh MapKUpoBKa npuunHel. Hanpumep, 50X 1 - uzbsatue
cpokoM Ha 50 sieT no npuuuHe 1 - KOH(PUIEHIIMATBHOCT TMYHOCTU UCTOYHUKA U YTIO-
MuHaeMbix Jiogeil. S0X1-HUM - Ha 50 et no npuunHe Nel "koH(pUIEHIIMATbHOCTH
suyHoctu uctoynrka'(HUM - or Human).

* Distribution Statement - momeTka 00 OorpaHWuYeHMH PaCIPOCTPAHEHUM (HE CEK-
petHocTh), ucnonb3yercss Munucrepcteom O6oponsl CIIA (DoD, Department of
Defense) nis KoHTposis 1ocTyna K JokymeHTam. Mcnonb3yores murepsl oT A 1o F,
TaK’Ke paHee UCMOJb30Bajlach X, 3aMeHEHHas ceituac Ha C.

PackpbiTHE JOKYMEHTOB IO JABHOCTH OOHYJIs1eT moMeTkH o cekpeTtHocTH Thna TOP SECRET,
DESTRUCTION NOTICE - o6patnaiite BHUMaHHe Ha AaThl. UTO 10 MICTOYHUKOB CEKPETHBIX
JOKYMEHTOB, TO JOCTATOYHO BOCIIOJIb30BATHCSI CCHUIKAMH M3 3TOM CTAThH WM IPOCTO HC-
nosb30Bath B Google nopk Bupa site:nsa.gov "SECRET "Distribution statement E"inurl:mil
¥ Tak jgajee. Ml oiHO U3 NPOCTHIX MPABUIL: €CJIM HE MOXETE MOHATD MpeiHa3HaueHUEe/CMBbICIT
TEpPMHHA - IYIJIUTE HE TOJIKO €ro, HO M BCE COCE/IHIE TEPMHUHBI, HAXOIUTE MOXOKHUE JJOKY-
MEHTBI M aHAJIM3UPYHTE UX.

JIuTeparypa

[1] IIpoekT «CASCA», PacimmpeHnHoe pykoBOACTBO Mo oHjIaiH-Kamepam v0.3.1, 2018 1.

S. XPAHEHUME N1 CUCTEMATU3AIUA

[To mepe nocTyIIeHUs HOBOM MH(pOpMAIK PUXOIUTCS BO3BPALIATHCS K CTAPOid, HO
BpeMsl UJIET, U OHA TepsieTCs Wi u3MeHseTcs. HacTpoilku npuBaTHOCTH MEHSIOTCSI, BUAEO
YAQISIOTCS, CAUTHl OJIOKUPYIOT, Ballla 11eJIb TOHET B MOPE Pe3yJIbTAaTOB MOUCKA, 2 OUEBU/LIBI
HE XOTAT OOJbIIEe C BAMU FOBOPUThH. DTH MOTEPH MEK/1y TOJHBIM 00BEMOM MaTEepHajIoB U
TEM, YTO MOMNAJET B OTYET, HA3BIBAIOTCS Ipo3uell HH(opMaImu, a oTeps o0beKTa, Ha
KOTODBIA BEIET THIEPCCHUIKA - PA3JIOKEHHEM CChUTKM> 2. OIBIT apXuBapuycoB > moka-
3bIBaeT, UTO BeOCalT B cpeaneM feiictByeT oT 44 no 100 gueit. BaxxHo ymeTh pe3epBHO
KOMUPOBATH MOJIE3HbIe TUHAMUYECKHE CTPAHUIIBI, T.K. MPO(UIN B COICETSAX, CBEKHUE HO-
BOCTH U (pailiibl ¢ (paitnoOOMEHHUKOB YIAISIOTCS pery/sipHo. [lanee npuBeneHsl HanOoIee
3(pPEeKTUBHBIE TEXHUKH apXUBALIMK — CTPYKTYpPU3ALUH MIPEXk/Ie pa3pO3HEHHBIX JIaHHBIX B

HEJIAX YIIPOIICHUA ITOUCKA, c60pa CTaTUCTHUKU M BBIABJICHUA 3aKOHOMepHOCTeI>'I.

32https://en.wikipedia.org/wiki/Link_rot
3http://www.digitalpreservation.gov/personalarchiving/
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5.1 MeTtoapl apxuBaluy B eJ0M

3avacTyio BeO-CTpaHUILIbl 3aKaUYMBAIOTCS ropsiuiMu Kiaasumamu Ctrl+S wi myHKToM
«CoxpaHuTh Kak» B BeinagaiomeM MeHio [TIKM. Jlionu BbIOMpaioT Mex KOMIAaKTHBIM .html-
(paitiom Ge3 BHEIIHMX PECYPCOB U «IOJHBIM coxpaHeHuem» .htm(l)-qokymeHTa U manku
CO BCEM, Ha YTO CChUTaeTCsl UCXOAHBII koa. Oba crocoba 1mo-cBoeMy HeyJoOHbl M JaBHO
3ameHensl MHTML, nakyiomum nzobpaxkenus, flash-anumarum, MyapTUMe1Ma M CKPHUITHI
(JS, PHP, Java) B onun .mht-aiin. B 6onee crappix Bepcusx Chrome OH CKPBHIT cpeau
HacTpoek (chrome://flags), ananornuno B Opera, nepemeiiei Ha ABrkok Chromium:

opera://flags/

Jasee BKJIIOYUTh

#save-page-as-mhtml
Firefox TpeGyer ycranoBku maruna>>*. Kpome Toro, "Oruemicy"” xapaktepen MAFF>9?
— eJMHCTBEHHBIH (hopMar, XpaHsIMidi MeTaJaHHble (MaciTad, MoiIocy NPOKPYTKH, AaTy
COXpaHeHus U aJipec NEPBOMCTOYHMKA) U IPOYKE PECypChl B OOBIYHOM zip-apxuBe. Bbl Tak-
Ke MOXeTe CKPUHUTh cTpaHuIbl ShareX>°® mwm xouseptupoBath B .pdf pacmmpenusavu
na Firefox>*” u Chrome3*® wm B onnaitne®®®. Emg nanvime uaér nporpamma wallabag??,
3aIUCHIBAIONIAS X0 MPOCMOTPA CTPAHUII, YTO MOKET OBITh MOJIE3HO ISl ApXUBAIUH TIPO-
xoxkaeHuss ARG uiam 1eMOHCTpal HeT-apTa.

394

Ecin BBl He copTupyeTe OKarbl, 1 OHA aKTyaJIbHbI JIMIIb BO BpeMs MPocMoTpa Oe3
MHTEpHETA, TO JIyYlle BKJIOUMTb O(P(IaiiHOBbIA pEeXUM, MOArPY KAIOUIMNA yKe MOCEUIEH-
Hble CTPaHMIIBI M3 OUMIIAEMOTO Opay3epHOro Kamia, KoTopslii ecth u 'y Chrome*!, u y
Firefox#02, Bbl Moxere 3arpyxarb savefrom.net-momonHukoM meauadais (ayauo, BH-
1eo 1 (oTo; MX aTbOOMBI M IUICHIIMCTHI) C MOMYIsIpHBIX XocTUHToB: BKonTakTe, YouTube,
Vimeo u 1.1. Ilepeuncnenssle cpeacTBa HENPAKTUYHBL [JIS1 CO3/1aHUSA JIOKAJIbHBIX KOIMIA
BeOCANTOB (3epKaIMpOBaHMSI) U TIOJTHOTO MJIM BRIOOPOYHOTO JIpeBa UX (hailyioBoi nepapxun
C TIOMOIIBIO TOPTATUBHBIX BEO-KpaylepoB. DTy 3a7auy penialoT MeHeKepbl 3aKaueK THIa

oecrutatabix HTTrack*?® u BackStreet Browser*™ wm nponpuerapueix WebCloner*?> u

4https://addons.mozilla.org/en-US/firefox/addon/mozilla-archive-format

IShttps://addons.mozilla.org/ru/firefox/addon/mozilla-archive-format/

3%https://getsharex.com

37https://addons.mozilla.org/en-US/firefox/addon/webtopdf/

38https://chrome.google.com/webstore/detail/save-as-pdf/kpdjmbiefanbdgnkcikhllpmjnnllbbc

3https://www.web2pdfconvert.com/

40https://wallabag.org/en

4O0Thttp://web.archive.org/web/20160729200243/http://www.howtogeek.com/263577/how-to-enable-offline-
browsing-in-chrome/

402nttp://web.archive.org/web/20161004104501/http://www.howtogeek.com/263854/how-to-enable-offline-
browsing-in-firefox/

403http://www.httrack.com/

404nttp://www.spadixbd.com/backstreet/index.htm

405https://download.cnet.com/s/webcloner/
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407 g 2008. Tonb3osateau Linux

L4O9

Offline Explorer406, PELIEH3UPOBAHHBIX TyTEBOJUTEIIEM
yike BIAJEI0T KOHCONBHBIM MHCTpyMeHToM weet*?® 1 MuorodynkimonansapiM cUR
4eii TpaK MOKHO TOPU(PUIIUPOBATH ISl COXPAHEHHUS .0nion BeOCATOB.

HTTrack cnocobeH He TOJBKO Ha 3epKaMpOBaHKME CATOB B ceTH VIHTEpHEHO W B
cetrsix Tor u I2P, nyis yero cnepyiire MaHyaHy410.

OnHako coOpaHHOE MHUIOM MCUYE3HEeT, KOTJa BBIMIET U3 CTPOsi HOCUTENh UH(pOpMa-
uuu. Yuraemele kapapuaepoM Kaptel namatu (popmaros Secure Digital, Memory Stick u
XQD), BctpauBaembie He TobKO B [1K, HO 1 B (hoToanmapatel, npucTaBKy U TeI€(OHBI, COB-
mecTHO ¢ USB-HakonurenssmMu cpeneit crouMmocTH (mpousBoautenieit Kingston, SanDisk u
Transcend) BeiTecHi CD/DVD KOMIaKT-JUCKY, HAUMEHEee Ha/le’KHble B SKCIUTyaTalluu U
CTpajaBIlKe Jaxe OT IPUKOCHOBEeHM nasblieB. Boinepxkusas 1o 1500 noakmouenuii u S000
LMKJIOB nepe3anuc, (bJeliku cayxkaT 7-8 JIeT B KpaliHe XOPOIIMX YCJIOBUSX XpaHEHUS: B
cyxoctu, npu temreparype 10-43 °C u nojasiblie OT MarHUTHBIX TMOJIEH, MEXaHUYECKUX
MOBPEKJICHUIA U IJEKTPOCTATUISCKOTO pa3psida, 4TO OOBIMHO HEBBIMOMHMMO. CorslacHO
(:paBHe:HI/IIO411 ¢ SSD, te ke coBeThl oTHOCATCA K HDD nuckam, MeHee CTOMKUM H3-3a
TIO/IBUXKHBIX 3JIEMEHTOB KOHCTPYKIIMH, HO B 3-4 pa3a 0oJiee BBHITOJHBIM IO COOTHOIICHHIO
1ieHbl 1 00bEMa. OHU TUAMPYIOT B 3aMKCU TSKENBIX (paitnoB (apXuBOB, (PUIBMOB, UTP...) HA

1gb, a SSD — B 6picTpom 3amycke OC, NpUIOKEHUI U BCErO MEJIKOTO.

He myraiiTech JIOTMYEeCKUX HEUCIIPABHOCTEN CIIyKeOHBIX TaOJMI], KOrga ¢ mpexje-
BPEMEHHBIM M3BJIEYEHUEM YCTPOICTBA U3 pa3bEéMa JaHHbIE OCTAIOTCS B LEJIOCTH, HO Ha-
KOIMTENb PACTIO3HAETCS MyCTHIM. DTO JeunTcs Maccoii mporpamm*!2. OnacHee monomka
KOHTpOJUIEPA, UCTIPaBJIsieMasi IPOYTEHUEM JIAHHBIX C YUIIA B CEPBUC-LIEHTPE UJIM NEPETIPO-
HIMBKO# ((pailyipl yHUUTOXAIOTCSA) HA AOMY. ISl MOBBILIEHUS] MPOU3BOJUTEIBHOCTH WU
OTKA30yCTOIUMBOCTH Bl MOXKETe O0BEIMHUTL > KECTKHE AMCKH (KeTaTeTbHO MAEHTHY-
Hble TI0 pa3mepy, ¢upme u cepun) B RAID-maccuB ogHOro M3 AByX THUIOB (Oosblie —
pexe), BhIoHAIIMX pasHble pyHKkuuu. RAID O (Striping) copepxut 2-4 gucka, KOTo-
pble ObicTpee 00padaThIBAIOT 3aMUCHIBAEMYIO 10 0JI0KaM MH(MOPMAIHIO, B pe3y/IbTaTe Yero
OaiiThl (hailyIOB pacripelesiioTCs 0 HeCKOJIbKUM JMCKaM, M MPU CMEPTH OIHOTO M3 HHUX
cBeenus corpyres. RAID 1 (Mirroring) otanvaercsi cTaOMIbHOCTHIO B yiepd o0bEMy 1
CKOPOCTH: BTOPOH JUCK HE pelaKTUPYETCs, HO 3alOJIHAETCS MOJHOM KOIUeH CoepKUMOro
NIepBOro, U ecyii 00a He BBIIYT U3 CTPOS, TO JaHHbIE HE UCUYE3HYT.

406https://metaproducts.com/products/offline-explorer-enterprise
407https://www.ixbt.com/soft/offline-browsers-6.shtml
408https://ru.wikipedia.org/wiki/Wget
409http://osxh.ru/terminal/command/curl
410http:/metwhood.online/2018/10/10/site-mirroring/

4 https://www.iphones.ru/iNotes/599758
42nttps://www.lifewire.com/free-data-recovery-software-tools-2622893
4B3nttps://compress.ru/article.aspx?id=21065
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[TpoGaemy He10ITOBEeYHOCTH MIPEIBUICIIA M aKTUBUCTHI U3 Internet Archive*!', anek-

TPOHHOW OMOJIMOTEKH, COXpaHsIIel [IU(POBBIE KYJIbTYPHO-UCTOPUYECKUE LIEeHHOCTH. EE
NOMOJIHsAEMAas OCETUTENAMU U O0TaMu 0a3a cofepkuT 15 netabaliT JaHHBIX U MHAEKCUPYET
BCE, UTO He OrPaHUYEHO MPaBo0GIaIaTe AMK MK robots. txt, a moampoekT WaybackMachine*!
apXuBUpYeT BeOCalThl O JataM. Bbl MoXkeTe mpeanaraTh Tyla pecypehl, U €Cid KaKOH-TO
CEepBHC C NPEKHUM BHJOM HEJOCTYIIEH, IIPOBEPhTE €T0 apec B BeO-apX1Be WM Ha MOXO-
KHUX “BpeMeHHbIX Kancynax . Hanpumep, archive.is mo 3ampocy 3axBaTbhIBa€T COCTOSIHUE
moOBIX, B T.4. iuHaMuyeckux (Google Maps, Twitter...) cTpanuLl, yuuTsiBast opopmIleHUE U
ckpuntsl. WebCite*'® npennasnauen nyis akaaeMirdeckoro HUTHPOBAHKS U COXPAHAET BECh
KOHTEHT, B T.4. JOKYMEHTBI U KAPTUHKY IIOJIHOTO pa3pelleHusl, COKpalas cCbulkU. Peeep.us
TIOIXOIUT TOJIBKO ISl JIMYHOTO TTOJIb30BAHMS, yMEeT O9KAIUTh Pecypchl ¢ 0a30BOi aBTOPU-
3arued, TpedyeT IryriI-BXxoJa 1 J00aBIIsieT 3aapXUBUPOBAHHOE BAMU B YIOOHBII IPHBATHBII
CIMCOK. DTU CEPBUCH], KaK M HEKOTOPHIE MEPEBOJUMKH, MO3BOJIAIOT OOXOAUTh UHTEPHET-
6s0krpoBkH. Eciin Bam He yJaeTcst BOCCTAaHOBUTh KOIIMU Yepe3 BeO-apXUBbI, MOUIIUTE UX
B Kaule nouckoBukop?!” wiM Ha y3KOHAmpaBieHHBIX XpaHWmMmax Tuma Apxusaua®!'® u

a2ch.ru o IMHIKGOPIBI, KOTOPHIE 5 POBepsLI, paboTtas Hay /sn/ archives*!®.

Bceren 3a apxuBanueii COpTUPYIOT HaXO/KU M0 MarnkaM. be3gyMHoe ux HarpoMoxje-
HHE YCJIOXKHSIeT HaBUranuio. JKenareabHO 3arOTOBUTH KATAJIOTH TI0 MHTEPECYIOIUM TeMaM
3apaHee, MOMOJHSS UX B Mpolecce 3arpy3ku (haiioB ¢ HEU3MEHseMbIMU UMEHAMHU, TO-
JIE3HBIMU TIPU OTIpeJieSICHM MCTOYHHWKOB. Bbl MoXeTe 10OAaBUTh K HA3BaHUSAM KOPOTKHE
npedUKChI, YIPOIIAIOIIKE OMIO3HAHUE, T.K. TITOB HET B CTAH/JAPTHBIX MPOBOAHUKAX, 3aMe-
HsAeMBIX, BrpoueM, 6ecriatibiM Total Commander*?? wm mmataeiM X Yplorer*?!. TTones-
HBl M OpraHaiizepbl pabodero MmpoCTpaHCTBA: tagspaces.org co3JaéT TeKCTOBbIE 3aMETKH,
nomMeyaeT (ailyibl J1si TMOKOTO MOMCKA U MEHEKUT BeO-cTpaHuLibl; trello.com momoraet
KOOTIEpUPOBATHCS U YIIPABJIATD 3aJa4aMU, TPOSKTAMU U PACCJIEJOBAaHUSAMU; 2 BUKHU-JIBUKOK
tiddlywiki.com nmogHMMaeT SHIMKJIONEINIO Ha cepBepe Win JoKalke. CChUIKH e MOXKHO
JepKaTh Kak MPUBBIYHBIME 3aKJIaKamMu Opay3epa, Tak U pacipeHusiMu tuna diigo.com u
evernote.com, WM COIMAIBHOM Iomaakoi oomena: Delicious u checkitlink.com. O6cyx-
JE€HUEM ONTUMAaJIbHBIX CTpaTeruii UMEHOBAaHUs U pa3MeIlleHUs] HAKOIUICHU 3aHMMAaeTCsi
coobmmectso datahoarder’ os*?2.

KOF)_Ia OT aHaJIn3a 3alCIIOK pacCIlyXacT IrojioBa, MbICJIA YIIOPAAOYNBAIOT mindmaps —
BU3YAJIbHBIC CXEMbI cBsA3el OT O6H_ICI‘O K 4aCTHOMY MCXK 00BEKTAMU U HNIACAMU, IIPENCTAB-

H4nttp://archive.org/
#3nhttp://web.archive.org/
#6https://webcitation.org/
#http://www.thesearchenginelist.com/
#18https://arhivach.ng/

4 mrakopedia.org/wiki/KaTanor_tpeioB
0nttps://www.ghisler.com/

U nttps://www.xyplorer.com/
422https://www.reddit.com/r/DataHoarder/
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JICHHbIMM 3BCHbAMU KOHLCIITYAJIbHOI'O Beepa423 WJIA I1ay TUHBI. Omna 3HaKOMa BaM I10 JCTCK-

TUBHBIM (pruibMaMm U ux «evidence boards», 1ockam, Ha KOTOPBIX MOJULIERCKHAE COEJUHSIOT
NEPEKPELIMBAIOIIMMUCS JIMHUSAMU J10Ka3aTeJIbCTBa 10 Jeay. KapTbl MpIciel IpUMEHSAIOT-
cs1 B 00JIaCTSIX KOHCTIEKTUPOBAHUS, 3aIMCH 3aMETOK, MO3TOBOTO HITypMa, IJIAHUPOBAHUS,
pa3paboTku, 0OydeHus, ¥, Ba)KHEe BCEro, MpH CTPYKTypu3auuu 3HaHusA. OtoOpaxkas Xou
MBIIICHAS] CTUMYJIALMEN acCOLMALi, OHU ITO3BOJISIIOT OCO3HATh HE3AMEUEHHYIO 3aKOHO-
MEpHOCTB, IeTaJTb W CBSA3b, U M30exath >+ cratncTuyeckux ommo60K. X MOKHO He TONBKO
CO37aBaTh PELIEHUAMH CTYIeHTOB > 1 KoMmaumii*?® (wm rpaduyeckuMu penakTopam),
HO ¥ HETCTAJIKEPUTh: TaK, Pe3yJbTaThl MAPCUHTa MyOIMYHBIX JUarpaMM wisemapping.com

34JIMThI B KaHaJI427 TeJIerpamMa.

Koraa Hy’KHO CSKOHOMMTB peCypChl, MUHUMUA3UPYITE 3aHUMAEMOE MU Ha HOCUTEJIE
Mmecto. He Goiitech cxxaTHs ¢ MOTEPSAMU, €CJIM Bbl HE Cy’KaeTe KOMIOHEHTHI IPOrpamMM Wl
TEKCTOBbIE JOKYMEHTBI: O€3 HEHYKHOTO M3MEHEHHUs1 pa3MepoB JedeKThl OyayT He3ameT-
Hbl 1a3y. CpaBHUTE KapTUHKY B 1ByX (popmarax skcropra GIMP: .png ¢ MmakcumanbHOM
CTETIeHbI0 KOMITPECCHU BECHT IIeJIbIX 2MO, a .jpg ¢ kauecTBoM B 100% — ymmms 9000, u
9YeM HUXKe, TeM MeHblne: BIutoTh 10 300k0 npu 90% 6e3 BuanMbIX ucKkakeHuid. OOBEMHBIE
nanky u ¢aiinsl xopomo apxusupyeT 7-zip*?®, umerommit 24 mo3unmio B 061meM peiiTHH-
re*??, ycrynas konconsHomy PAQ8*Y i nponpuerapromy WinRK*3!. Peanusosannbiii um
71z npepnaraet Ha 4-25% nyudliee cxkarue, 4eM .zip, U CTOJb ke JOJTyI0 YMaKOBKY, 3a
10 muHyT BIBOE yMeHbInas nanky Becom B 1 I'b. OObruHBIE aynuo3anucy, He Tpedyoluye
OIO3HAHUA U AeM(PPOBKH, B OTIIMYXE OT TEJIEMETPUN WIN CUTHAJIOB CITy THUKOB M parioy4a-
CTOT, CTOMUT COZIEpKaTh HE Ha .wav, a B.mp3, 3HAUUTEJIbHO COKPAILAIOIIEM TPEK: HAlIpUMED,
¢ 34 M6 popmaTa .m4a 1o 5 MO npu HeusmMeHHOM 320-om OGuTpeiiTe. DKCIEpUMEHTHUpYIITe,
BBIOVPasi MOAXOSIINE COOTHOIIEHHS PEKUMOB BPYUYHYIO WM OHJIaliH-KOHBEPTEPAMHU.

5.2 ApxuBanusi FTP-cepBepoB

Coxpanenue ¢ nomorpio FileZilla BO3MOXHO IPOCTHIM MEPETACKUBAHUEM BCETO WU
TOJILKO BHIOPAHHOTO COJEPKMMOTO CepBepa B OKOIIKO JIOKaJIbHOTrO aucka. Ho cHavana co-
3/maiTe y ceOs Mmarnky Moj 3TOT MaTepuall, HakaB MpaBod KHOMKOW U BhIOpaB «Co31aTh
KaTaJIor ¥ OTKPBITH €ro». COBET 10 HaMMEHOBAHUIO: BCTaBbTE B HA3BaHUE aJpec (PTIIIHUKA
U 100aBbTe Mapy CJIOB, 10 KOTOPHIM BBl IPUMEPHO BCTIOMHHUTE COACPKIMOE.

423http://prismotrov.com/idea-generation-method-conceptual-fan/
424nttp://best-stat.ru/oshibki-v-statistike-i-v-zhizni.html
42nttps://www.lifehack.org/articles/featured/1 1-free-mind-mapping-applications-web-services.html
426nhttps://stratabeat.com/10-effective-mind-mapping-software-tools/

7 https://t. me/testwise

28nttps://www.7-zip.org/

42https://maximumcompression.com/data/summary_sf.php

430nhttp://mattmahoney.net/dc/

Blhttp://winrk.co.uk/
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XpaHUTh agpeca v ObICTPO MOJKIIOYATHCS K HUIM ITOMOTaeT enié OHO OKHO Paitn3ui-
ab1: Menemxep CaiitoB (Ctrl+S as BeioBa). [Tomumo IP u Baiiero Ha3BaHusi OH cOepexeET
TUI BXO/1a ¥ (P PpOBaHMS, YTO BKHO JJIs OAKTIOUeHus K y3i1am 6e3 TLS. ['pynmmpoBathb
3aIKCH TIO3BOJISAT KATAJIOTH.

HacTpoiikn x

BriBepuTe cTpaHmLy: Pesnm nepegaun

5 CoeguHeHne (®) Maccueneni (pekomengyetca)
_ () AKTMBHBIA

PazpelunTs BO3BpAT K Apyromy pescnmy npu cboe

Ecnw y Bac npoBnemel © NoAyYeHWEM CNMCKA KaTANOMOB WAN Nepeaadei daiinos,
nonpobyiTe CMEHNTE PEXKMM MEPESAYN MO YIMOAHEHNHD,

: Mopaepska FTP coeguienna
i bazoELIA NpoKkcK

5. Nepeaaun [INaceinate komanae FTP akTMEHDCTH

Lo ETE: Tuno! $aiinos O6eidHo cepeep He Tpebyer 3Toro. CEAMMWTECE C 34MUHWCTRATOPOM, ECAN BAaM 3TO HYy®HOD.
L [leAcTBne, ecnn dain CyLLeCTEYET

= MHTepdeiic

Maponn

Tembl
QopmMat gatel/BEpEMEHN
Dopmar pasmepa daiinos

i Cnuckm daidnoe

Fig. 25. Pabota c MeHemxkepom caiiToB

HexkoTtopsie cepBepa OOHOBIISIIOT COIEPKUMOE, TOITOMY BaXKHBIE ISl BAC y3JIbI CTOUT
MOHUTOPUTbH PEry/IsipHO. Bbl MOXeTe BHIKAUMBATh TOJILKO HEJIOCTAIOIIME B TEKYIIeM OeKarie
(paitnel, ayis yero ecth rayiouka (HasBaHue). He oOsi3aTesbHO BHITACKMBATh BCE 3a OAMH
pa3, Tak Kak MpepBaHHYI0 3aj1a4y MOXHO 3aBEpIIUTh MocJje ciaeayoiero 3anycka Filezilla,
3aMyCTUB €€ BPYUHYIO U3 CMHCKA MO HABUTATOPOM.

5.3 ApxuBanusi Kamep

Kak BBl yxe 3HaeTe, CyIecTBYeT MHOKECTBO IPOU3BOIUTENICH U MPOIIMBOK KaMep.
Takke ecTb pa3Hbie (pOpMAaThl CTPUMOB, UTO 3aTPYJHSCT MEPEXBAT U 3aMKCh Pa3padOTINKaM
Bpozie I[Ipoekta Casca. Takum 00pa3oM, ocTa&rcs ABa crocod0a COXpaHATh BUEO: CKa4aTh
€ro U3 apXMBOB CaMO¥ KaMephl HJIM 3aXBaTUTh C 9KpaHa BO BPeMsI TPAHCIISLIUK C TOMOIIBIO
Bandicam. [Tporpammsl mpocMmoTpa, Takue, kak SmartPSS mis Bengopa Dahua n iVMS ans
Hikvision, qaloT JOCTYN K XpaHWIMILY 3anuceil. B psje ciiyuaeB 3TO BO3MOXHO U Yepe3
BeO-uHTepeiic.
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5.3.1 Ckauupanme B SmartPSS

Buneo3anucu ¢ kamep XpaHATCs B HEIlEpeKaToM BUJE U 3aHUMAIOT OFPOMHOE MECTO.
Bplkauka jaxe 4acoBOTO POJIMKA MOXKET 3aHATh NOJAHA. [103TOMy OOBIMHO MPUXOAUTCS
BBITACKMBATh TOJIbKO U30paHHble OTpe3KkU. Kpome Toro, Bbl MoXkeTe OpaTh CKPUHILIOTHI.
[Ipeanonaraercs, 4to Lejb yxke qodasnaeHa B Devices. Boiiaute B pa3aen Playback. OtmeTs-
Te raJI0YKO HyKHYIO BaM KaMepy U3 JIEBOI'O MEHIO U IIEPETALIUTE €€ B OKOILIKO IIPOCMOTPA.
Koraa nponecc noucka (Searching) B HUKHEM JIEBOM YIJIy OCTAHOBUTCSI, BaM CTaHET JI0-
CTyITHa NoJIoca nepemeleHus o Buaeo. Haiins unrepecHslii (pparmMeHT, noasuraiTech no
MI0JIOCE U OTIPEJeNIUTE €ro Hayaslo U 3aBeplleHre. 3aTeM OTMEThTE 3TH TOUYKH C MOMOIIbIO
MHCTPYMEHTa «HOXHHI». BbIOpaB nuana3oH, HAKMUTE «HOXHUHIIBD» emg pa3. [Iporpamma
NpeJIOKUT BBIOPATh My Th COXpaHeHUs U (popMaT. 3aTeM HAKMUTE MUKTOrpaMMy CKauHlBa-
HUA CJiIeBa OT HOXHMUII.

Start: 2018-11-01 01:14:58
End: 2018-11-01 02:01:45

Duration: 00:36:17

Fig. 26. Beigenenue pparmMeHTa BUIEO 17151 CKAUMBAHUS

[MonyyeHHOE BUIEO MOKHO TEpeKUMATh U KOHBEPTHPOBATh B Apyrue (popMatsl pagu
9KOHOMHUH MeCTa 1 OBICTPOI YIOOHOH Mepeaayun Mo CeTH.
CKpHHIIIOTH B 3TOM peXuMe OepyTcs Tak ke, Kak MpU MPOCMOTPe KaMepbl B peabHOM
BpEMEHH: KHOIKOI1 «hoToarnmapar», HOsBIISIONIEHCs TPU HaBeJCHNN Ha 9KPaH MPOCMOTPA.

5.4 Hamnucanue oT4€TOB

3aBepiiasi pacCMOTPEHUE CBOETO CETEBOTO YJIOBA, CTOUT OCTABUTS IOCIE Ce0sl M OTH-
caHue HanOoJiee MHTePECHBIX 00pa3IoB, pacCcKa3aB, YeM OHU LIEHHBI WM HEOOBIUHBI, YTO
PaCKpBIBAIOT U KyAa NpuBOAAT. JInbo, ecim Bb 3aHUMaeTeCh HETCTATKMHIOM B KOMaH/IE,
Ha000POT — KOPOTKHE OTITUCKH O OECTONIe3HOCTH HaiiieHHoTo. [1py KoJutleKkTHBHOM pa3bope
MaTepuasoB BaKHO OTMeYaTh BCE MPOHAEHHbIE OOBEKTHI, YTOOBI APYTHe YKe He 3aTJIsiAbIBa-
B HuX. OTUETHI CITyKAaT AJIs1 KaK MOXKHO 0oJiee MONHOM 1 OHATHOM (PUKCalluU TPYJOB MO
aHaJIM3Y U apXUBUPOBaHMIO. HeT 1 He 10/KHO OBITh €AMHOTO 1Sl BCErO HETCTAJIKMHTa (hop-
MaTa uX HallMCaHusl, IO3TOMY Jajiee PUBEIEHbI JIUIIb HEKOTOPBIE UIEU 10 KAYECTBEHHOMY
HaroHeHMo. OT/ieTbHbIe KOMaH bl MOTYT BBOJIUTb CBOM IAOJIOHBI, KOTOPBIM JI0JIKHBI CJIe-
JI0BaTh YYaCTHUKU: HANpUMep, TpeOoBaTh yKa3aHUWE KATEerOpUU HAXOAKH B COOTBETCTBUU
CO BHYTpEHHeil Kiaccudukanuen.
[Ipocreiimmii BU OTYETA — ONMCAHUE CBOMMM CJIOBaMU NMPOCMOTPEHHOM Haxojaku. Bce-
I/1a clelyeT BKJII0YaTh aJipec WK Croco0 AOCTyNa, Ha3BaHUE WJIM 3arojloBOK (€CJIM eCTh).
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JlanpHeimmit TekcT Oy/ieT BapbUpOBAThCS B 3aBUCUMOCTH OT TUHA pecypca. [lpu Hammunm
B HEW BU3YAJIbHBIX MATEPUAJIOB WIA MEJNA JIOTUYHO BCTABUTh 3HAYUMBIE CKPUHIIOTHI UJIN
yKazaHHs Ha (paiisbl, 3a06JaroBpeMEeHHO BHECEHHbIE B Balll apXuB. IIpsiMble CCHUIKM YacTo
Oecroe3Hsl M0 YKa3aHHBIM paHee MPUYHHAM.

CrpyKTypa TeKcTa MOXET COOTBETCTBOBATH 11araM Baiero cépdgunra u anammsa. He npe-
HeOperaiiTe Kak TeXHHYEeCKOi MH(popMalueil (HaiiJleHHbIe Ha y3Jie IPOTOKOJBI, KaKKe-IM00
CJIO)KHOCTH IIPU JOCTYIIE K PECYPCY WM IPU NPOYTEHUM MEIUAKOHTEHTA), TaK U BBIKJIA/-
KOJ CBOMX BBbIBOJIOB. PUKCHUpYITE IPOMEKY TOUHBIE NIEPEXOABI U ITyTH ITOJIyYEHUS JAHHBIX,
a TaK)kKe HUYEro He JABILIME MOMBITKU. DTO MOMOXKET JAPYTUM HaYUMThCS y Bac WM XKe Haii-
TH TIPOIYIIEHHOE 3BEHO U JOMOJIHUTD Ballle pacciie/loBaHue. YI0OHO JeaTh 3TO MO Mepe
MPOABMKEHUA B IIOMCKAX: IIPOWTH LIIAT, 3aIIMCATh €r0 PEe3YJIbTaT, IEPEUTH K CIICAYIOLLIEMY.
Jpyroit BapuaHT: MOCJIEA0BATENIHOE ONMCAHUE IEMEHTOB (Pa3[eJIoB CaiiTa, JUPEKTOPUiA
cepBepa, 3JIEMEHTOB MEHIO ITPOrpaMMBbl, CEKLIMI (paiiia U T.I1.).

Wrak, Xopoimmii OT4ET COAEPKUT:

* Undopmanuio o KoopArHATAX HAXOJKU, YTOOBI MOKHO OBLIO €€ MOCEeTUTh, WU KC-
TOYHHWK OOHapykeHus (BUJICOXOCTHHT, COIICeTh, (hailiooOMeHHUK, f2f-ceTh u T.11.)

* CKpMHLIOT Ha CJIy4aii, €CJIM HaXOAKa OKaXeTCs HeJIOCTyITHA
* OnucaHue TOro, 4YTo COAEPKUT WM JieaeT HaX0IKa

* [lepeueHp NOMOMHUATENBHON MH(MOPMALUH, MTOJyYEHHON aHAIM30M. [Ipyrue OTKpbI-
ThI€ IOPTHI U UX COAEPKUMOE, €CJI 3TO BeO-y3e;

¢ BrBoz 0 1iesax cosganusa. Moxere 4oOaBUTh CBOE MHEHHE MM SMOLIH.

[MamsaTyss 00 acTteTrmueckoM (pakTope, HETCTAIKEPhl CO3/IAI0T U XYH0KeCTBEHHbIE
ONMMCaHUsI CBOUX Haxo/oK. OCOOEHHO 3TO PacrpoCTPaHEHO OTHOCHUTEILHO KaMep U YacT-
HBIX (DaiiIOBBIX apXUBOB, MTOCKOJIBLKY OHU Yallle BCEr0 CTAHOBITCS UCTOUYHUKOM Pa3HOO0-
Ppa3HBIX BIIEYATICHUIA.

Maiinakapra cama o cede MOXET CTaTh OJHUM W3 BAPHAHTOB OTYETA, €CM He TpeOyeT
JOTIOHUTEIbHBIX MOSICHEHHI. TO OCOOSHHO aKTYaJIbHO ISl OTOOpaKeHHsI XO/1a UTP B aJlb-
TEPHATUBHON PEAJIbHOCTH.

B ciydae o6Hapy:keHHs IEHHOTO TEKCTa HA MHOCTPAHHOM SI3bIKE OTUET 3aMEHSIeTCS WU JI0-
nosiHsieTcs nepeBoaom. He nonb3yiirecs yciayramu Google Translate vim ero aHanoros ajist
MPOTrOHKM Bcero marepuaia. CTpaHHO 3Bydallye MpU JOCJIOBHOM NepeBoje (pasbl UIUTE
B CETH: 3TO MOXET OBITh CJIEHT WJIM YCTOMUMBOE BBIpAXKEHHE, YKe MMelolee KOPPEKTHBIN
PYCCKOSI3BIYHBIN aHAJIOT WJIH XOT$1 Obl CMBICJIOBOE TTOSICHEHHE.

B 3akimouyeHne ckaxeM, 4yTO B Clly4yae UEHHOW HaXOIKHU HEIOJHbIA, C Mpopexamu, CO CTH-
JIMCTUYECKUMHU UM TPAMMATUYECKUMU OIMMOKAMU OTYET MPEANOUTUTENIbHEe ero MoJIHOrO
OTCYTCTBHUSI.
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5.4.1 Ortuérnl 06 IP-kamepax

[MTopoit yTBepkIa0T, OYATO MpU MPOCMOTPE MPO3BYYas TOJIOC, XOTS anmapar Obul
6e3 MmukpodoHa. 36erast 3201y X AeHWiA, U3y4rTe MOIPOOHOCTH O “Kejie3e” U COOTHECUTE
(pyHK1IMOHAN MoJeM ¢ nokazaHusmu. CriepBa yKaxXUTe BEHAO0paA, T.€. MPOU3BOAALIYI0 U
pacnpocTtpansiomyo npoaykiuio kommnanuio: AXIS, Panasonic, MOBOTIX u T1.1, a 3a-
teM ID cepun: WVC54G, SNC-RZ25, TV-1P201. DTu cBelieHrst HaXOASATCS HA CTPAHUIIE
NPOCMOTpA WJIA CTPOKE COCTOSIHHS, Ky/a BBIBOIUTCS BpEMs: 3a4acTyl0 OIMMHMOO0YOe, T.K.
He BCsIKWW Biajesen] cuaxpoHnsupyetr NTP-cepeepbl. B mocnegnuii yepén nepedrcinre
(pynkuumm: nognepxky Audio 1/0, PTZ, Presets (1peycTaHOBJIEHHBIE 3HAYEHUS NTapaMeT-
poB PTZ), Stream, Backup, Sensors (1aTuuku 1BUkEHUs], 3ByKa U TEIUIA).

CopHeHTHPOBABIIKChH, COOEPUTE MAaTEPUAIIBI: TIO 2 CHUMKA HOYBIO U THEM, MSITUMHU-
HYTHBIIl 0Opasel] BUJIEO U, B Clydae MOAJepPKKH, 3ByKa. Onpeaenure cTpaHy ¥ TOpoj 1O
whois, y3Haiire*3? yacoBoii mosc u pa3merbTe Mo HEMy JIyulliee BpeMs I T0KyMEHTHPO-
BaHMs. Beigennte MecTo Noj KpyIiiocyTOYHOe HAaOJII0AEHUE, eCId KaMepa TOro CTOUT WU
BBI3BIBAET BOIPOCHL. YOupas e€ B JOTHi AWK, MPUKPENUTe AaTy MOCIeJHEN MPOBEPKH,
T.K. CTaTyC TpaHCJIALUi MeHsieTcs1. OHU MOTYT OBITh: aKTHBHBI (JIOCTYIIHBI /111 IPOCMOTpA B
TOM e BH/JIE), HEaKTUBHBI (OTKJIIOYEHBI, 3alUIIEHbI UM COOST; MPUYMHY JTydllle yTOYHUTD)
¥ 3aMeHEeHbI (TEXHUUECKH paboTaloT, HO TOUYKA YCTAHOBKU OTJIMYHA OT MIPOIILION).

6. BE3OIIACHOCTDb U1 KPUIITOI'PA®U A

IIopoit akKTMBHOCTb B HETCTAJIKUHIE NPUBJIEKAET 3JI0YMBIIIJIEHHUKOB U JIPYIUX HC-
cjaeJoBaTeleil, a HEOCTOPOKHOCTh — €IIE U BIacTU. Jlake eciu BaM HEYero CKphIBATh
cefiyac, CEKpeThl MOTYT MOSIBUTLCS CO BpeMeHeM. MI3BeCTHO, YTO HETCTAJIKEPhl HAXOAMIIN
aHoHuMHbIe FTP ¢ 3anmcamy 3BOHKOB POCCUICKOTO a3poIopTa U MEPEroBOpoB MO BHYT-
PEHHEW CBA3M; pe3y/lbTaTaMyd KPUMUHAJIACTUYECKUX IKCIEPTU3 U CKaHAMU OpAEpOB Ha
OOBICK MJIM apecT. 3arpy3Ka, XpaHeHue U OOMEeH JIaHHBIMHU TPeOYIOT 3alUTHBIX Mep, T.K.
110 HEKOMITETEHTHOCTH MOXHO JIEaHOHUMHU3UPOBATh ce0s1 M CBOMX KOJLIeT. B 3Toii ri1aBe Bbl
MO3HAKOMUTECH C TIPAKTUKaMK O€3011acHON M aHOHMMHOM pa®oThl B IHTEpHETE, HO 3HaiiTe,
YTO OHM He YHMBEpCANbHHI U He YIbTHUMaTHBHHL axe sKcrepram mo MB*? we ymaéres
Pa30M UCKJIIOYHTH BCE BOZMOKHBIE YTPO3bI, TOITOMY OHM PadOTAIOT C MX MOJIEIMPOBAHIEM
B KOHKPETHBIX YCJIOBUSX U C aHAJIM30M PUCKOB, 33/1aBast ceOe BOIPOCH O TOM, 4TO, OT KOro
Y 3a4€M HYKHO 3allMINATh.

2nttps://www.timeanddate.com/worldclock/
3nttps://ru.wikipedia.org/wiki/MapopMarmonHas_6e30macHOCTb
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6.1 O6x01 6;JOKHPOBOK

Bo mMHorux rocymapcrsax, B ToM uncie Ha Tepputopun CHI, neificTByioT akThl 0 LIeH-
3ype*3*, orpannumBaromme cBOGOIY CJIOBA M JOCTYI K “TIPOTHBONPABHOMH" MH(POPMALIHIL.
3ayacTyio U3-3a OJHOI cTpaHuIlbl BeOCAlThI OJIOKUPYIOTCS HE TOJbKO MO AOMEHY, HO U 10
IP-afpecy, 1 eclm y mpoBaiizepa HeT aeHer Ha DPI*3>,| To apyrue pecypcsl ¢ TOro %e XocTa
MOTYT GBITh OTpaHMYEHHI 3a KoMranmo. Heapaue 3akoHB*0 0 perynmmposannm aHoHAMai-
3epOB U MECCEH/)KEPOB 3aPOAMIIM COMHEHUSI O MEPCIIEKTUBHOCTHU CYIIECTBYIOIIUX CPEICTB
cBsa3u. K cyacTblo, TOKyMEHThl UMEIOT JIa3eKU: OpraHu3aTop MecceHA)epa UIeHTU(U-
UpYyeT Iojb30BaTesieil Mo HoMmepy TesedoHa, MO3TOMY 0[] OIpeJesieHHe He MOMNaJaloT
npotokosisl IRC u XMPP u BCTpoeHHBIe B NPUIOKEHUs 4aThl. B otimume ot Signal®’ u
Tox**8, mo ymomuanmio coobIeHns yepe3 HUX He MUGPYIOTCS, YTO MCHPABIAETCS ycTa-
HoBKOI1 PGP/OTR 3ammuTsl, onmucanHoi B riae 6.4. B ciyvae 3anpera ynoousix Telegram
u Discord eni¢ ocranyTcs HaJg€:XHble pe3epBHbIE KOMMYHUKALIUH.

CroxHee 0GCTOMT JIENI0 C AHOHUMHOCTBI0. POCKOMHa130p 0043yeTcs 3aHOCHTS B peecTp™*>”
cpeacTBa 00X0/1a MHTEPHET-OJOKMPOBOK (B T.4. YIOMHHAIOIIME UX MOUCKOBBIE CUCTEMBI
U JIpyTue UCTOYHUKM MH(pOpMalLMK), KOTOpPblE OTKAXYTCsl COTPYJHUYATh U OTPaHUYMBATD
BeOcaiThl u€pHoro crmcka. 3amnpet Takux cepucoB (VPN, SOCKS4/5 Proxy) Bo3MoxeH
aByms nmyTsamu: no [P-anpecy wim no tuny tpaduka. [lepBblit ciryyaii mpuBbIYeH: OJIOKH-
pyIoTCs ajipeca cepBepoB, 0(POPMIIAIOLIMX MOKYIIKY YCIYT M UX perucTpauuio. Biaaesnbist
He NMPUOOPETYT HOBBIX KJIMEHTOB U MOTEPSIOT JOJIO CTAPbIX, HO TEXHOJOTUU MPOAOJIKAT
padoTaTh U aKTUBUPOBATHCS YepPe3 TPEThUX JUII. Tak, HUKY/a He IEHYTCsl CBEXKUE BEPCUU
OBepJIeiHBIX ceTeil. BTopoii ke BapuaHT NOKa Hepeaan3yeMm, T.K. TpeOyeT YCTaHOBKH J0-
porocrosiero DPI-o6opynoBaHus OT BceX ONEpaTopoB CBSA3M, KaK 3TO ObUIO ¢ "30JI0ThIM
murom"*40 B Kurae.

Hanee onucanbl oxBaTbiBaeMble 3akoHOM TexHosioruu (Tor u I2P, yxe paccMoTpeHHble pa-
Hee, HE YUUTHIBAIOTCS) U MEPHl IPOTUBOAEHCTBUS BIUSHUIO HA HUX.

[Tpesx e Bcero, 3arpeaTcs IPOKCU-CepBEPbl — MOCPEIHUKHU, KOTOPbIE IEpEeHANpPaBIIsIOT
COEJVHEHHU S N0JIb30BaTeNIsA U JEeNATCS Ha 3 KaTeropuu:

e HTTP: nmpomyckaloT TOJbKO BeO-TpavK U yBEAOMIISIOT ajpecaTa O MPUMEHEHHUU
MPOKCH; yCTapeu U HauMeHee Oe30MacHbI.

* SOCKS: nepenaiot ceteBoii Tpacpuk Bcex npotokonos (HTTP, FTP, TELNET, SSH...),
HUYETo He coOo0Iast MoayvyaTelTio; MPAaKTUYHBI M CKYTAIOTCS HAa YEPHBIX PhIHKAX.

* CGI: 1.1. “aHOHMMai3ephl”, cepuck Tuna HideMyAss!*4! ¢ popmamu BBOZI2 pecyp-

434nttp://rebrand.ly/ac-arguments

Shttps://ru.wikipedia.org/wiki/Deep_packet_inspection
430https://meduza.io/news/2017/07/21/prinyaty-zakony-o-messendzherah-i-zaprete-anonimayzerov
7http://whispersystems.org/

438nttps://tox.chat/

4nhttps://reestr.rublacklist.net/

40nttps://ru.wikipedia.org/wiki/30m0ToN_1ut

41 https://hidemyass.com/ru-ru/proxy
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COB, KOTOpbIE OTKpbIBalOTCs Ha cTpaHuile yepe3 CGI B agpecHoil cTpoke; Hanbosee
MOMYJISIPHBI ¥ IPOCTHI B 9KCIUTyaTaI|H.

BecruiatHble npokcy obmenoctynnsi: HideMy.name**? u Free Proxy List**3 cymmap-
HO comepkaT okono 400 cepBepos, a Ha IlacTeGHMH eXeMecSuHO 3arpyxkaloTcsa Aamrb+
no 1000 ¢ numHuM ccbliok. YTOOB HEe HACTpauBaTh UX JJIS KaXA0TO NPUIIOKEHHUS BpyY-
HYI0, IPUMEHSIOTCS COKCcHuKaTopsl: Proxifier** umm apyrue nporpammsl u3 nepeunsa*4o.
[TomHuTte, 4TO Bech TpaUK MPOKCU-CEPBEPOB, €CIM OH HE NepesaH 1o https, MOryT mpo-
CJIYIUMBATh CUCAJMUHBI, U BaM MPUAETCA NOBEPUTHCA UM. K cUacThiO, YMCIIO BO3ZMOXKHBIX
IIPOKCU-AJIPECOB TaK BHICOKO, uT0 PKH He ymacTcs OoThICKaTh ¥ BHECTH B YEPHBINA CIIUCOK
KaX bl U3 HUX.
[ToaTomy Heszauem OecriokouThes v 32 VPN (BUpTyasibHbIE YaCTHBIE CETU) — 3aIIUIIEH-
Hble KaHaJTbl CBSI3H, 3aM(POBAHHbIE «TYHHENM», Teopus ™ u pasnopuaHOoCcTH*® KOTOPBIX
NPOCTBIM sI3BIKOM onmcanbl Jlaboparopueii Kacriepckoro. OHM Tak pacnpocTpaHeHbl, YTO
(byHKIIMS TOAKTIOYEHNs] K HAUM WHTErpUpOBaHAa BO MHOrue TejiepoHsl Ha 6aze Android
u He Tpedyet 3arpy3ku [10. BecruiatHbiM VPN ciiokHO 10BepsTh: 00bEM UX Tpaduka u
MHTEPHET-CKOPOCTh OIPaHWYEHbl, a MPUOBUIb 324aCTYI0 10OBIBaeTCs OOMAHOM I10JIb30Ba-
Teneil, kak 31o Owuto ¢ Hola**®. ITpu BHIGope kKommepueckoro VPN-cepBuca U UTeHHM
Jorosopa y3Haire: 1) xpaHarcs ym (eciy Ja, TO Kak JOJI0) KypPHAJIbl C COOTHOILEHUEM
IP-anpeca, METKM BpeMEHM M NMPOYUX WACHTU(PUKATOPOB; 2) IOPUCIAUKIMUI0 KOMIAHUUA U
YCJIOBUS BbIJaUX NEPCOHAJIBHBIX JAHHBIX 3-€i CTOPOHE; 3) MPUHUMAETCS JIM OIUIaTa KPHII-
TOBAJIOTaMU (€CJIM HEeT, TO JIy4dllle OTKa3aThcs OT yciyr). [Toxoxue Bonpockl ObUIM 3a4aHbl
MexayHapoaasM VPN-nposaiinepam B ornpoce®? 2014 roma. Bul Takxke MokeTe HaCTpO-
uTh cBoil VPN, ckaHMpys1 HIHOCTpaHHbIE POyTepHl, lepedupasi 3aBOACKHIE Mapou U CeLy st
yKa3aHuaM raiigos!.

6.2 OrpanuyeHue CJeKKH

[TycTp 32 HAMH U CIIEJAT C POXKACHUS, U BCEe HAIM JIUYHbIE CBEIEHUSI XPAHITCS Op-
raHamu Ha Oymare u B Lu(pe, He TaK MPOCTO CBS3aTh CETEBYI0 aKTMBHOCTb YEJIOBEKa C
ero JUYHOCThI0. OJTHAKO M3-3a HAMBHOCTH JIIOJY YaCTO pa3MiallaloT KOH(PUASHIIUATbHYIO
MH(OPMAIIMIO TPETHUM JIMIAM, OJlarogapsi 4uemy padoTaeT JOKCHHT — COBOKYITHOCTb Me-
TOJOB TOOBIYM Yepe3 COIHUAIBbHYI0 WHXCHEePHUIO, N3yYeHUS U IMyOJUKAITUN TTePCOHATBHBIX
JIAHHBIX JIJISI IAHTaXa, XaKuHra 1 (pUIlMHra (HarpuMep, OTBeTa Ha "'CEeKpeTHbIE BOIPOCH"),

442nttp://hidemy.name/ru/proxy-list

43 nttps://free-proxy-list.net/

44nttps://pastebin.com/search?q=proxy-+list

43http://proxifier.com/

46nttps://en.everybodywiki.com/Comparison_of _proxifiers
4Thttps://blog.kaspersky.ru/vpn-explained/10635
48nttps://blog.kaspersky.ru/vpn-implementations/11156
nhttps://www.theverge.com/2015/5/29/8685251/hola-vpn-botnet-selling-users-bandwidth
4Onttps://torrentfreak.com/vpn-services-that-take-your-anonymity-seriously-2013-edition/
Blhttps://www.ixbt.com/live/kirill-kochetkov/vpn-na-domashnem-routere-bystro-i-nadezhno.html
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AdKTHUBU3MaA.
YrtoOsl HE CTATh )KepTBOﬁ 3JIOYMBIIIIJICHHUKA:

1. He obOcyxpaaliTe U HE YHOMHHAHTe peajbHble MMs, BO3PACT, MECTO JKUTEJIbCTBA U
npoyee JUYHOE;

2. He BbICHUTaliTE (poTOrpachpuy HE3HAKOMIIaM, N0 HEOOXOUMOCTH 3a4MINAlTe CITyXeO-
Hy10 uHpopmanuio B ¢poto — EXIF;

3. He MoNb3yHhTech reooKaleil Ha HeJJOBEPEHHBIX CEPBUCAX;
4. He myOJIMKYHTE MOCTH B 0OBIYHOM MHTEpHETE N3-1I0/1 IPOKCH;

5. He 3axX0oAWTe Ha OJHM CAMTHI B OJMHAKOBOE BpeMs (HArpuMmep, Mocje padOThl WIIH
y4uEOBI);

6. mature 3a cokpeitTie WHOIS npu ornare jomeHa;

7. ACPKUTE HE3ABUCUMBIC dKKAYHTBI Ha PA3HbIX CEPBUCAX: OTACJIbHBIC IIOYTHI OJIA 3aKa-
30B B MdradmHax 1 nnaTemeﬁ, O6H_ICHI/IH, BUCOUTD, IIOATBEPKACHUSA PETUCTPALIUN;

8. IMpW UCTIOJIb30BAHUY COIMAIBHBIX CETel OTKPhIBaliTe IOAPOOHOCTH CBOETO TIPOHIIS
TOJIBKO JIJIsI Ipy3eil U He A00aBIAlTe B HUX KOTO TOIAJo;

9. uspenka NpoBepsANTE CBOM JIMYHBIE JAHHBIE B TIOUCKOBUKAX U YCTPAHSITE yTEUKH.

MHorue nomyispHble CaiiThl U MOUCKOBUKH (32 UcKIoYeHueM HekoTopbix: DuckDuckGo
u searX), COOMPAIOT M MPOJAIOT CTATUCTHKY O BCEX BaIllMX JNEHCTBUSAX PEKJIAMHBIM arcHT-
ctBaM. Eciii Bbl COMHEBaeTech B TOM, J€JIAeT JIM TO Ball MOUCKOBUK, TO MPOCMOTPUTE
pas3pelieHus Mo UCIOIb30BAHUIO CBOMX JIaHHBIX, YTOUHUTE MOJIENb 3apa00TKa MOMCKOBUKA
Ha Bac (IPOCTBIMHU CJIOBAMH, €CJIA Bbl HE IUIATUTE 32 YCIIYTH, TO POJAIOT Bac, a HE BaMm).
[lepconanm3anus pe3ynpTaToB IOMCKA B OMCKOBUKAX U JIPYTUX caifTax (Hampumep, Coll-
CETsIX) MPUBOAUT K MOSIBJIEHUIO My3bIpsi (PUIBTPOB — SIBJICHUSI, KOI/Ia arperupyeMblii KOH-
TEHT (pe3yJIbTaThl TOMCKA U JIEHTHl HOBOCTEH, peKJIaMHbIE 0OBSIBIICHNST) (PUIIBTPYETCS TIO]
“npennouyreHus”’ mosb3oBaressa. TeM caMblM OTCEMBAeTCs TO, YTO SKOObI HEpEeJIeBaHTHO
UHTepecaM vesioBeka. Huxke nepednciieHsl HEKOTOpble criocoObl BHIOPAThCs U3 My3bIpsi, U
Jydllle COYEeTaTh HECKOJIBKO U3 HUX.

* BximounTe pekuM MHKOTHUTO WJIM MPUBATHOCTH, B KOTOPOM HE COXPAHSIOTCS HCTO-
pus, K311, KYKU U BBeJEHHBIE Maposu. Mcrnonp3yiiTe ero Tonbko i OJHOPAa30BbIX
CeaHcoB pabOTHI C MOYTOBBIMU SAMIUKAMU, 0AHKOBCKUMHU aKKayHTaMU, TOMCKOBUKAMU
U MPOYMMH caiiTamu, TpeOyommMu apropusanuio. OcTeperaitech COIMAIBHBIX Ce-
Teii, T.K. OT HUX 32 BaMH TSIHETCSI CJIe]] Ha PECYPCHI, IIe €CTh KHOIKY JIaliKa ¥ perocTa.
BKonrakTte, Facebook u Twitter HaOm01a10T, T/Ie U KOT/Ia BBl ObLIH, U MPOGUIUPYIOT
Ballly JITYHOCTh — JOXOJUT JIO TOTO, YTO A0CcTyN K Pornhub u3 Poccuu tpedyet Bxoaa
yepe3 BK.
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* lI3meHuTe HacTpoiiku Opaysepa [UIsi MUHUMH3aIUK ono3HaHusA. OTKIIIOYNTE NPUEM
cTopoHHuX (aitoB cookie u odpadotky WebRTC IP: ¢ ux nomoipio Bac UAeH-
TuduLmpyoT BeOcaiiTel. BkmouuTe otnpaBky 3aronoBka “Do Not Track”, koTopsiii
“mpocut” pecypchl He coOMpaTh CTaTUCTUKY. Ecii Opays3ep He ycTaHaB/IMBaeT 3a-
nuIéHHoe coequHenre o npotokony HTTPS aBTromatudeckw, 100aBbTe TUIArMH
HTTPS Everywhere452 — Tak Bam Tpaduk OyIeT CIOKHEe MepeXBaTUTh.

* YcTtaHOBUTE pacHIMpeHusi, OJOKUPYIONIUe OONBIIMHCTBO T.H. «KyUKOB»: CKPBITHIE 3a-
IIPOCHI, PEKJIAMHBIE BUIKETHI M OTCJIEKUBAIOLINE MOAYJIN. PeKoMeHayeTcs NCIob30-
BaTh KOMOMHaIMIO 13 uMatrix (Chrome*3 u Firefox**) u uBlock Origin (Chrome™>,
Firefox*® u Opera®7). V szBumoctu Takxe conepxar cpeactsa Flash u HTMLS, Boc-
TIPOM3BE ICHHE KOTOPBIX MOKHO KOHTponmpoBats miarnHom FlashControl (Chrome™*3,

Firefox*?).

OpHako M 3TO He BCE, 4TO packpbiBaeT Bac B Ceru. CpaBHUTENILHO HEJIAaBHO Ha 3aMe-
HY KyKU ObUIM M300peTeHbl TEXHUKH MACHTU(UKAIMY M0 (hMHrepnpuHTaM (IU(pPOBLIM
OTIeYaTKaM) — OIO3HABATEJIbHBIM CBEJICHUSIM, KOTOPbIE CEPBUCHI aHAJIMTUKU CKPBITO CO-
6upatot o0 nocetutesne. OOBIYHO OHM TPUBSI3AHBI K TEKYIIEMY BeO-areHTy U CTUPAIOTCS C
€ro N3MEeHEHNEM WM CITy(pMHTOM, HO YK€ aKTHBHO BHEAPSIETCS Cocod KpoccOpay3epHo-
r0 (PMHTePIIPUHTHHI'A, OCYIIECTBIISIEMbIiA BHIITOJTHEHUEM UHTET PUPOBAHHBIX B BEO-CTPAHUILY
ckpuriToB 1 anrieToB (JavaScript, Java u Silverlight). Camo3zaiura cBoguTcs K 3anpeTy 00-
padotkun HTML-T1aroB: audio, video, iframe u frame pacumpenusmu ScriptSafe (Chrome,
Opera) u NoScript (Firefox). X k/noueBbie CIIOCOOHOCTH PACCMOTPEHBI Jlajiee Ha prMepe
onuaiiH-TecToB Browser Leaks.

Texnuka Canvas Fingerprinting nnentudunupyer Opaysep, BUICOKAPTY U OMEpalvoH-
Hy1o cucremy o HTML-anemenTy <canvas>. Korga yesoBek Mocemaer CTpaHuLly, peHe-
pUTCS HEBUMMAs CTPOKA CUMBOJIOB UM 3D-Mozenb, KOTopasi KOHBEPTUPYETCS B TOKEH,
YacTO OTCJIEKMBAEMBbIii MAPKETUHIOBBIMKM KOMITaHUAMH. AHajornyHo padoraet WebGL,
otrkmovaeMbiii NoScript B pazaesne Embeddings. Bel Mmoxere mogmeHutb 1udpoBoii Ta-
JoH ¢ nmomoinpio ScriptSafe B pazgene Canvas Fingerprint Protection, roe cogepxarcs 3
OMUMH, ASHCTBYIOLIME NPU KaxJ0M OOHOBJIeHMH cTpaHuLbl. Random Readout renepupyet
ciy4aiiHblil otnieyaTok; Blank Readout otnpasiiger “nycToil” OTIe4aTok ¢ OpUrMHaJIbHBIM
paspemrenuem xoscrta; a Completely Block Readout 3anperniaer mo0yio OTHpaBKy JaHHBIX.
TpeTnii BapuaHT HekeJaTeseH U3 CTeraHorpapuIecknx cOOOpakeHUi: e aIMUHHUCTPA-
TOp 3aMETHT OTKa3 COOOIIaTh OTHEYaTOK, OH 3arojo3pHUT HesagHoe. HeTcrankeps! cra-
patoTcs He crypuTh TallM30HY, I03ep-areHT U pedepep — Korja MOoCIaHHble MeTaJaHHbIe

B2https://www.eff.org/https-everywhere
453https://chrome.google.com/webstore/detail/umatrix/ogfcmafjalglgifnmanfmnieipoejdcf?hl=ru
#4addons.mozilla.org/ru/firefox/addon/umatrix
453https://chrome.google.com/webstore/detail/ublock-origin/cjpalhdlnbpafiamejdnhcphjbkeiagm ?hl=ru
436nttps://addons.mozilla.org/ru/firefox/addon/ublock-origin
Thttps://addons.opera.com/ru/extensions/details/ublock/
458https://chrome.google.com/webstore/detail/flashcontrol/mfidmkgnfgnkihnjeklbekckimkipmoe
49https://addons.mozilla.org/ru/firefox/addon/flash-control
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HpOTUBOpEYaT COOpaHHOMY MHaUe (HanpuMep, depe3 JS), To oOMaH OBICTPO pacKphIBaeTCH,
M Bac OepyT Ha yueT.

Flash Player onpenenser Bepcuto OC, TeKyluii A3bIK, pa3pelIeHUe 9KpaHa, YUCIO CUCTEM-
HbIX pudToB U IP-aapec. Silverlight pacimpsier 3ToT ciucok A0 cBeeHuil 0 user-agent u
JacOBOM MOsiCe. 3HAUMTEILHO OOJIbIIe BOZMOXKHOCTEH y Java, cooOmaieit cTpany, s3blK,
noctaBimumka u Bepcuio OC, criepukarun JVM u Java 1 XapakTepuCTUKH CETEBOTO ajar-
Tepa. Bee Tpu ruiaruHa MoXHO 17100aJIbHO OTKJTIOUUTH B Opay3epHBIX HACTPONKAX KOHTEHTA
u Bo Bkiagke Embeddings y NoScript, rae Takxke 3amperiaioTcss BooOIIe Bce IOIOHe-
nus. Ecim ycranosnen FlashControl, To flash-nmpourpeiBatens He 3amyctutcs 6e3 cnpoca.
Onpenenennie reosokanuu yepe3 Geolocation API Toxe TpeOyeT MmoaTBep:KAeHHUS, TTOCIIe
KOTOPOT'O MepeIaloTCs HIMPOTa U I0JIT0Ta, a/Ipec, CTENEHb MOIPEIIHOCTH U 1aTa MocyeqHen
nposepku. Ecii BBl He mosb3yeTech HaBUTalMed, CTOMT TOJHOCTBIO 3a0JIOKMPOBATh €€ B
HacTpoiikax (about: config nua Firefox; chrome://settings nna Chrome) BMecTe ¢ MUKpO-
(poHOM M BeO-KaMepoii, KOTOPYIO U BOBCE 3aKJIEUBAIOT U30JIEHTOM.

Takxke He 3a0bIBaiiTe O YUCTO anmapaTHOM ciexke. Jaxe ecmm TenedoH OTKIIIOYEH, HaXO-
nsAmyiics B HéM baseband-miporieccop crmocoOeH o0ImaThest ¢ OaIrHeil COTOBOM CBSA3M WIIH

eé XaKepCKOI'/JI I/IMI/ITaHI/ICI'/JI460, 4TO ITO3BOJIACT YCTAHOBUTDH MCCTOI'IOJ'IO)KCHI/IC461 .

JIuteparypa

[1] Hoknan Banentuna BacuibeBa, Browser Fingerprint — anHoHuMHasi uaeHTUgUKaLMsA
Opay3epos, 2017 r.

6.3 Ilpeaynpe:xjeHne BHUMaHNS K cebe

TexHOMOrMK OTCJIEKUBAHUS U MIPOTOKOJMPOBAHUS COCTABIISIOT BE KATErOpUM: aK-
TUBHbIE U NTacCUBHBIE. [IepBble BKIIIOYAIOTCA C HABOAKOW HAa KOHKPETHOE JIMILIO B CIyYasx,
Kora oH uHTepeceH opranam (COPM?*6%), xoukypeHTam umi mudHbIM Bparam. MHaue pa-
00Tal0T MapKETUHIOBBIE KYUKH, aBTOMATU3MPOBAHHbBIE 3alTUCU (3BOHKU B TEXIOAJEPKKY,
JIOTU TIpOBaiiJiepa U T.[.) U XaHUINOTbI — CEPBEPHI C YA3BUMOCTAMMU, IPUMAHKU JJIs 3J10-
YMBILLUIEHHUKOB, KOTOPBIE MPOCTYIIMBAIOT BXOAAIINI TpaUK U ONPEJesisioT 10 HEMY CIie-
IM(UKY MOBEICHUS XaKepa, a UHOTIA U aTaKyIoT ero B oteeT. MHorue crienuanucts no 1b
a/IMUHUCTPUPYIOT XaHUIOTHI JIJ1s1 pa3paOOTKU CTpaTeruil OTpaXeHUs aTak U YJIydlleHUs
BHYTPUKOPIIOPATUBHBIX cucTeM. [1oaTOMY CcTapaiiTech HE aHAJIM3UPOBATh XOCTHI C Juara-
30H0B*93, He peKOMeHI0BAaHHBIX K CKAHMPOBAHMIO, T.K. TAK Bbl PHUBJIEKAETe BHUMAHUE, U
KaK MOKHO YaIlle aHOHUMU3UPYHTe CBOM Tpaduk uepes torsocks mian mogoOHble Y THIIUTHL
Yurure, uto nanbHeime coBeThl He cracyT oT 0day — M3BECTHBIX Y3KOMY KPYTy CHelH-
QJIUCTOB YS3BUMOCTEH, IPOTUB KOTOPBIX €IlE HEe Pa3pabOTaHbl 3alllUTHbIE MEXaHNU3MBI.

460nttps://tech.onliner.by/2013/11/20/smartphones-hacks

461 https://habr.com/ru/post/112449/

462¢tps://ru.wikipedia.org/wiki/COPM
463http://www.hacking-tutorial.com/tips-and-trick/do-not-scan-this-ip-address-ranges/
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CoBpeMeHHBIE 3JI0yMBIIIUIEHHUKH ¥ CTIELCITY KObI CTIOCOOHBI B CKaThle CPOKH IO00paTh JIo-
60i1 maposs kopode 20 3HAKOB, €CJIM B HEM HET IU(]P, CIIEIICHMBOJIOB U ABOMHOTO PETUCTPA.
Cuepyer 3amMinaTh aKKayHTbI JJIMHHBIMU M HEOUYEBUIHBIMU MAPOJISAMU C ABYX(aKTOPHON
ayTeHTU(UKalyel. 3alOMUHAIOTCsl OHU TPYIHO, HO Bbl MOKETE XPAHUTh U TEHEPUPOBATH UX
B KeePassX*0* — menemkepe maposieii ¢ OTKPBITBIM HCXOHBIM KOAOM. JIJIst IOCTyma K ero
6a3e TaHHBIX NOTpeOyeTcs Kimod-aiii Jodoro ¢popmara 1/nim MacTep-napoib, KOTOPHIT
MOXHO TPUAYMath (B T.4. O MepBHIM OyKBaM 6 CTPOK JIIOOMMOrO CTHXa WM TECHU) U
3amucarh Ha OyMakKy wiu cos3fath metogoM diceware. s storo 20-25 pa3 Opocaercs
UrpajipHas KOCTb, M KaxJas BbllaBllas 1udpa 3anKichiBaeTCs B LIENIOUKY. [lanee yenoBek
pa3OuBaeT MOMy4YMBIIMICS PsIIl HA TPyl MATU3HAYHBIX YMCEI, BHIOUPAeT COOTBETCTBYIO-

mye UM coBa u3 crmcka®®> u copmentaer ux. HecMOTps Ha JUTHHY, 3ay4UTh TaKOi TApOIh

JeTKO, T.K. OH COAIEpKHT 5-6 CIIOB U codyeTaeTcs ¢ MHeMOTexXHHKaMu 0, Ho eciu BB BApYT
3a0yneTe ero, To yxe He BocctaHoBuTe. Ilone3Hoil cunTaercs exemecsyHas 3aMeHa Ia-
poJieil Ha HOBBIE: CO BPEMEHEM OHM YCTAapeBalOT U MOTYT ObITh CKOMIIPOMETUPOBAHBI ITPU
niepedope Ha C1a0bIX MOIITHOCTSIX.

PerynsipHo ckanupyiite [1K Ha Hamurie BUPYCOB 1 K€HJIOTT€POB — BPEIOHOCHBIX CIICHAPU-
€B, PETUCTPUPYIOLIMX JBMKEHUS MBIIIU U HAXaTHUS KJIaBUll. Eciu BB yke MH(ULIUPOBaHBI,
Y aHTUBUPYCHI HE ITIOMOraloT, npocTo nepeycranosute OC. Hukorga He Ucnosb3yiTe mapo-
JIA ¥ JIOTHHBI IOBTOPHO, T.K. B CJIyyae UX Kpaxu OyayT B3JIoMaHbl Bce Baiu npoguim. He

3a0bIBaliTe 7IeMEHTapHbIE MPaBUIa 6e30MacHOCTH:

1) He 3amyckaiiTe HEU3BECTHbIE BJIOXEHUS B IEKTPOHHBIX NMUCbMaX, [JaXke €CJIU 3TO
JOKYMEHTHI;

2) oTKJII04MTE aBTO3arpy3Ky BHemHux Hocureneid USB u CD;

3) HacTpOMTE MEKCETEBOW IKPaH AJisl KOHTPOJISA BXOAAIMX U UCXOALIUX MTOKJII0Ye-
HUIA,

4) He nepexoAuTe MO MOJO3PUTENILHBIM U YKOPOUEHHBIM CCBUIKAaM, HE IPOBEPUB UX
nouckoBukamu wim CheckShortURL467:

5) Koraa npocKaHWpPOBaTh UCIIOJHUTEIbHBIH (haili He ynaércs, 3arpy3ure ero Ha
virustotal.com wiu 3amycTuTe Ha BUPTYaIbHOI MallluHe;

6) pa3 B HeieJII0 OOHOBJIAITE BCE MporpaMmMHoe odecrnieuerue v Bepcuio OC u urcTuTe
mycop CCleaner*®® ym BleachBit*%;

7) OoTMEHHWTEe OTIIPAaBKY "aHOHMMHOH CTATUCTHKU OTKJIIOUMTE IPEeayCTaHOBJIEHHbIE
cepsepsl telnet/ftp/smb, yHKIMIO yIan€HHOro AOCTyINA U BCAYECKUE 30HAbI, XapaKTep-
HbIE [IJIS BAILIEro TUIA CUCTEMBI.

Haxkonen, nymaiite, KoMy Bbl gjoBepsieTe. [IbIpbl B apXUTEKType NPONPUETAPHBIX POrpaMM

464https://www.keepassx.org/
465https://www.eff.org/files/2016/07/18/eff_large_wordlist.txt
466https://4brain.ru/memory/mnemotehniki.php
467http://www.checkshorturl.com/
468nttps://www.ccleaner.com/ru-ru
469https://www.bleachbit.org//
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CJIO)KHEE BOBpEMs OOHAPYKHUThb, YeM Y OECIUIATHBIX aHAJIOTOB C OTKPBITBIM MCXOJHBIM KO-
noMm. To xe otHocutcs kK OC-am: nyudiie oTkazatecsd oT Windows niam macOS B nosb3y
cemeiictBa GNU/Linux u3-3a ero npospauHoctu. CymiecTByloT aucTpuOyTusbl Linux,
CO3/1aHHbIe JIs1 0OecreueHrsi IPUBATHOCTH U aHOHUMHOCTH. SIBJISIOTCS MPOAOJIKEHUEM
passurtus OC Incognito. Bce ucxoasiue coeAMHEHNS 3aBOPAYUBAIOTCS] B AHOHUMHYIO CETb
Tor, a Bce HeaHoHMMHBIE OJoKUpyoTCA. [Tpumepst Takux OC: Whonix, Tails OS. Pern-
CTpPHpY s aKKAYHTBI, BCErja YUTaliTe MOJMTUKY KOH(pUAeHIMaIbHOCTH. Tak, o61aqHoe Xpa-
HWIMILE Mega.nz, KOTopoe MG pyeT Bech KOHTEHT aroputMom AES, naxe He CKpbIBaeT,
YTO CMOTPUT (hailsibl KJIMEHTOB, YAAISET UX M0 CBOEMY YCMOTPEHUIO M OAaHUT HEAaKTUBHBIX
nonb3oBatesnein. O MoXoxei ciexke He MOTJaT MOMysipHble (PaiiIoO0OMEHHUKH U CEPBUCHI
BeO-TIOUTHl — OHHU JJOJIKHBI OYIy T IIOBUHOBATHC S, KOT/A TTOJIMIIMS TOTPeOyeT BaIllv JaHHbIE.
B BHIGOpE MOCTABIIMKOB YCIyT HPOJTHCTAiTe CIICKH MOYTOBBIX 06Maunbx 0 IpoBaiiaepos,
YMTask X NPaBUjIa U CTATUCTUKY YIOBJIETBOPEHHBIX FOCYJapPCTBEHHBIX 3aIlIPOCOB. JTO Xke
OTHOCHUTCS K CEpBHCaM TEKCTOBBIX 3aMETOK, U3 KOTOPBIX PEKOMEHJOBaHbI KOLJIa00OpaTHB-
Hble cryptpad.fr u titanpad.com. Bcerna umure OT3bIBB M KPUTUKY BHIOPAHHBIX PEIICHUI,
aBTOPUTETHBIE IMyOJIMKAIMK UCClieioBaTesiell 00 ux Haaexnoctu. Ecium BbI apeHayere cep-
Bep, MOJKHO TIOJHSTh Ha HEM COOCTBEHHBIE 0OOJIaKa U3 ownCloud*”! uma Nextcloud*’? u
CUHXPOHU3UPOBATh UX C JPYIMMH BEO-yTUIUTAMU.

OJMH U3 IJIaBHBIX 32JI0T0B AHOHMMHOCTH — HENPUMETHOE U HEOTCJIeKUBAEMOE T10-
BejieHre. He Mcrionb3yiiTe OJHU U Te e HUKH, ajpeca U TesiedOHbI IS pa3HBIX cep CBOeit
JleATeTbHOCTH. Pa3mirdnble Meloun, paccKa3aHHbIe 0 cebe B ApyKecKoM (IIyie, MOTYT C Te-
YeHMeM BPEMEHH HAKOTIUTBCA B TIOTHOIGHHBIN JIeaHOH — MMEHHO TaK CIIeICITy KObI OTJIOBH-
mm*73 HEKOTOPBIX pacTPOCTPaHNTE el HE3aKOHHOTO KOHTEHTA Ha JapkHeT-(popymax. VBs-
3aB Mesk/Ly COOOil Ballli AKKAYHTBHI C TIOMOIIIBIO 06BIYHOT0 TIoncka uimm SOSINT-cepucos*’4

6.4 3ammura JaHHLIX

U3-3a o6uma*’> kpunTorpauyeckux anropuTMOB HENb3Sl YIOMSAHYTh BCE, UEMY

nopoary yudat B BY3ax Ha kadeapax no Ub. B ganHo#i miaBe ocBemiaeTcsi HECKOJIBKO
NIPOBEPEHHBIX NPaKkTUK, HaunHas ¢ PGP (Pretty Good Privacy) — usBecTHOro cranjap-
Ta aCCUMETPUYHOTO mnq)pOBaHHH476 NyTEM CO3JIaHUS KaXbIM COOECEIHUKOM Taphl U3
OMKPLIMO20 U 3aKPbIMO020 KIKYeH — CITyJailHBIX OOJBIINX YUCeJI, KOTOPhIe ITOYTH HEBO3-
MOKHO TIogo0paTh. [1epBblii HyKeH A1 MMPOBKH, 00J1a/1aeT MPOIJIEBaEMbIM CPOKOM JIeH-
CTBUS U NTepe1aéTCsl He3aIUIIIEHHO: TIOCTUTCS B 0J10Te WK OTIIpaBiisieTcs Apy3bsaM. JlroOoii

4T0nhttps://lifehacker.com/the-best-cloud-storage-services-that-protect-your-priva-729639300
4T nttps://owncloud.org/

42https://mextcloud.com/

4B3nttp://cripo.com.ua/gangsters/?p=216972/

474 https://t.me/HowToFind_Bot
4T3nttps://en.wikipedia.org/wiki/Category:Cryptographic_software
4T6https://ru.wikipedia.org/wiki/K punrocucteMa_c_OTKPHITHIM_KJIOUOM
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MOET CKayaTh Balll OTKPBITHIN KJTI0Y (M OCTaBUTh CBOMA /1JIsl IOJIyY€HUs1 OTBETA), 3al(po-
BaTh UM TEKCT M BBICJIATh €ro Mo Bauiemy ajapecy. Ho Tonbko Bl mpouTéTe U pacumdgpyere
COOOIIIEHNEe 3aKPHITHIM KJIIOUOM, KOTOPBIA JEPKUTCS B CEKPETe U TeHePUPYETCs CIIOKHBIM
napoJieM.

HecmoTpst Ha 3alIUTy KPHUIITOCUCTEMBI OT TIepeXxBaTa, HEeT rapaHTHU OOIIeHUs C BEPHBIM
YeJIOBEKOM. 3JIOYMBIIIJICHHUK MOXKET KOH(PUCKOBATD (MM B3JIOMAaTh) YCTPOHCTBO codece/I-
HUKa, YKPACTb 3aKPbITHIA KJII0Y M HaMKcaTh OT ero Juia. Bo uzbexanue 3Toro npoBOAsT
Bepu(PUKALUIO — [IEPBUYHOE MOATBEPKICHIE OTKPHITHIX KJIIOUEH APYT Apyra ux oOMeHOM
0 aJIbTEPHATUBHOMY KaHaJly CBSI3U: IIPU peajibHOM BCTpeye, Mo TejiepoHy, a TO U Ha Kpun-
monamu. [Ipyroii npoBepKoi NOAJMHHOCTU CUMTAETCS HUPPOBasi MOAINCHh — IPUMEHe-
HHE K TIOCJIaHWIO 3aKPBITOTO KJI0Ya, YTOOBI XKeJTalolre MO pacirgpoBaTh COOOIEHNE
OTKPBITHIM KJTIOUOM M CBSI3aTh €ro ¢ BaMHU. Tak MOCTynaoT pa3padoTuuku oTKpsiToro IO
npy MyOJIMKALMK HOBBIX PEJIM30B, UTOOB YOeUTh MOJIb30BaTeNel B OTCYTCTBUU BUPYCOB.
Texuonorus PGP ykommekTosana B makete GnuPG*’” i coueraeTcs ¢ MOUTOBO-HOBOCTHBIM
MeHekepoM Mozilla Thunderbird*’® u miaruHoM Enigmail479, ONMCAHHBIMUA B PYKOBOJ-
crBax SSD*Y a takxke ¢ XMPP u ximentom Psi(+)*!. Tem He menee, ona, kak u P2P-
npoTtokon Bitmessage, MajonpurogHa Jjisi MOMEHTAJIbHON CBSI3U, T.K. HENOPTATHUBHA U
TpeOyeT MocTosHHOM pyuHoii (e)mudpoBku. B stom PGP yctynaer meccenmkepam co
CKBO3HBIMU aJrOpuTMaMu I¢ppoBaHusl, KaK 3TO PEaTU30BaHO B MPOMPUETAPHOM U MO-
ounsbHOoM Threema*®? u cBo6omHOM Kpoccmnardopmenrom Wire*33, TIpu BriGope Takux
CPE/ICTB Bbl PUCKYETe XpaHeHHeM JaHHBIX Ha YyXKHUX CepBepax, €Cclii He OTKPBIThl UX HUC-
xoguuku. Kpunrorpaduueckas 3amura Skype, Telegram u Discord obecrieHnBaeTcst ux
HEHTPATU30BAHHOCTBIO U JIOCTYITHOCTBIO CTIelCyk0am U xakepaM. VIM MpoTHUBOIMOIOKHBI
mesh-cetu (cM. raBy 3.11) — pacnpenenénnble cuctemsl moBepx MHTEepHeTa, rae Kax-
JI0€ YCTPOUCTBO ciiyXuT OecripoBogHbM (Bluetooth, Wi-Fi, ANT...) peTpanciasitopoM st
OCTaJIbHBIX YYAaCTHUKOB, UMEIOIIMX paBHBIE MpaBa. Tak padoTaeT IUIATHBI MECCEHIKep
FireChat u paspusaiormecs Netsukuku*®* u Hyperboria*®, mns npucoemunenus x koro-
PBIM BbI JIOJDKHBI HAWTH OJIMKANIIIN KOMMYTATOP WM IOCETUTh OJJHY U3 WICHCKUX BCTPEY.
VBB, mesh-unppacTpykTypa noka pacnpoctpanera B CIIIA u EBpone, a He B Poccun, 3a
VCKJIIOYEHHEM 3KcIiepuMeHTOB ¢ Yggdrasil. [ToMrMo MHTErpMpoBaHHBIX MIM(POBAIBHBIX
(pyHK1IMI, OBIBAIOT U AONIOJHEHUsI K HeOe30macHbsIM cpelcTBaM. Y xadoepa ato OTR(OfF-
the-Record) — nBycTOpOHHUI IPOTOKOJI 3AIMTHI OT MPOCIYIIKH, HoAAepxkuBaeMblit Pidgin
u Psi gy PC u coegunstioniemcs yepes Tor ChatSecure*3® g iOS u Android.

4T nttps://gnupg.org/

478http://mozilla.org/ru/thunderbird
49nhttps://addons.thunderbird.net/ru/thunderbird/addon/enigmail/
480nttps://ssd.eff.org/ru

481 nttps://habr.com/ru/post/50982/

482nttp://threema.ch/

483https://wire.com/en/

484 netsukuku.freaknet.org

485hyperboria.net

486https://chatsecure.org/
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Bepuduxanusa OTR Bo3MoxkHa 3-Ms criocodamu:
1) mo o61memy BOIpocy, OTBET Ha KOTOPBII N3BECTEH 000MM CcOOeCceTHIKaM;

2) 0 CpaBHEHMIO OTNEYATKA TEKYIIEro U MOJy4YeHHOTO BKUBYIO;

3) o mapodo u QR-kony.
OnHako yem OoJIbIlie Ballla aKTUBHOCTH BbIIENSIETCS Ha (POHE, TEM BEpOSITHEE, UTO BHI 3a-
HUMaeTech MPOTUBONPABHON NeaTenbHOCThIO. [loka3aTenbHO, Kak B ToMcke mpoBaiigepa
emytun*®’ 3anmipoBaHHbIii TpadUK, ¥ OH MOMBITANICS €T0 TIPUOCTAHOBUTH. 3aKOHOJATE Th-
CTBO CLIOCOOHO CUECTb HeJlerajbHbIM caM (DaKT 3aIlUThI IaHHBIX, U KOTJJa OH OyAET 3aMEeYeH,
OT Bac NOTPeOYIOT KJII0Y, KOTOPbII Bbl HE CMOKETE He pasriacuThb. Jlio[ei pacKpblBaloT Me-
TaJaHHble — MH(MOPMaLUs O XPaHSLLIEMCS, [IOJIy4aeMoM U oTipasiisseMoM. FOpucaukims
OTHOCHUTCSI K Heil MeHee KOH(HUIEHIMATbHO, YeM K COIepKUMOMY MH(pOOOMeHa, U s
JeTaIN3aIMU 3BOHKOB XaKephl MepexXBaThBAIOT SMS-co00IIeHs ¢ KoJaMy aKTUBALUH, a
cefoBaTesM 0OpallalTcs K COTOBOMY oriepatopy. PacniedaTky BeOcaiiToB M nmuceM (Mx
TeM, OTIpaBUTEJIEeN U apecaToB, AJMHBI TEKCTA) C MPUBA3KON KO BPEMEHH IMOJTYy4UTh TaK
e MPOCTO, KaK M Y3HATh, YTO Y BaC yCTAaHOBJIEHBI IIU(POBaIbHBIE cpeicTBa U X 0a3bl. ToT
ke KeePassX xpanut naposu B (ailyie yHukanabHoro pacummpenus .kdbx, KOTOpbIi JIerko
HAaTH, €CJIM OH HE COJEPXKUTCS YIAJIECHHO.
O1u npobsieMbl pelaeT yxe ynoMsiHyTas B pasdjaenie aHaim3za ARG creranorpacdus —
JpeBHeMIas MeXJUCUUIUIMHAPHAs HayKa O Nepefaye U XpaHEeHUH CKPHITOro, Korja cam
(pakT ero HanMuUMs HEU3BECTEH HUKOMY, KpoMe Bac u/wiu nonyvatens. OHa He 3amelaer
Kpunrorpaduio, a JOMOMHSET e€ MOAO0OHO MATpEIIKe, T.K. COOOIIeHNe KOHTelHepa 3aya-
cTylo 3ammdgpoBado. M3 uctopun 0 HaC JOLUIM MHOTME METO/Ibl €ro CO3[aHUs: HaIlpHU-
Mep, HEBUIMMBbIE YepHUJIA M1 MUKPOTOYKH, BHITECHEHHbIE KOMITBIOTEPHBIMU U LIU(PPOBBIMU
Texuukamu. OHE pOpMaTU3YIOTCA MOENbIo "IpoGieMs! 3aKkmoueHHbIX "8 16 u emumoit
TepMuHOTOrueir*®®, Ho He ompeeNAOTCA HA IPAKTHKE: CTONKHYBIIUCH C OOBIYHOl KAPTHH-
KOI1 Ha caiiTe, BBl 3apaHee He 3HaeTe, eCTh Ji y He€ nBoiiHoe HO. [Tocemas nmumaxoopay,
HeNB34 TIpeyraaTh, 4To B Tpenax (oTooGMeHa rosopAT ¢ momopio DesuDesuTalk!4%0,
Opay3epHOro CKpunTa 1Jisl ICEBJOHUMHOTO OOIIEHHs, TOXOXKEro Ha HAHOOOPAY — KOuy-
outyio AWB, nocTel KOTOpPO¥i cipsATaHbl B U300paxkeHUAX Apyrux umuxoopa. LHudposbix
aNTOPUTMOB BCETo OKOJIO COTHH ™| pa3HOl HAIEKHOCTH, ¥ OHU CITyKaT /1Sl Iepeaun, a He
JOJITOCPOYHOTO XPAHEHU S, B OTJIMYME OT KOMITBIOTEPHBIX TEXHUK. K rocyiegHuM oTHOCUTCS
VeraCrypt**? (ommcanngiii B raiine*”® dpopk ckommpomeruposanroro TrueCrypt), KOTOpHIii
nmdpyer HDD mm BHENIHUA HOCUTENb “Ha JIeTy” WM CO3/1aeT B OOBIUHBIX (haiiiax BUP-
TyasbHble ToMa. OHUM MOTYT COJIEPXKaTh €llle OMH CKPbIThII BHYTPEHHUI TOM, U €CJI Bbl
BBIJJA/IUTE MApPOJIb OT KOHTEMHEPA, YEJOBEK YBUAUT TOJIBKO IIOBEPXHOCTh XPaHUJIMILA.

#7https://roskomsvoboda.org/30879/
488nhttps://ru.wikipedia.org/wiki/Amaca_u_Bo6
4B http://scipeople.ru/group/4720/topic/6430/
490nttps://github.com/desudesutalk/desudesutalk

#ljjtc.com/Steganography/tools.html

492yeracrypt.fr/en/Home.html

4935afe.rublacklist.net/veracrypt

109


https://roskomsvoboda.org/30879/
https://ru.wikipedia.org/wiki/\T2A\CYRA \T2A\cyrl \T2A\cyri \T2A\cyrs \T2A\cyra _\T2A\cyri _\T2A\CYRB \T2A\cyro \T2A\cyrb 
http://scipeople.ru/group/4720/topic/6430/
http://scipeople.ru/group/4720/topic/6430/
https://github.com/desudesutalk/desudesutalk

6.5 IIcuxoJsiornyeckass 0€30MaCHOCTD

JleATebHOCTh HETCTAJIKEpa MPEBpAIIaeT ero B CBOCOOPAa3HOro MH(OPMAIIMOHHOTO
BbUKHMBaJIbIIMKa. HeKoTopele Belyu, KOTOpbIe BBl Haii[eTe B ITyOOKOM, a MHOT/IA U TIOBEpX-
HOCTHOM MHTEpHETEe, MOT'yT Bac IIIOKMPOBaTh WM HaBpeauTh BaM. He kimkaiite Ha Bce
CCBUIKM TOJPSiA, 0OCOOEHHO €CJM y Bac SMMJIETICHS WM Bbl B OOIIECTBEHHOM MecTe. Tam
MOXeT ObITh pacuieHeHKa wim honeypot - Tot ke Fresh Onions yacto mpemocTaBisieT
MHUHUMAJTbHBIE ONIMCAHMSI, YTO TI03BOJISIET M30ekKaTh OYepeTHOTO YHBUIOTO pecypca ¢ He3a-
KOHIIMHOW. CTapaiiTech He TOJMy4YaTh CJIMIIKOM OOJIbIIOe KOJMYECTBO TPAaBMATUUHOM /s
Bac MH(OPMAITHH 32 a3, TIOCKOIBKY MO3T CKJIOHEH 3allOMUHATh 4 HeraTMBHEII OMBIT JTyu-
1€ MO3UTUBHOrO. Jla 1 sMoLuH, [0JIy4aeMble B UHTEPHETE, BIMAIOT Ha Ballle TEJIO TaK Ke,
KaK MOYepITHyTHE U3 (PU3MUIECKOTO MUpa, O 4EM ceifuac BemaeT gaxe pexaama’®®. CoObI-
THUSI BUPTYyaia Mbl O€CCO3HATEJILHO CUNTaeM TaKUMH Ke Ba)KHbIMI/I496, kak u IRL, ecou He
pUydr ce0st K 0OpaTHOMY.

ITomuuTte, uto pecypcenl Darknet-ceteit He Gosee JOCTOBEPHBI, UeM B KJIMpBeOe, 0 YEM Hamo-
MMHAeT faxe KpynHeiinmii xoctunr Topa Daniel’s*”. Pecypchl .onion monaaTcsa ckamom.
[ToBpIIEHHOE BHUMAHUE K HUM CO CTOPOHBI HOBUYKOB - JIALIb IPOSIBJIEHUE CJIETIOrO J1OBE-
p¥ist K OOIIENPUHSITHIM aBTOPUTETAM, YTO HATOMHUHAET O JIOTHUECKOH omuoOKe Argumentum
ad verecundiam. B mo0oii 3 ceTeil cpeu MaTepHUaIoB WM TUIOIMIAI0K OOIIEHNUS BBl MOKETE
CTOIKHYTBCS C PUTOPHKOIA, MBITAIOIIEHCS IKCILTyaTHPOBATh KOTHUTUBHEIE UCKAKEHUA .
OT cpeiikoBoil HHGOPMAIUU MOXHO 00€30MacUTh Ce0s1 He TOJIBKO MOMCKOM JI0Ka3aTe/IbCTB
Y QHAJIM30M M300pakeHuil (cM. miaBy 4.8), HO ¥ MIOCTOSIHHBIM 33/1aBaHUEM TEKCTY BOIIPO-
ca "yem 310 moarBepxkaaercsa?". [TocTeneHHO Bbl OyJeTe aBTOMATHYECKU BHUJIEThH CllaObie
MeCTa TEKCTOB M PaclO3HaBaTh MOUIEHHUYECTBO UJIM IIPONIaraHmy.

PrIL BbicTynMna ¢ ocyxaeHnem (ge'?
Pa3oo6/s1auaeM BﬁpOCbl. camoy6uiicTBa BokanucTa rpynnbl Linkin
Park Yectepa BeHHUHI TOHa U coBupaeTes
nPOCTO, KakK Pa3'ﬂBa'Tp"- 3anpeTuTb rpynny 8 Poccuu.
B 4acTHOCTH, odpuLManbHbIiA KMos
1. HaxoauM B TEKCTE NPsMYI0 LUTaTy. npeacTaeuTens PrILL, natpuapx TWXOH ~
2. Tyraum. 3aa8u1n "[laHHoE NeyarnbHoe cobbiTie
3. O6HapyKuBaeM eé B Nocre BK NOKasblBaeT HaM, YTO CaTaHWHCKas!
WK Apyrom Heoclmunanbﬂom HCTOYHHKE. Mys3blka, KOTOPOil 3apaxaloT ymbl
MONOAEXM, yOuBaeT Takxe U eé
. cospaTeneii. MpaBocnasHas LEPKOBL o
Advanced mOde' 6yneT 60pOTbCA C pacTieHMeM ayw
1. [IpoBepsieM cyleCTBOBaHHE «MpelCTaBUTeNsA» MOMOAEXM U OrpaxaaTh eé ot ,,c§x

MM IPYTOro YKa3aHHOrO NepBOHCTOUHHMKA. TBOpYECTBa CAyr CaTaHbl" =

30

2. Ecin teker pacnonsca no CMW/coucersam,
HaxoauM Hauboaee paHHHIl MOCT U poBepsieM
TUIOMAJKY ero pasMelleHHs Ha (heAKOBOCTD.

3.0 Ha o i
ECTb - yTOUHsIEM C
HeTy - nMweM KOHTaKTHOMY /MLy, CMIpalinBaeM.
vk com/netover ' ‘

Fig. 27. Ilpumep 3aaBaHns BOIPOCOB K TEKCTY

494https://anywellmag.com/mozg-za-chto-pochemu-my-zapominaem-plohoe-luchshe-chem-horoshee-
25365/

49Snttps://www.sostav.ru/publication/ivi-39987.html

4%https://telegra.ph/Realnoe-i-voobrazhaemoe-s-tochki-zreniya-mozga-04-09

7nttps://danwin1210.me/faq.php

498nttps://ru.wikipedia.org/wiki/CrMcoK_KOTHUTUBHBIX _MICKaKEHHi
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Hakowner, 3aBHCHMOCTB OT HOBOI'O - TO, YTO MOOY/JaeT OOBIYHOTO IOJIb30BATEIIS
CKPOJLTUTB CIIENMATBHO CTIPOEKTHPOBAHHYIO [Tl 3TOro*? GeCKOHEUHyIo JIEHTY, a HeTCTall-
Kepa - pa3 3a pa3oM 3allyCKaTb TOT WM UHOU paHaomaisep. He ynosiaeTBopaiiTech milb
NPOCMOTPOM KOHTEHTA, HallIEHHBbIM JIJIs1 Bac 60TaMu. YTyOsaiTech B 3aMHTEPECOBaBIIINE
Bac 0O0beKTHI. PackambiBaiiTe, arperupyire, JeJUTeCh U He CTECHANUTECH IPOCUTH TTIOMOIIIH.

I'ne-To B ceTn 00sA3aTe/IbHO HAWAETCS Ballla COOCTBEHHAS )KeMYYKHUHA B CTOTe CEHa.
He npoiiaure Mmumo HeE.

49nttps://www.bbc.com/news/technology-44640959
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7. ABTOpCTBO

Archivist: Bripaxaio 6J1arogapHocTb 3a COECTBUE B COCTABJIEHUH TEKCTA YYaCTHU-
kam MUC, u B ocobennoctt Wegwarte u yolo. PykoBoacTo nocssiaercs namsaru 1lam-
nmyHs, may he rest in peace.

Wegwarte: B s1oit KkHUre 06beJMHEH U CUCTEMATHU3MPOBAH OMBIT MHOTHX JIOAEH.
Ona He Obu1a OBl BO3MOKHA O3 aKTUBHOTO U YIIOPHOTO coodiecTna. [TycTs Kaxaplii U3 HaC
UILET YTO-TO CBOE, HO 9TO HE MeIIaeT OOMEHUBATHCSI MHEHUSIMU, HABBIKAMH U HAXOJIKaMH,
4To Aokaszana ucropus «Touku COopa». HeTCTalKMHT MOCTOSTHHO Pa3BUBAETCS, TOITOMY
KOTJa-HUOY/Ib ¥ 3TU CTPAHUIIBI OYAYT TOTIOJTHEHBI.

3nech 3aBepiiaeTcs padoTa, KOTOPYI0 Mbl Hayanu ¢ ApxuBuctoM u Illammynem B
saBape 2017. [lanpiie aeiicTBOBaTh OyIeTe BbI.

Points: Ecyi BbI Hallw HepaOoune CChUIKY, UM Y BaC OCTAJIMCh MOKEJIaHUS K yITyd-
IIIEHUIO STOM KHUTH, TO MOXKETe HamucaTh MMchMo Ha netstalking_manual @ protonmail.com,
U 51 BaC YCJIBIIIY.

JIpyrue aBTopbI:
* Nndopmanus o gopkax u ux npumepsl: CapyB
* AnoNET u anoHuMHbIe ceTu: Abslimit
* Pecypchl 7151 KapTOCTAJIKMHTa: AHTHOE3Mpeaes
* AHaym3 TOKyMeHTOB: SIlH Maiiky BuHceHT
* Omegaproject: Dematerium
* Freenet: Raymond
* bannep-rpadbOomHr: meguminkonosuba

* Brruutka u popmaruposanue: 1d3301, Cino Folko, Eva
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